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1.
Purpose. To publish specific policies and procedures for the administration of the TRITRAFAC Bangor Information and Personnel Security Program.

2.
Cancellation. TRITRAFACBANCORINST 5510. 3C

3.
Revision. This instruction has been completely revised. Individual paragraph markings for additions, deletions, and revisions have not been indicated. This instruction should be reviewed in its entirety. Major changes include: addition of communication security references, zone inspection requirements, training responsibilities for message drafters, revised accounting and control procedures for receipt of classified material via Federal Express, revised message handling procedures, and flow charts for classified material handling and security check procedures.

4.
Applicability. This instruction applies to all staff and student personnel assigned to TRITRAFAC Bangor.

5.
Action
a.
The Security Manager is responsible for ensuring this instruction is accurate and up-to-date.

b.
Department directors will give the contents of this instruction the widest possible dissemination to ensure that each person in TRITRAFAC Bangor is aware of his or her responsibilities for complying with this instruction.
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INFORMATION AND PERSONNEL SECURITY PROGRAM
CHAPTER 1 - INTRODUCTION
101.  REFERENCES:  (a) OPNAVINST 5510.1H

                   (b) OPNAVINST 5530.14B

                   (c) OPNAVINST 5239.1A

                   (d) OPNAVINST S5513.5A

                   (e) NAVSEAINST C5511.32B

                   (f) TRITRAFAC BANGOR OPLAN 5530A

                   (g) OPNAVINST 5510.161

                   (h) Current TRITRAFACBANGORNOTE 5510 (Emergency

                       Protection Recall)

                   (i) Current TRITRAFACBANGORNOTE 5511                                     (Prioritized List of Security Containers)

                   (j) TRITRAFACBANGORINST 2280.2C

                   (k) TRITRAFACBANGORINST 5511.1E

                   (l) SECNAVINST 5720.42D

                   (m) CNETINST 3070.1B

                   (n) Information Systems Security Products and                            Services Catalog

                   (o) SECNAVINST 5212.5C

                   (p) CNO ltr 2220 Ser 09N2/9U651988 of 1 Aug 89

                   (q) TRITRAFACBANGORINST 4570.1C

                   (r) NTP-3I Naval Telecommunications Users                                Manual

                   (s) NWP-4B Basic Operational Communication                               Doctrine

                   (t) NTP-4C Fleet Communications and Procedures

                   (u) NTP-3 SUPP-1(J) U.S. Navy AIG/CAD Handbook

                   (v) OPNAVNOTE 5510 16 Oct 96

102.  AttachmentS: (1) Student Security Orientation Briefing                                (Group)(TRITRAFAC Bangor 5510/3

                   (2) Security Container/Secure Area Access List

                   (3) NNPI Marking Samples

                   (4) Naval Nuclear Propulsion Information                                 Security Statement (Individual)(TRITRAFAC                            Bangor 5510/1)

                   (5) Naval Nuclear Propulsion Information                                 Security Statement (Group) (TRITRAFAC                                Bangor 5510/2)

                   (6) Destruction Equipment and Techniques

                   (7) Security Container Inspection Report                                (TRITRAFAC Bangor 5510/19)

                   (8) Zone Inspection Security Check List                                  (TRITRAFAC Bangor 5510/23)

                   (9) Information Security Flow Charts

103.  DISCUSSION.  Reference (a) establishes coordinated policies for the security of classified information and personnel security matters within the Department of the Navy (DON).  Reference (b) sets forth policy and establishes uniform minimum standards for security measures to be used to physically safeguard property and material at Navy shore activities.  Reference (c) establishes the DON Automatic Data Processing (ADP) Security Program.  Reference (d) establishes DON security classification guidance for Undersea Warfare Programs.  Reference (e) establishes procedures for maintaining Naval Nuclear Propulsion Information (NNPI) documentation.  Reference (f) establishes the TRITRAFAC Bangor Emergency Action/Disaster Preparedness Plan.  Reference (g) establishes procedures for withholding of unclassified technical data.  Reference (h) is the emergency protection recall bill.  Reference (i) is the prioritized list of security containers for emergency protection.  Reference (j) prescribes procedures dealing with the command's COMSEC Emergency Action Plan (EAP).  Reference (k) establishes the procedures for the Top Secret Accounting and Control System at TRITRAFAC Bangor.  Reference (l) sets forth the policy for the proper handling and safeguarding of For Official Use Only (FOUO) information.  Reference (m) discusses operational security (OPSEC) training, and warfare and specialist training requirements.  Reference (n) lists approved products for the protection and destruction of classified material.  Reference (o) directs the retention period of official record material.  Reference (p) directs the use of DD 2501 (Courier Authorization Identification Card).  Reference (q) directs the recycling program at TRITRAFAC Bangor.  Reference (r) through (u) describe message handling procedures.  Reference (v) changes the classification marking guidelines.

104.  DUTIES AND RESPONSIBILITIES
1.  Security Manager (SM).  As listed in Chapter 3 of TRITRAFAC-BANGORINST 5400.C (Standard Organization and Regulations Manual).

2.  Assistant Security Manager (ASM).  The duties of the ASM are:

    a.  Administer the classified material accounting and control system.

    b.  Maintain an accurate inventory of all classified containers within the command, including custody of all combination change envelopes classified secret and that are not CMS material.

    c.  Assist the SM in conducting annual security audits and in administering the Security Education Program.  Reference (a), Exhibit 2C refers.

    d.  Perform an inspection of all security containers at least once annually.  Inspections will be recorded using Security Container Inspection Report (TRITRAFAC Bangor 5510/19, Attachment (7)).

    e.  Perform the duties of the SM in the SM's absence.

3.  Command Security Clerk.  The Command Security Clerk performs administrative functions under the direction of the SM.  The duties of the Command Security Clerk are:

    a.  Per reference (a), ensure newly reporting staff members and required students have a valid personnel security source document (OPNAV 5520/20) prior to granting an interim clearance.

    b.  Prepare a Personnel Security Action Request (OPNAV 5510/413) under the following circumstances:


(1) Requesting a final security clearance for staff members and PCS students.


(2) Requesting extensions of interim clearances.


(3) Requesting verification of clearances/investigations.


(4) Requesting follow-up tracer action on requested clearances/investigations.


(5) Reporting significant unfavorable information on individuals attached to this command.

    c.  Prepare and maintain staff and required student personnel Certificate of Personnel Security Investigation, Clearance and Access (OPNAV 5520/20) form.

    d.  Enter in the Versatile Training System II (VTS II), clearance and access data elements for staff personnel.

    e.  Prepare required staff and student personnel clearance investigation requests and forward them to the SM.

    f.  Maintain a file copy of staff and required student personnel Certificate of Personnel Security Investigation, Clearance and Access (OPNAV 5520/20), Security Termination Statement (OPNAV 5511/4), NNPI security statement, outstanding OPNAV 5510/413 requests, and outstanding personnel security investigations, as applicable.

4.  Information System Security Manager (ISSM).  The ISSM will be designated in writing by the Commanding Officer, will be a graduate of the Naval Computer and Telecommunications Command Automated Data Processing security course, and will be knowledgeable in all aspects of ADP security at TRITRAFAC Bangor.  The duties of the ISSM are outlined in references (a) and (c).

5.  Defense Courier Service Officer.  The Defense Courier Service Officer (DCSO) will be designated in writing by the Commanding Officer.  The duties of the DCSO are outlined in reference (j).

6.  Communication Material Security Custodian.  The Communication Material Security (CMS) Custodian and alternates will be designated in writing by the Commanding Officer.  The duties of the CMS and alternate custodians are outlined in references (j) and (k).

7.  Department Security Coordinator.  The department master chief or senior enlisted person assigned will act as the Department Security Coordinator.  Department Security Coordinators and alternates will be assigned in writing by their respective department director.  The SM and mailroom staff will be notified upon initial assignment and any changes.  The duties of the department security coordinators and alternates are:

    a.  Pick up cognizant department classified material from the mailroom or Assistant Security Manager as applicable.

    b.  Administer the department classified material accounting and control system.

    c.  Maintain an accurate inventory of all classified containers within the department notifying the SM when a container is relocated, activated, or deactivated.  Review and forward to the Security Manager all SF-101's and SF-702's each month.

    d.  Monitor and ensure proper storage, handling, and safeguarding of classified material within the department.

    e.  Provide security training to division security coordinators.

    f.  Assist the SM in providing specialized security training to personnel within the department, as required (i.e., refresher briefings).

8.  Division Security Coordinator.  Division Security Coordinators and alternates shall be assigned by their respective division officer.  The Department Security Coordinator and SM will be notified upon initial assignment and any changes.  The Division Security Coordinator/alternate is responsible to the Department Security Coordinator for the administration, accounting, and control of division classified material.

9.  Naval Warfare Publication Custodian.  The Naval Warfare Publication (NWP) Custodian is designated in writing by the Commanding Officer.  The duties of the NWP custodian are outlined in NWP-1-01 and TRITRAFACBANGORINST 5071.1B.

10.  Naval Warfare Publication Clerk.  The NWP Clerk is assigned by the NWP Custodian and designated in writing by the Commanding Officer.  The duties of the NWP clerk are outlined in NWP-1-101 and TRITRAFACBANGORINST 5071.1B.

11.  Naval Nuclear Propulsion Information Control Officer.  The Naval Nuclear Propulsion Information Control Officer (NNPICO) will be designated in writing by the Commanding Officer.  The duties of the NNPICO are outlined in reference (e).

105.  FORMS AVAILABILITY.  Security Container Records Form (OPNAV 5510/21), Security Termination Statement (OPNAV 5511/4), Correspondence/Material Control (OPNAV 5216/10), Security Container Check Sheet (SF 702), Security Container Information (SF 700), Activity Security Checklist (SF 701), Certificate of Personnel Security Investigation, Clearance and Access (OPNAV 5520/20), Classified Material Destruction Report (OPNAV 5511/12), Personnel Security Action Request (OPNAV 5510/413), Classified Information Nondisclosure Agreement (SF 312 or SF 189), Courier Authorization (DD 2501), Contract Security Classification Specification (DD 254), Top Secret Cover Sheet (SF 703), Secret Cover Sheet (SF 704), Confidential Cover Sheet (SF 705), Secret Removable Magnetic Media Label (SF 707), Confidential Removable Magnetic Media (SF 708), Unclassified Removable Reprographic/Micrographic Request (NPPSB Bangor 5600/1), Request for Audiovisual Service (OPNAV 5290/1), Routine Reply, Endorsement, Transmittal or Information Sheet (OPNAV 5216/158), and Reprographics Request (NPPSDO Bremerton 5604/1) are available through the standard Navy supply system.  Student Security Orientation Briefing (Group) (TRITRAFAC Bangor 5510/3), Naval Nuclear Propulsion Information Security Statement (Individual) (TRITRAFAC Bangor 5510/1), Naval Nuclear Propulsion Information Security Statement (Group) (TRITRAFAC Bangor 5510/2), Staff Check-In Sheet (TRITRAFAC Bangor 1300/4), Student Check In/Out Sheet (TRITRAFAC Bangor 1300/6), Security Container Inspection Report (TRITRAFAC Bangor (5510/19), and Zone Inspection Security Check List (TRITRAFAC Bangor 5510/23) are available at the Mailroom in Room E-108.

CHAPTER 2 - INFORMATION SECURITY
201.  SECURITY EDUCATION.  The purpose of the Security Education Program is to ensure all personnel understand the need to protect classified information and know how to safeguard it.  As a minimum, security education will be conducted as follows:

1.  Annually as an element of the command's General Military Training program.

2.  Staff security orientation briefings will be conducted and recorded by the SM as an element of the command's Staff Indoctrination Program.  Student security orientation briefings will be conducted and recorded by the cognizant lead instructor on the first day a class convenes for assigned students in classified courses.  Student briefings will be recorded using Student Security Orientation Briefing (Group) (TRITRAFAC Bangor 5510/3 (Attachment 1)).  

3.  Annual refresher briefings for those personnel who have access to classified information.  Annual refresher training will be conducted and recorded by the department security coordinators and the SM.

4.  Biennial counterespionage briefing by the Naval Criminal Investigative Service (NCIS) for those personnel who have access to Secret and above material.

5.  Special briefings as circumstances dictate.

6.  Operations Security Training will be provided annually as an element of the command's General Military Training program, and warfare and specialist training will be provided in the respective departments per reference (m).

7.  Debriefing at the time a Security Termination Statement is executed, and when personnel who have had access to classified information are transferred from the command.

8.  On-the-job training in specific requirements (e.g., Naval Nuclear Propulsion Information material handling requirements, message drafting procedures, etc.) will be conducted as needed at the division or department level.

9.  Proper marking of classified curriculum training is provided in the Curriculum Developers' workshop.

10.  Periodic Plan of the Day notices, as appropriate.

202.  COMPROMISES AND OTHER SECURITY VIOLATIONS
1.  There are two types of security violations.  Those that result in a confirmed compromise or possible compromise of classified information, and those that do not result in such a confirmed or possible compromise, but in which a security regulation has been violated.  Security violations of either type must be reported and vigorously investigated, and the problem(s) causing the violation must be corrected.  Any individual who becomes aware of a compromise, possible compromise, or a violation of security regulations shall immediately report such to the Commanding Officer via their supervisor, the SM, and the administrative chain of command.

2.  If a container in which classified material is stored is found open in the absence of cleared personnel, the incident will be reported immediately to the Officer of the Day (OOD).  The container will be guarded until the OOD arrives at the location of the unlocked container.  The OOD will then inspect the container, lock the container, and make a security violation report to the Commanding Officer, Executive Officer, Physical Security Officer, Security Manager, Chief Master-at-Arms, and responsible department director.  If the responsible department director believes, based on available information, that a compromise of the material may have occurred, he or she shall recall to the command the required personnel in order to conduct a complete inventory.

3.  The SM shall ensure all reporting and investigative requirements required by reference (a) are adhered to while investigating compromises and other security violations.  Counterintelligence matters and other security matters requiring Naval Criminal Investigative Service assistance will be requested only at the direction of the Commanding Officer.  Such requests will be referred to the NCIS Resident Agent, Bangor.

4.  Foreign Travel/Contact Reporting:  All personnel possessing a Department of Defense security clearance must report to the SM for a security briefing prior to any foreign travel.  Any contact with individuals (regardless of nationality or location at the time of contact) must also be reported under the following circumstances:

    a.  Unauthorized or illegal access to classified or otherwise sensitive information is requested.

    b.  You suspect you are being targeted for exploitation by a foreign entity.

203.  CLASSIFICATION MANAGEMENT.  We only have derivative classification authority; therefore, all generated correspondence will be classified and declassified as assigned by the original classification authority (OCA) or by using the guidelines set forth in reference (d).  A flow chart outlining the procedure described is in Attachment (9).  The following procedures will be used to prepare and review generated classified correspondence in the command:

1.  The originator of the correspondence will assign and affix tentative classification and declassification markings prior to submitting the draft for typing.  Section 204 of this instruction and reference (a) pertains.

2.  The SM will review the correspondence for correctness, classification and declassification, and downgrading instructions assigned.

3.  The SM will review all final typed classified correspondence for correct classification markings.

4.  When reason exists to believe that correspondence is classified improperly or unnecessarily, the SM or the originator will be notified to resolve the issue.  If a formal challenge to classification is appropriate, the challenge will be submitted to the OCA via the administrative chain of command.

204.  MARKING.  All classified material derived or received by this command will be physically marked, annotated, or identified as prescribed by reference (a).  TRITRAFAC Bangor is not an original classification authority and must use the guidelines to derivatively classify material generated.  General guidelines are found in Chapter 9, Para 9-2.b. of reference (a) and amended by this instruction.  The basic marking requirements for classified material are as follows and will be applied to all classified material that is derived or produced:

    a.  The source of the classified information.  If more than one source is used, the phrase Multiple Sources will be used with a list of the sources.  Instructor and trainee guides may use the reference list to satisfy this requirement.

    b.  The agency and office of origin.  Instructor and trainee guides may use the reference list to satisfy this requirement.

    c.  The declassification date or event, or the appropriate 10-year automatic declassification exemption category per reference (v).  If the information is derived from multiple sources, then use the most remote date or event for declassification marked on any of the sources.

2.  Standard Form Stickers required for marking removable magnetic media are illustrated in reference (a).

3.  In addition to the basic markings for classified transparencies, classified transparencies will be mounted on a colored frame or holder.  The frame or holder will be colored blue for Confidential and red for Secret.  The color of the border will indicate the highest level of classified material on the transparency.

4.  When Secret and below working papers are generated (trainee guides and student notes are considered working papers until they are permanently retained or transferred) they will be:

    a.  Dated when created.

    b.
Marked on each page with the highest classification and warning notices or intelligence control markings that apply.

5.  Miscellaneous material (typewriter ribbons, carbons, etc.) that are generated, created, or used during the handling, processing, production, and use of classified material do not need to be marked or stamped with the classification unless the conditions of its use require the markings to ensure its protection.  This material will be destroyed at the earliest practicable time.

205.  ACCOUNTING AND CONTROL.  Attachment (9) contains a flow chart outlining Classified Material Accounting and Control process.  The following procedures will be used for receipt, control, internal routing, dissemination, and disposition of classified information and material:

1.  Control Points
    a.
Initial Control Points.  The Mailroom is the initial control point for all material entering or leaving the command via the U.S. Postal Service.  The Supply division is the initial control point for all material transported by commercial carriers other than the U.S. Postal Service and for the receipt, control, distribution, and disposition of all classified repair parts.  The Word Processing/ Message Center is the initial control point for all message traffic classified Secret and below.  The Top Secret Control Officer (TSCO) is the initial control point for all Top Secret material and messages.  Internal control points for Secret and Confidential material are established as follows:

    b.
Internal Control Points

(1) The Security Manager (SM) is the internal control point for the routing and disposition of all Secret material.


(2) The Technical Reference Center (TRC) is the internal control point for the routing and disposition of all classified technical publications, with the exception of Secret publications which will remain under the primary cognizance of the SM.


(3) Departmental Security Coordinators are the internal control points for the routing and disposition of all classified material within their departments with the exceptions that Secret and Top Secret material will remain under the primary cognizance of the SM and TSCO respectively.

NOTE:

Civilian Contractors with a need to retain classified material will have a designated Security Coordinator.  Contractors must follow all accounting and control, marking, and safeguarding procedures required by this instruction.

2.  Control of Naval Nuclear Propulsion Information (NNPI).  The Director, Engineering and General Training Department is designated as the Naval Nuclear Propulsion Information Control Officer (NNPICO).

    a.
Identification and Marking.  Reference (e) identifies those systems and equipment which must be controlled as NNPI, and specifies the markings to be applied to publications and corres- pondence which contain information pertinent to the design, construction, operation, and maintenance of those systems and equipment.  Overall classification markings and intelligence control markings will be marked larger than the text.  As used in this article, "publication" refers to technical manuals, ship system manuals, reactor plant manuals, and any other items which normally would be maintained by the (Technical Reference Center).  "Correspondence" refers to letters, messages, instructional materials, and any other items which normally would be maintained in department, division, or work center files.


(1) Publications and correspondence originated by activities out​side TRITRAFAC Bangor which contain NNPI and are marked per reference (e) require no additional markings.


(2) Publications and correspondence originated by activities outside TRITRAFAC Bangor which do not contain NNPI, but when used in conjunction with other information become NNPI, shall be marked by the TRITRAFAC Bangor custodian as required by reference (e).  This marking shall be removed upon destruction or transfer of the material.  An example of a temporary NNPI label is shown in Attachment (3).


(3) Publications and correspondence originated by TRITRAFAC Bangor which contain NNPI shall be permanently marked as required by reference (e).  Samples of approved markings are contained in Attachment (3).

    b.
Custody Control and Accountability

(1) Custody control and accountability of NNPI publications shall be maintained by the TRC staff with subcustody control exercised per TRC Standard Operating Procedures.


(2) Custody control of correspondence and other NNPI material shall be maintained by the department, division, or work center having primary cognizance over the material.  No specific accountability procedures are required for correspondence and other NNPI material.

    c.
Stowage.  Proper stowage of NNPI consists of barring physical access by unauthorized personnel.  This shall be accom- plished by the presence of either an authorized person in the immediate area of the NNPI material or by storing the NNPI material in an approved storage container.

    d.
Access.  Access to NNPI material shall be controlled on a need-to-know basis.  All personnel who require access to NNPI must be instructed concerning the proper handling, stowage, account- ability, release, and disposal procedures for such information.  This brief shall be performed prior to granting them access to such information, and shall be documented in applicable portions of Attachments (4) and (5).  Attachments (4) and (5) shall be used as follows:


(1) Staff Personnel.  Department directors shall determine the need-to-know requirement for the member at the time of check in note NNPI access required on the check in sheet forward to the SM.  The SM shall brief the person using Attachment (4) and retain the form.  During the checkout process, the member shall be debriefed by the SM, and completed form filed.  The Commanding Officer, Executive Officer, department directors, and special assistants will be briefed/debriefed by the NNPICO.


(2) Student Personnel.  Department directors shall ensure each student requiring access to NNPI while attending a course of instruction is briefed upon class convening, using Attachment (5), and kept with the class roster.  The required debriefing shall be accomplished prior to graduation and recorded on Attachment (5).  The completed Attachment (5) will be retained in the respective student files.


(3) Visitors.  NNPI access requirements shall be determined by the TRITRAFAC Bangor sponsor, who shall brief the visitors using Attachment (4) or (5), if required.  When the visitor completes the visit, the sponsor shall conduct the debrief and forward the completed form to the SM for retention.


(4) Contractor and Support Organization Personnel.  NNPI access requirements shall be determined by the Naval Training Systems Center On-Site Representative (NAVTRASYSCEN OSR), who shall brief the personnel being granted access, using Attachment (4), if required.  The NAVTRASYSCEN OSR shall forward the form to the SM for retention while the individual is attached to this command.  When the individual terminates his or her involvement with TRITRAFAC Bangor, he or she will be debriefed by the SM.

3.  Handling Procedures
    a.
Top Secret Material.  Top secret material received will be handled by the TSCO per references (a) and (k).

    b.
Secret Material.  The Mailroom and Supply Division will log all Secret material received in order to document receipt and initial distribution.  The Security Manager or Assistant Security Manager will then be notified that the material is ready for pick-up and processing.  The Assistant Security Manager (ASM) will process all Secret material as follows:


(1) Verify receipt of material as listed on transfer document(s) included with the material, sign and return the receipt to the originator.


(2) Contact the appropriate department to determine if there is a need to retain the material and to assign sub-custody.


(3) Add record(s) to computer data-base, assign secret control number(s), and print correspondence/material control form(s)(OPNAV 5216/10).


(4) The Department Security Coordinator/Alternate (DeptSC) will sign all three copies of the OPNAV 5216/10 upon receipt of the material.  One copy will be retained by the ASM.


(5) The Division Security Coordinator/End User will sign the remaining copies of the OPNAV 5216/10 upon receipt of the material from the Department Security Coordinator.  One copy will be retained by the Department Security Coordinator, and one copy will remain with the material.


(6) To accomplish an inter-departmental transfer of material, it must first be returned to the ASM so that all copies of the control form can be updated with the new department to have sub-custody.


(7) OPNAV 5216/10s and other inventory records will be retained for a period of 2 years after destruction or transfer of material from the command, or as long as the material is maintained in inventory.

    c.
Confidential Material.  There is no requirement to maintain records of receipt, distribution, or disposition of Confidential material.  Administrative procedures are provided, however, to protect Confidential information from unauthorized disclosure by access control and compliance with marking, storage, transmission, and destruction requirements.  The following steps will be used to process incoming confidential material:


(1) Confidential material received in the Mailroom, will be recorded in the registered mail log.


(2) Routing will be determined by the Director, Admistrative Department.


(3) Cover sheet for confidential material (Standard Form 705) attached, if needed.


(4) All classified correspondence/material will be picked up by the cognizant department security coordinator or alternate who signs and receipts for the material in the Confidential registered mail log.


(5) Receiving department security coordinator either maintain custody of the material or hand deliver the material to the cognizant division. 


(6) All Confidential material will be afforded the safeguards and security required of Confidential material.

    d.
Message Handling Procedures.  The command is serviced by NAVCOMTELSTA Puget Sound for all message traffic.  Top Secret messages will be handled by the TSCO per references (a) and (k).  The Gateguard Administrator (GA) will ensure that all message handling procedures required per references (r), (s), (t), and (u) are followed at all times.  Specific handling procedures will include the following:


(1) The GA will retrieve messages from NAVCOMTELSTA using the Defense Messaging System Gateguard Subsystem prior to 0700 on regular workdays and as required after normal work hours.  The GA will also maintain a file of all effective general messages that require retention based on the Communications Center's current guard list.


(2) The Director, Administrative Department will review all messages for sensitive/personal content, determine which individuals have a "need to know", and deliver those messages to those individuals only.


(3) All handling and safeguarding procedures in effect for other correspondence per sections 205 and 209 of this instruction will apply to messages, with the exception that such procedures must never delay the dissemination of incoming FLASH traffic, e.g., START messages.


(4) All unclassified outgoing messages will be submitted to the Word Processing Center (WPC).  WPC will check for correct plain language addresses and smooth type in basic message format.  The original message drafter will be responsible for message content and correctness (i.e., use of precedence, construction of references, classification marking, etc.)


(5) Those individuals identified in TRITRAFACBANGORINST 5400.2B are the releasing authority for outgoing messages.  When a MINIMIZE is in effect, the releasing officer will review all record traffic that has not been released, and all subsequent record traffic, to ensure that the requirements of reference (r) are met.


(6) The Security Manager will ensure that a current message pick up authorization letter is submitted via the Commanding Officer to NAVCOMTELSTA Puget Sound.  This letter will list command couriers by name, rank/grade, social security number, and clearance, and will specify those personnel authorized to receive/transport special category/special handling messages.

    e.
Unclassified Material.  Unclassified material including formerly classified material which has been declassified, For Official Use Only (FOUO), unclassified messages, and Privacy Act information will not be disposed of in regular trash containers.  Per references (a), (l), and (q), this material will be controlled with appropriate safeguards to prevent unauthorized disclosure.  Material will be consolidated in the departmental workspaces.  Colored material, carbon paper, and other nonpaper material of this category will be destroyed by the respective department.  White office paper and computer paper that are of this category will be placed in the appropriate containers on the E-Wing Loading Dock for recycling.  Do not use burn bags to store or transport unclassified material.

    f.
Working Papers.  Accounting and control of working papers will be as follows:


(1) Classified working papers must be marked and protected per this instruction and reference (a), and destroyed by authorized means when they are no longer needed.


(2) If classified working papers are to be retained longer than 90 days, permanently retained, or transferred outside the command, then they become a final document and all accounting and control requirements apply to the material.  Top Secret working papers are an exception; they are marked, handled, and controlled as a finished document.

    g.
Student Notes.  Recent JAGMAN investigations reveal loss and/or possible compromise of classified school notes which were forwarded from training commands to students at their new duty stations.  This practice creates an additional administrative/ accountability burden for the training activity as well as the receiving command.  Since classified school notes are primarily extracts from publications normally available at the command and are not routinely updated, the notes soon become outdated and serve no long-term purpose.  Accounting and control of student notes will be as follows:


(1) As a general rule, classified school notes will be collected from students prior to graduation and destroyed per this instruction and reference (a).


(2) Student security orientation briefings will be conducted per paragraph 201.2 above emphasizing the policy contained herein.


(3) Instructors will periodically review unclassified student trainee guides and notes to ensure no classified infor- mation is recorded.  In those cases where notes are determined to be classified, the instructor will ensure that proper marking, accounting, and control is adhered to.


(4) Any exception to this policy will be a conscious command decision by the Commanding Officer, on an individual basis.  When individual command exceptions are granted, instructors will ensure strict compliance with reference (a) in forwarding classified information so that the material is forwarded to the gaining command, not to the individual.

4.  Inventories
    a.
Top Secret Material.  Top Secret documents/publications will be inventoried per reference (k).

    b.
Secret Material.  Secret documents/publications will be inventoried semiannually, coordinated by the Security Manager.  An audit of the Secret control records will be conducted by the SM prior to the inventory.

    c.
Confidential Material.  TRC controlled confidential documents/publications, including confidential and unclassified NNPI publications, will be inventoried annually, coordinated by the TRC manager.

    d.
CMS Material.  CMS material will be inventoried per CMS 4.

    e.
Naval Warfare Publication Library Material.  NWPL publica- tions will be inventoried per NWP-1-01.

206.  DESTRUCTION PROCEDURES

1.  Top Secret Material.  Top Secret material will be destroyed with the Commanding Officer's authorization as soon as it is no longer required, using the approved methods listed in references (a) and (l), and Attachment (6).  A flow chart outlining the procedure described is in Attachment (9). 

2.  Secret Material.  Secret material will be destroyed with department director's authorization as soon as it is no longer required, using the methods listed in Attachment (6).  Two personnel, cleared at least to the Secret clearance level, are required to destroy Secret material.  There is no rank/rate/grade level required for the personnel destroying Secret material.  The recording of the destruction will be on the Classified Material Destruction Report (OPNAV 5511/12) and will include complete identification of the secret material, number of copies destroyed, date of destruction, and signatures of the personnel destroying the material.  The OPNAV 5511/12 and the original Correspondence/ Material Control (OPNAV 5216/10) will be forwarded to the Command Security Assistant for filing in the central locator record.  Records of destruction will be retained for 2 years.

3.  Confidential Material.  Records of destruction for confidential material are not required and will not be maintained.  This material will be destroyed by the respective department.

4.  Magnetic Media Material.  Magnetic media material that is classified will be delivered to or arranged through the ISSO for destruction.  Destruction of magnetic media will be done using the methods specified in Attachment (6).  If the magnetic media is classified secret, then two personnel cleared to the appropriate level will perform the destruction and will use Classified Material Destruction Report (OPNAV 5511/12) form for the record of destruction completely identifying the material, number of copies destroyed, date of destruction, and signatures of the personnel performing the destruction.  The record of destruction and a copy of OPNAV 5216/10 will be forwarded to the ASM for filing in the central locator record.  Records of destruction will be retained for 2 years.  

5.  Unclassified Material.  Destruction of unclassified FOUO infor- mation and unclassified technical data will be the same as the procedures specified in paragraph 205.3e and reference (l).

6.  Working Papers.  When working papers contain information clas- sified secret and below, and are no longer needed, they will be destroyed as outlined in Attachment (6).  Destruction records for Confidential working papers are not required and will not be main-   tained.  Destruction records for Secret working papers are required and will be maintained by the division security coordinator for 2 years after destruction.

7.  Per reference (e), unclassified NNPI documents will be des- troyed by any of the above mentioned methods authorized for the destruction of classified material.

8.  Attachment (6) provides guidance on types of destruction equip- ment and techniques available for use.  

9.  Per reference (a), a command-wide review and destruction of obsolete or unneeded classified material will be conducted annually during the first week of Christmas stand-down.  This is the minimum requirement all codes should feel free to conduct classified material review and clean out more often.

207.  REPRODUCTION.  The reproduction of classified information will be strictly controlled according to the following procedures:

1.  Top Secret.  Top Secret information will not be reproduced without the consent of the originating activity or higher authority, and as specifically approved by the Commanding Officer.  The information will be reproduced only on equipment specifically designated by the Commanding Officer.  The accounting and control of Top Secret information will be per references (a) and (k).

2.  Secret and Confidential.  The reproduction of Secret and Confidential information will be authorized only by the SM or ASM.  Reproduction will be done on approved/designated equipment only.  The approved equipment is located in the following spaces:

    a.  Mailroom (Room E-108)

    b.
TRC (Room E-202)

    c.
Strategic Weapons System Training Department Office (Room  C-101).  Only for Top Secret documents specified by the Commanding Officer.

3.  Approval for reproduction of Secret and Confidential information will be indicated by an authorizing signature on a Reprographic/Micrographic Request (NPPSB Bangor 5600/1) or Request for Audiovisual Services (OPNAV 5290/1).

4.  Records of reproduction will be maintained for a period of 2 years for the following documents:

    a.
Top Secret documents.  Retained by the TSCO.

    b.
Special access programs documents distributed outside the originating agency.  Retained by the SM.

    c.
Secret and Confidential documents marked with special dissemination and reproduction limitations as specified in chapter 6 of reference (a), will be retained by the SM.

5.  All reproduced classified material will show the same classification and other special markings as the original material.  Reproduced Top Secret material will be handled per references (a) and (k).  Reproduced Secret material will be entered into the command's accounting and control system as prescribed in paragraph 205.3.

208.  PHOTOGRAPHY
1.  The Commanding Officer is responsible for controlling photo- graphy, both official and unofficial.  The command photographers are the only designated persons authorized to take classified photographs in support of the command mission.  The below procedures will be followed when classified photographs are required for in-house support:

    a.
Personnel requesting classified photographs shall complete a Request for Audiovisual Services (OPNAV 5290/1).

    b.
The audiovisual request must then be approved by the SM or ASM prior to any photographs being taken.

    c.
Classified photographs, negatives, and cameras with classified self-processing film or paper still installed will be marked and safeguarded per reference (a).

2.  When classified photographs are required to support commands other than TRITRAFAC Bangor, the below procedures must be followed:

    a.
Commanding Officer's approval must have been received. 

    b.
Personnel requesting the classified photographs will complete OPNAV 5290/1.

    c.
The audiovisual request must then be approved by the SM or ASM prior to any photographs being taken.

    d.
If someone other than the command photographer is required to take the photographs, such as defense contractor support, they must be a cleared visitor per reference (a).

    e.
Classified photographs or negatives will be transmitted to the requesting command by any approved system or carrier per reference (a).

209.  SAFEGUARDING AND STORAGE
1.  Safeguarding Requirements.  When classified documents are removed from approved storage containers for working purposes, they will be under personal observation and facedown or covered when not in use.  Cover sheets shall be (Standard Form Top Secret 703,  Secret 704, and Confidential 705) or color coded folders, orange, red, or blue, for Top Secret, Secret, and Confidential respectively.  Approved storage containers are defined in reference (a).

2.  Security Containers/Secure Areas
    a.
The Security Manager (SM) is responsible for overall administration of all security containers/spaces in the command.  Specific actions by the SM, or ASM, will include the following:


(1) Maintain a complete and up-to-date inventory of all security containers/secure spaces within the command.


(2) Ensure that combinations are changed as required and that current combination envelopes Security Container Information (SF-700's) for all secret and confidential containers/spaces are kept in a safe located in the Security Office for emergency access by the OOD.


(3) Ensure that all division access lists are kept current and updated whenever personnel transfer or no longer require access.

    b.
Department and Division Security Coordinators are responsible for administration of all security containers/spaces within their codes.  Specific actions will include the following:


(1) Maintain a list that identifies all personnel who have access to security containers/spaces in their department/division, and which space(s) each individual has access to.  A copy of this list will be submitted to the SM whenever updated.  See Attachment (2) for an example of Security Container/Security Area Access List.


(2) Ensure that an SF-700 (Combination Envelope) cover sheet and an up-to-date Security Container Records Form (OPNAV 5510/21) is maintained inside each security container/area.  All repairs to damaged security containers will be entered on the OPNAV 5510/21 for that container and reported to the SM.


(3) Ensure that combinations are changed whenever containers or spaces are placed in service, when an individual knowing the combination no longer requires access, when the combination has been subjected to possible compromise, and at least biennially.

NOTE:

Code 0241 will be responsible for assisting in changing combinations as necessary.


(4) Ensure that an Activity Security Check List (SF-701) is posted on the outside of the main door to any space in which classified equipment/material are routinely present.  Each SF-701 will be customized as necessary to ensure that specific items are checked.  For example, if the room contains one or more safes, each safe will be identified by serial number or bar code.  Likewise, if the room has another door/means of access, it will be identified.  If any items are not applicable (such as windows or security containers, if none are present), those item(s) may be deleted.  A column for each day of the month will be indicated, including weekends, holidays, and other nonwork days.

NOTE:

If the space is a vault or secure room that is itself a security container, a SF-701 is unnecessary unless the space contains another safe that must also be checked.


(5) Ensure that a Security Container Check Sheet (SF-702) is posted on the outside of each active security container, and properly utilized.  Each day of the month will be indicated, including weekends, holidays, and other non workdays.


(6) All SF-701's and 702's will be collected and reviewed by the Security Coordinators each month; then submitted to the ASM, along with a report of any discrepancies noted.


(7) Approval from the SM must be obtained prior to changing location or deactivating/reactivating any security container/secure area.

    c.
Security Checks

(1) Security container checks:  Each time that a security container is opened or closed, the user shall initial and log the time on the SF-702.  When the container is closed, the user shall rotate the combination lock dial at least four full revolutions in one direction, and then check all doors or drawers to make sure the container is secure.  A second check shall then be performed within a reasonable period of time using the same procedure.

NOTE:

If a second person is not immediately available, the user must contact security or another office to obtain a second check.  Second checks are not to be left until the end of the day.


(2) Daily Security Checks.  Each division will designate an individual to ensure that a security check of their spaces is conducted each work day.  The security check shall consist of the following specific actions:

             a.  Ensure that each space that requires an SF-701 has been properly checked by the last man out of the space that day.

             b.  If any discrepancies are noted, or if the space has not yet been checked, enter the space, check all items listed on the SF-701, and conduct a survey of the general area to ensure no classified material is unsecured.  This shall include looking on top of, under and behind desks, and around security containers; ensure that classified computer disks and printer ribbons are removed from computers, typewriters, and printers; ensure all security containers are closed and locked; ensure that shredders, photo-copiers and facsimile machines are clear of classified material.


    c.  Initial and log the time in the "guard check" column of the SF-702 whenever a check is performed on a security container (including the room itself if applicable).


    d.  Initial the SF-701 in the current date column for each item checked.


    e.  If the space is occupied and in use, ensure that the user has initialed in the "after hours access" block and remind him to accomplish the check before leaving for the day.

NOTE:

Security checks shall not routinely be conducted while spaces are still occupied.  Divisional Security Coordinators must determine when spaces will be occupied, and assign personnel to accomplish a check at the end of the appropriate shift.  If a space is occupied continuously so as to preclude an end-of-day or end-of-shift check, it will be noted on the SF-701.


    f.  A flow chart outlining the minimum requirements for conducting Daily Security Checks is contained in Attachment (9).


(3) Random Security Checks.  The Officer of the Day (OOD) will conduct random security checks of classrooms, office spaces, and packages entering or exiting TRITRAFAC Bangor as specified in reference (b).  The SM or ASM will also conduct random security checks of security containers and spaces.


(4) Zone Inspection Security Checks.  Zone inspections will include a brief security check using Attachment (8) "Zone Inspection Security Check List (TRITRAFACBANGOR 5510/23).

(5) Roving Watch Security Checks.  A flow chart outlining the minimum requirements for conducting Roving Security Checks is in Attachment (9).


    d.  Security Container Combination Locks:  The following requirements will apply to all combination locks for security containers/spaces.


(1) Combinations will be changed only by individuals having that responsibility and the appropriate security clearance.  Combinations will be given only to personnel whose official duties require access to the container.


(2) A SF-700 will be used to record the combination of each active classified security container/secure space.  It will identify the container location, date the combination was changed, and the name, home address, and phone number of personnel that have primary responsibility for the container.


(3) The classification of SF-700's will be the same as the highest classification of material in the container to which it allows access.  As classified material, the SF-700 must have the appropriate classification markings.  Secret SF-700s' will be assigned secret control numbers by the ASM.  Combinations will not be written down on note pads, calendars, kept in wallets or pockets, etc.


(4) Numbers selected for an active combination will be widely separated by dividing the dial into three parts and using a number from each part.  The same combination will not be used for more than one container in any one work center.  When deactivating a container, the combination will be set to 50-25-50.  When deactivating a padlock, the combination will be set to 10-20-30.

210.  TRANSMISSION OF CLASSIFIED MATERIAL.  Transmission of classified material will be accomplished either in the custody of an appropriately cleared individual, or by an approved system or carrier, and per reference (a).  Hand carrying classified material outside the command confines will be authorized only for unforeseeable requirements when other approved methods are deemed unsuitable.  When classified material is being transferred to another command or contractor, then the requirements of chapters 10 and 15 of reference (a) will be followed.

1.  For hand carrying materials outside the confines of Naval Submarine Base, Bangor but not on commercial aircraft:

    a.
Personnel are required to have the appropriate security clearance.

    b.
Personnel will be briefed by the SM and will sign a briefing statement.  This statement will be retained for 2 years at which time a new statement will be signed.

    c.
Per reference (p), personnel will be issued a Courier Authorization Identification Card (DD 2501) signed by the member and the SM.

    d.
The DD 2501 will be valid for 2 years, at which time a new DD 2501 will be issued, if needed.

    e.
The member must have this card in his possession when hand carrying classified material.

    f.
Prior to leaving the command, submit to the SM a list of all classified material that will be hand carried.  Immediately after returning to the command, submit to the SM a list of all classified material returned.

    g.
The DD 2501's are serialized and will be ordered, issued, and retained by the SM.

2.  When hand carrying classified material on commercial aircraft within and between the United States, its territories, and Canada:

    a.
Personnel are required to have the appropriate security clearance.

    b.
Personnel will be briefed by the SM prior to travel and sign a briefing statement.  This statement will be retained for 2 years at which time a new statement will be signed.

    c.
An authorization letter will be issued by the SM to the traveler, authorizing them to hand carry classified information on commercial aircraft.  This authorization will not exceed 7 days.

    d.
Personnel must have a DD 2501 in their possession issued by the SM.

    e.
Specific procedures to be followed by the traveler, when on board the aircraft, are contained in Chapter 16 of reference (a).

3.  When the aircraft is traveling outside the area encompassed by the United States, its territories, and Canada, approval authority is reserved by the Chief of Naval Operations (N09N) per reference (a).

211.  WITHHOLDING OF UNCLASSIFIED TECHNICAL DATA FROM PUBLIC DISCLOSURE
1.  Because public disclosure of unclassified technical data is equiva​lent to providing uncontrolled foreign access, withholding of technical data which discloses critical technology with military application, unless approved or authorized per export control law, is necessary and in the national interest.  Technical data with military application is defined as any blueprints, drawings, plans, instructions, computer software and documentation, or other technical information that can be used or adapted for use to design, engineer, produce, manufacture, operate, repair, overhaul, or reproduce any military equipment or technology concerning such equipment.

2.  All requests for unclassified technical data, either from qualified U.S. contractors or private individuals or enterprises, shall be forwarded to the Technical Reference Center Manager (Code 01A31) for disposition per reference (g).

3.  FOUO and unclassified technical data will be protected and handled per references (g) and (l).  Material marked as FOUO and unclassified technical data will not be removed from the command and transported to the barracks or residence for personal con- venience.

212.  VISIT REQUESTS
1.  All visit requests must meet the requirements of reference (a).  Clearances or visit requests hand carried by the individual desiring access can not be accepted.  In exceptional cases, visit request information may be furnished by telephone provided such information is confirmed promptly in writing.  When clearances and visit requests are received and approved, they will be placed in the security access system to ensure the required information is available when the visitor reports to the command.  A flow chart outlining the procedure desribed is in Attachment (9).

2.  The Chief Master-at-Arms (Code 0241) shall:

    a.
Review all incoming visit requests to determine the appropriate organizational sponsor.

    b.
Route the visit request to the SM for approval, via the appropriate department director or special assistant who will recommend approval or disapproval.

    c.
Upon receipt of an approved visit request from the SM, place it in the security access system.

3.  The responsible department director or special assistant shall:

    a.
Upon receipt of a visit request from the Chief Master-at-Arms, review the request to determine "need to know" and if after hours or laboratory access is required, recommend visit approval or disapproval, and establish the length of the visit.  Extended duration, intermittent visit requests by nonresident contractors will not be approved.

    b.
If the recommendation is for disapproval, state the reason.

    c.
Route the visit request to the SM within 2 workdays of receipt.

4.  The SM shall approve or disapprove all visit requests and route them to the Chief Master-at-Arms.  If the visit request is disapproved, notify applicable commands, companies, or contractors of the reason for denial.

5.  The directors of the Naval Air Warfare Center, Training Systems Division On Site Representative (NAVAIRWARCENTRASYSDIV OSR), Bangor and Naval Undersea Warfare Center Detachment (NUWC DET), Bangor upon receipt of a visit request will determine "need to know" and if after hours or laboratory access is required, recommend visit approval or disapproval, and establish the length of visit if it is different from the request.  After completing the visit request approval/disapproval, route the visit request to the SM.  If the recommendation is disapproval, state the reason.

213.  TELEPHONE SECURITY.  Classified information will not be discussed or "talked around" on any non-secure telephone. 

CHAPTER 3 - PERSONNEL SECURITY
301.  ADMINISTRATIVE PROCEDURES (MILITARY STAFF).  All personnel reporting to TRITRAFAC Bangor for permanent duty will be granted a security clearance and access authorization commensurate with their need to know and assigned duties.  The TRITRAFAC Bangor Billet Sequence Code (BSC) list will indicate minimum clearance levels needed for specific billets as verified by Department Directors.  Clearance levels other than those indicated by the BSC must be justified on a case-by-case basis.  The BSC listing will be reviewed and verified annually by Department Directors.  Department Directors will also be responsible for ensuring that personnel under their cognizance have an adequate clearance level for any duties assigned.  A flow chart outlining the procedure described is in Attachment (9).

1.  Check-in procedures.  The following procedures will be used to establish the proper level of clearance/access for newly reporting personnel:

    a.
Manpower Management staff shall:  Assign the appropriate BSC to the individual in the Versatile Training System (VTS) and annotate the BSC on the member's Check-In-Sheet (TRITRAFAC Bangor 1300/4).  If the member is temporary (TEMADD, LIMDU, etc.), no BSC will be assigned.

    b.
The responsible Department Director shall:  Annotate the member's Check-In-Sheet with the clearance/access level required for any duties assigned.  If the new member is temporary or will require a level of clearance/access other than that indicated by the assigned BSC, the Department Director shall determine the required clearance/access level needed by the member and provide a signed memo to the Command Security Manager stating the level of clearance/access needed, and the length of time it will be required.

    c.
The Command Security Clerk shall:


(1) Determine the required security clearance/access level from the BSC list or Department Director authorization.


(2) Verify the member's Certificate of Personnel Security Investigation, Clearance, and Access (OPNAV 5520/20) is an original copy and error free.  If any data is improperly recorded or missing, or an original copy of the OPNAV 5520/20 is not in the service record, the member’s clearance eligibility shall be verified via phone call to the Department of the Navy Central Adjudication Facility (DONCAF).  Appropriate corrections or additions will then be entered on the OPNAV 5520/20.


(3) Record the appropriate interim security clearance/access level information on the OPNAV 5520/20 per reference (a), ensuring the interim clearance expiration date is not greater than required.  If the member is under PCS orders, or will require a clearance for greater than 6 months, prepare a Request for Final Clearance (OPNAV 5510/413).


(4) Update the VTS Personnel/Career Data sub-menu with the current data from the OPNAV 5520/20 and submit the OPNAV 5520/20 and OPNAV 5520/413, along with the member's Service Record to the Command Security Manager (SM) for review and authorizing signature.


(5) Submit a facsimile of the approved OPNAV 5520/413 to DONCAF and retain the original with the OPNAV 5520/20 until the message granting final clearance is received.


(6) When the final clearance message is received, attach it to the OPNAV 5520/20 and update VTS with the final clearance granted.  The OPNAV 5520/20 and DONCAF final clearance message shall be retained as long as the member is attached to the command.


(7) Each month, screen VTS list of personnel security clearances and supporting background investigations to identify personnel who may need a new investigation.  If an investigation is needed, assist the individual in completing the proper Personnel Security Questionnaire (DD 398 or 398-2) as required per reference (a).


(8) When the Security Questionnaire is completed, typed, and verified accurate by the member, retrieve the member’s service record from PERSUPPDET Bangor and submit the questionnaire and service record to the SM for authorization.


(9) When the Security Questionnaire is approved by the SM, insert one copy in the member's service record and submit the original and appropriate number of copies to Defense Investigative Service per reference (a).


(10) If a staff member's clearance/access status requires a change due to a new investigation, reassignment, adjudication, or collateral duty assignment, etc., ensure that all changes are properly recorded on the member's OPNAV 5520/20, notify Department of the Navy Central Adjudification Facility via OPNAV 5520/413, and update VTS as required.

2.  Checkout Procedures.  The following procedures will be followed when personnel transfer from the command.

    a.
The Command Security Clerk shall:


(1) Screen transfer orders, to verify that the member's current background investigation will support the duties likely to be assigned by the receiving command.


(2) If an investigation is needed, assist the individual in completing the proper SF-86 as required per reference (a).


(3) When the Security Questionnaire is completed, typed, and verified accurate by the member, retrieve the transferring member’s service record from PERSUPPDET Bangor and submit the questionnaire and service record to the Command Security Manager for authorization.


(4) When the Security Questionnaire is approved by the SM, insert one copy in the member's service record and submit the original and appropriate number of copies to Defense Investigative Service per reference (a).


(5) Ensure transferring personnel receive appropriate debriefs (Security Termination and/or NNPI), if needed.  The original Security Termination Statement and OPNAV 5520/20 will then be given to the member to be inserted in their Service Record.  A copy of the Security Termination Statement and the OPNAV 5520/20 will be kept on file for 2 years.


(6) Downgrade the member's clearance and access in VTS to "none".


(7) Each month, generate a list identifying all personnel who checked out from the command during the preceding month and distribute it to Department Security Coordinators.

    b.
Department Security Coordinators shall ensure that all affected access lists and security container combinations are changed when personnel transfer, or no longer require access.  Submit a copy of revised lists to the SM.

302.  ADMINISTRATIVE PROCEDURES (STUDENTS)
1.  Check-In Procedures.  The following administrative procedures will be followed to ensure that reporting students have the appropriate security clearance/access level required for their assigned course of instruction.  A flow chart outlining the procedure described is in Attachment (9).

    a.
Scheduling Branch (Code 0223) shall:


(1) For students under Temporary Assigned Duty (TEMADD) orders, verify the reporting student's current security clearance is adequate for the scheduled course of instruction using documentation provided by the requesting command.


(2) For students under Permanent Change of Station (PCS) orders scheduled to attend a classified course of instruction, provide a verified class roster to the Command Security Clerk.

    b.
For students under PCS orders, the Command Security Clerk shall:


(1) Verify the member's Record of Clearances (OPNAV 5520/20) is an original copy and error free.  If any data is improperly recorded or missing, or an original copy of the OPNAV 5520/20 is not in the service record, the member’s clearance eligibility shall be verified via the phone call to DONCAF.  Appropriate corrections or additions will then be entered on the 5520/20.


(2) Record the appropriate interim security clearance/access level information on the OPNAV 5520/20 per reference (a), ensuring the interim clearance expiration date matches the verified course graduation date, and is not longer than required.  If the student requires a clearance for greater than 6 months, an OPNAV 5520/413 will be prepared to request a final clearance from DONCAF.


(3) The OPNAV 5520/20 and OPNAV 5520/413 (if applicable) will be submitted to the Command Security Manager with the student's Service Record for review and authorizing signature.


(4) When approved by the SM, submit a facsimile of the OPNAV 5520/413 to DON CAF (if applicable), and retain a copy along with a copy of the OPNAV 5520/20.  Upon course completion date, the OPNAV 5520/20 will be filed and retained for 2 years.


(5) Update the VTS Personnel/Career Data sub-menu with the current data from the OPNAV 5520/20 and restore the original OPNAV 5520/20 to the member's Service Record.

    c.
The Lead Instructors shall ensure that all students attending classified courses are given a security briefing and sign Attachment (1): Student Security Orientation Briefing (TRITRAFAC Bangor 5510/3).  Attachment (1) will be retained in division records until course completion.

2.  Checkout Procedures.  The following procedures will be followed when PCS students transfer from the command.

    a.
The Command Security Clerk shall:


(1) Screen transfer orders, to verify that the member's current background investigation will support the duties likely to be assigned by the receiving command.


(2) If an investigation is needed, assist the individual in completing the proper Personnel Security Questionnaire (SF-86) as required per reference (a).


(3) When the Security Questionnaire is completed, typed, and verified accurate by the member, retrieve the transferring member’s service record from PERSUPPDET Bangor and submit the questionnaire and service record to the Command Security Manager for authorization.


(4) When the Security Questionnaire is approved by the SM, insert one copy in the member's service record and submit the original and appropriate number of copies to DIS per reference (a).

303.  BACKGROUND INVESTIGATION REQUESTS.  Background investigation requests will be prepared by the Command Security Clerk or ASM and forwarded to the SM for review and authorizing signature.  Interim clearances for up to 6 months may be granted once a package is submitted to DIS, pending the results of the investigation, and provided all other conditions required by reference (a) are met.  Tracer action, if necessary to extend an interim clearance, will be initiated by the Command Security Clerk prior to expiration of the clearance per reference (a).

304.  COMPLETED BACKGROUND INVESTIGATION RESULTS.  Completed background investigations are adjudicated by DONCAF and, when required, the following procedures will apply:

1.  Favorable Security Determinations.  When favorable security investigations for clearance and access are received, the Command Security Clerk shall attach the adjudication message to the OPNAV 5520/20 and ensure the new information is entered into the VTS Personnel/Career Information sub-menu.

2.  Unfavorable Security Determinations.  DONCAF will notify the individual via the command, of contemplated unfavorable clearance action by letter.  Specific guidance for the command and the individual will be in the letter.  After DONCAF has adjudicated the command's and/or individual's response, a final notification will be sent to the command and the individual.

305.  REVIEW OF ELIGIBILITY FOR ACCESS OR ASSIGNMENT TO SENSITIVE DUTIES
1.  Department Directors and Department Security Managers shall continually monitor and evaluate all personnel under their cogni- zance for continuing clearance/access eligibility or assignment to sensitive duties.  Any circumstances which might affect personnel clearance/access eligibility will be immediately reported to the SM for appropriate action.

2.  The Scheduling Branch (Code 0223) and Physical Security Officer (Code 0241) shall report to the SM any unfavorable information that could result in an unfavorable clearance or access determination.

3.  The Command Security Manager shall notify DONCAF via OPNAV 5520/413 when any of the following personnel security issues develop:

    a.
When significant derogatory information brings into question an individual's eligibility to hold a security clearance (using exhibit 22A of reference (a) for guidance).

    b.
When a member is incarcerated as a result of conviction of a criminal offense, awarded a punitive discharge by a court-martial, awarded an Other-Than-Honorable (OTH) administrative discharge, or declared a deserter.

    c.
When an individual's access to classified information has been suspended for cause.

306.  CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT.  All staff and student personnel with access to classified information who have not previously signed a Classified Information Nondisclosure Agreement (SF 312) must sign same.  The SF 312 will be accepted by either the SM or ASM.  The date signed and the statement "SF 312 EXECUTED" will be entered in the remarks section of the individual's OPNAV 5520/20.

CHAPTER 4 - EMERGENCY PROTECTION PLAN

401.  PURPOSE.  To establish a plan of action which will ensure the appropriate safeguarding of classified material throughout the command in the event of emergency conditions.

402.  INFORMATION.  In the event of a natural disaster, civil disturbance, commencement of hostilities, or other emergency condition, the security of classified material becomes paramount.  To ensure that safeguarding of classified material under emergency conditions is both feasible and attainable, it is essential that responsible personnel continually review their need to hold classified material with a view toward retaining only that which is required in the minimum quantities essential to perform their duties.  Classified material should be disposed of as a matter of routine when it has served its purpose, thus reducing the inventory and simplifying the effort, required by reference (a), necessary to ensure safeguarding or destruction.  Because of the large volume of classified material throughout the command, it is not feasible to effect an emergency destruction of the classified material.  Therefore, measures will be taken to ensure this material is properly secured and locked in the appropriate container or space when emergency conditions are evident.  Additional security guard personnel will be posted as necessary to reduce the possibility of compromise.  Under all circumstances, emergency safeguarding of classified material will be accomplished in such a manner as to minimize the risk of loss of life or injury to personnel.  Security containers containing classified information will be prioritized for emergency protection.  Priority one material will be protected first; priority two material will be protected after all priority one material has been secured.  A list of prioritized security containers is included in reference (i).

403.  EMERGENCY ACTION - NATURAL DISASTER
1.  Fire.  In the event a fire occurs, which is a hazard to classified material, the material will be relocated to a secure area not threatened by the fire.  The relocation site will be determined by the OOD or SM.  A continuous security watch will be posted to safeguard the material.  A complete inventory will be conducted by cognizant personnel as soon as feasible.  At the very latest, this inventory must be conducted when the material is returned to its proper container or area.  When fire conditions preclude the removal of classified material from the threatened area, the OOD shall obtain identification of all fire fighting personnel entering the space.  When the fire has been extinguished, the SM shall determine the extent of damage to classified material, debrief fire fighting personnel, and submit a written report to the Commanding Officer.

2.  Storm, Earthquake, or Flooding.  In the event of a storm, earthquake, or flood, all classified material will be stored and locked in its appropriate container or area.  The OOD shall post additional security watch personnel as necessary to ensure adequate safeguarding of classified material.  If required, the OOD shall relocate to a secure area any classified material which becomes subject to inadvertent compromise.

404.  EMERGENCY ACTION-HOSTILE ACTION, CIVIL DISTURBANCE, OR RIOT.  In the event of hostile action, civil disturbance, or riot, the importance of providing addi​tional protection of classified material sufficiently early to preclude loss or vulnerability to compromise of material must be empha​sized.

1.  Security Conditions.  The establishment and use of Threat Conditions (THREATCONS) permits the effective, controlled increase or reduction of security response to varying levels of threat or situational demands.  The minimum THREATCON to be achieved and maintained by all commands at SUBASE Bangor will be deter​mined and established by COMSUBPAC REP PACNORWEST.  Declaration of a change in THREATCON will be effected to ensure timely compliance (i.e., telephone), but in all cases shall be a matter of official record message traffic.

2.  Implementation of the Plan.  The Commanding Officer will order the plan implemented when the facilities at his disposal are inadequate to protect the classified material from impending compromise.  In that regard, he may establish a higher THREATCON than that imposed base-wide.  During off-duty hours, should con​ditions preclude contact with the Commanding Officer or the Executive Officer, the OOD shall initiate the plan without awaiting specific orders.

3.  Execution of the Plan.  Upon the establishment of an increased THREATCON, the OOD shall complete the actions required by Appendix (6) to reference (f).  In addition, the OOD shall:

    a.
Upon establishment of THREATCON Alpha, notify the SM, TSCO, Communications Training Division Officer (Code 42), and the Chief Master-at‑Arms. 

    b.
Upon establishment of THREATCON Bravo, recall the SM, TSCO, Communications Training Division Officer (Code 42), Chief Master-at-Arms, and required personnel listed in reference (h).

    c.
Upon establishment of THREATCON Charlie prepare to disburse the security force to all spaces which contain classified material or security containers, and direct them to physically verify that all spaces and containers are properly secured (verify priority one containers first).

    d.
Upon establishment of THREATCON Delta: 


(1) Execute the emergency protection plan contained in reference (f) and paragraph 404 of this instruction.


(2) Take corrective action as necessary to ensure any unsecured classified material is properly secured.  Post additional security watch personnel as necessary to ensure all classified material remains secure.


(3) Notify the Commanding Officer, Executive Officer, and SM when emergency protection is complete.

405.  RESPONSIBILITIES
1.  The SM shall: 

    a.
Ensure the OODs are familiar with the procedures contained herein.

    b.
Review and test this plan annually to ensure it is consis- tent with the objectives of reference (a).

    c.
Ensure references (h) and (i) are kept current and updated.

2.  Department directors and special assistants shall:

    a.
Maintain a minimum inventory of classified material required to accomplish the command mission.

    b.
Maintain a current listing of the location of all security containers and spaces which contain classified material (equipment and documentation) under their cognizance, and ensure containers are marked with the proper priority marking.  Provide this listing to the ASM as changes occur.

3.  The OOD shall:

    a.
Coordinate execution of the plan.  Call on the SM, ASM, TSCO, Communications Training Division Officer, CMS Custodian and alternates, and the Chief Master-at-Arms for assistance in ful- filling this responsibility.  Additionally, the OOD is authorized to call on additional personnel as necessary to complete the protection procedures. 

    b.
Activate references (h) and (i) to the extent necessary to effectively respond to the emergency.

    c.
Keep the Commanding Officer, Executive Officer, and SM advised of the status of the execution of the plan.
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NNPI MARKING SAMPLES
A.  Temporary marking label for material not originated by TRIDENT Training Facility, Bangor
Characteristics-approximately 2 x 3 inches in size, black lettering on a white background.

B.  Permanent marking requirements for material originated by TRIDENT Training Facility, Bangor

1.  "NOFORN"


2.  "Special Handling Required-Not Releasable to Foreign Nationals"


3.  "This document is subject to special export controls and each transmittal to foreign nationals may be made only with the prior approval of the COMNAVSEASYSCOM (SEA 09G2)."

NOTE:
Any of the above markings is suitable to fully identify the material as NNPI.


DESTRUCTION EQUIPMENT AND TECHNIQUES
1.  General.  The method used to destroy classified material must prevent later recognition or reconstruction.  Burning is the traditional method for destroying flammable classified material because destruction is complete and disposition of the remaining ash is relatively simple.  The burning method will not be used for destruction of classified material since the command does not have an incineration capability.

    a.
Proper Destruction Devices.  Under other than emergency conditions, the following paper shredding devices are available at TRITRAFAC Bangor:


(1) E-Wing Loading Dock (main unit)


(2) Word Processing Center (Room E-110) (unclassified and FOUO use only)


(3) Technical Reference Center (Room E-202) (microfiche shredder)


(4) Combat Systems Training Department (Room F-113, F-119, and F-317)


(5) Strategic Weapons Systems Training Department (Room B-109 and D-101)


(6) Mailroom Branch (E-108)

Except for the main unit on the E-Wing loading dock, all shredders are of the standard office type with single sheet capacity.  The capacity of the shredder on the E-Wing loading dock is 200 to 300 pounds per hour.  Access and use of this shredder is controlled by the Security Manager.

    b.
Magnetic Media Destruction.  Declassifying or destruction of ADP magnetic media such as magnetic tapes and disks is a procedure to erase all classified information stored in the media.  This can be achieved either by demagnetization or by complete clear and overwrite.  Any magnetic media classified material which requires declassification as destruction will be turned in to the ISSO.  The ISSO shall ensure destruction or declassification of all magnetic media material is accomplished per references (a) and (f).

    c.
Microform Destruction.  Destruction of microform media classified material will be accomplished only by the incineration method or through an approved shredding device.  Material of this type will be delivered to the TRC staff for destruction.

    d.
Hardware Disposition Or Destruction.  Classified hardware which is no longer serviceable or required to be in operation will be turned in to the Supply Division Officer (Code 031) for disposition through the appropriate supply channels.
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