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TRITRAFAC BANGOR INSTRUCTION 5530.2B
Subj:  PHYSICAL SECURITY PLAN

Ref:   (a) OPNAVINST 5530.14

       (b) SUBASEBANGORINST 5530.5

       (c) SUBASEBANGORINST 4160.1

       (d) COMSUBPAC REP PACNORWEST OPLAN 5530B

       (e) OPNAVINST 5530.13

       (f) TRITRAFACBANGORINST 5400.2

Encl:  (1) Student/IDEK Badge Request (TRITRAFAC Bangor 5530/11)

       (2) Lost Badge/Key Report (TRITRAFAC Bangor 5530/8)

       (3) Key Control (TRITRAFAC Bangor 5530/3)

       (4) Key/Lock Request (TRITRAFAC Bangor 5530/7)

1.  Purpose.  To publish the TRITRAFAC Bangor Physical Security Plan per reference (a), in amplification of references (b) through (f).

2.  Cancellation.  TRITRAFACBANGORINST 5530.2A.

3.  Revision.  This instruction has been completely revised.  Individual paragraph markings for additions, deletions, and revisions have been indicated.  This instruction should be reviewed in its entirety.

4.  Discussion.  The TRITRAFAC Bangor Physical Security Manual is comprised of this instruction augmented by TRITRAFAC Bangor OPLAN 3440B (Emergency Management Operations Plan) and TRITRAFAC Bangor OPLAN 5530A (Confrontation Operations Plan).  The Physical Security Plan describes the physical security measures and procedures in effect at TRITRAFAC Bangor.  In general, every attempt has been made to minimize unique local procedures.  This method was selected to maximize commonality with other Naval Submarine Base, Bangor commands, to reduce unique training requirements, and to conform as closely as possible to references (a) through (f).

5.  Action
    a.  The First Lieutenant (Code 04) is designated as the Command Physical Security Officer and shall carry out all responsibilities as assigned in this instruction and reference (a).

    b.  Department directors or special assistants shall ensure that applicable portions of this instruction are read by subordinate personnel immediately after reporting to TRIDENT Training Facility, Bangor.

                                     NOTE



Security is the direct, immediate, and moral responsibility of all persons in the Naval Service and civilians employed by the Navy.

6.  Forms Availability.  Camera Request, Security Discrepancy Notice (OPNAV 5511/51), Incident/Complaint Report (OPNAV 5527/1), and SUBASE Bangor Badge Record Card (SUBASE Bangor 5512/22) are available at the Security Office, Room E-101.  Key Control (TRITRAFAC Bangor 5530/3), Key Control Register, Key/Lock Request (TRITRAFAC Bangor 5530/7), Lost Badge/Key Report (TRITRAFAC Bangor 5530/8), Student/IDEK Badge Request (TRITRAFAC Bangor 5530/11), and After Hours/Access Log are available in the Mailroom, Room E-108.

                                       JIMMY L. ELLIS
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CHAPTER 1

TRIDENT TRAINING FACILITY, BANGOR SECURITY AREAS
101  DEFINITIONS
1.  Facility.  A facility is any building, structure, or utility (including lines of communication and energy transmission) that is installed or established within a naval activity to serve a particular purpose.  

2.  Level III Area.  A Level III Area (formerly Exclusion Area) is the most secure type of Restricted Area.  It may be within less secure types of Restricted Areas.  It contains a security interest which if lost, stolen, compromised, or sabotaged would cause grave damage to the command mission or national security.  Access to the Level III Area constitutes or is considered to constitute actual access to the security interest or asset.  

3.  Level II Area.  A Level II Area (formerly Limited Area) is the second most secure type of Restricted Area.  It may be inside a Level I Area, but is never inside a Level III Area.  It contains a security interest which if lost, stolen, compromised, or sabotaged would cause serious damage to the command mission or national security.  Uncontrolled or unescorted movement would permit access to the security interest. 

4.  Level I Area.  A Level I Area (formerly Controlled Area) is the least secure type of Restricted Area.  It contains a security interest which if lost, stolen, compromised, or sabotaged would cause identifiable damage to the command mission or national security.  It also serves as a buffer zone for Level III and Level II Areas, thus providing administrative control, safety, and protection against sabotage, disruption, or potentially threatening acts.  Uncontrolled movement may or may not permit access to a security interest.  

5.  Calculated Risk.  Calculated risk is the concept which dictates that when there are limited resources available for protection, possible loss or damage to some supplies, or a portion of the activity is risked in order to ensure a greater degree of security to the remaining supplies or portions of the activity.  

102  AREA DESIGNATIONS
1.  Building 2000 is designated a Non-Restricted Area.  Entry to the building is through limited designated entry points and personnel and material control procedures are in effect.  Rooms and spaces within Building 2000 are designated as Restricted Areas commensurate with the physical security assets contained within.

2.  Building 2001 is a Restricted (Level I) Area.  Entry into the building is through limited designated entry points and personnel and material control procedures are in effect.  

3.  Building 2002 is a Non-Restricted Area.  The building holds the chlorine injection system for the Get Wet Trainer.  Uncontrolled access to the building, coupled with improper personnel actions, could result in personal injury or death from gaseous chlorine stored in the building.  In the event the audible (horn) or visual (red flashing light) alarms are activated, only authorized Casualty Response Force personnel will approach the building.

4.
Building 2013 is a non-restricted area.  Entry to the building is through limited designated entry points.

5.
Building 2014, the Fire Fighting Trainer, is a non-restricted area.  Entry to the building is through limited designated entry points.

6.
Buildings 2016 and 2017 are non-restricted with access limited to designated personnel only.  Unlimited access to the propane storage site and pumphouse, coupled with improper personnel actions could result in injury or death.

103  LEVEL II AREAS.  The following rooms or spaces within Building 2000 are designated as Restricted (Level II) Areas.  Personnel and material control procedures are enforced at the entry points to these areas.  The specific procedures enforced in each area are as appropriate for the security interest contained in the area.  Rooms annotated with an asterisk are authorized for open storage of classified publications.


1.  A-103


Segmented Missile Laboratory (C-4)


2.  B-101


Central Stimulation Computer Laboratory 



B-103


3.  B-104


Fire Control Systems Laboratory


4.  B-109


Command and Control Classroom


5.  B-201


Missile Control Center 1

  * 6.  B-222


Classified Publication Storage


7.  D-101


Navigation Operational Trainer


8.  D-102


MARDAN Laboratory


9.  D-103


ESGM/NAVAIDS Unit Laboratory


10.  D-104


Inertial Laboratory


11.  D-105


CNC Laboratory


12.  D-2-F


Emergency Generator


13.  E-101


Command Control Center (Security Office beyond reception desk)

  * 14.  E-202


Technical Reference Center


15.  F-1A


Classified Media Storeroom


16.  F-3F


Emergency Generator


17.  F-104


Simulator Computer Room


18.  F-107


Electronic Maintenance Laboratory


19.  F-108/F-110/
Command and Control Laboratory and TRIDENT Sonar



 F-112


Operator Trainer


20.  F-113


Submarine Sonar Subjective Analysis Laboratory

  * 21.  F-113B


Classified Publication Storeroom


22.  F-114


Ship Control Operational Trainer


23.  F-117


Special Communications Laboratory

  * 24.  F-117A


CMS Vault


25.  F-117B


SPECOM Screen Room

  * 26.  F-201


Officer Classroom


27.  F-202A


Ship Control Maintenance Trainer


28.  F-202B


Defensive Weapons Maintenance Laboratory


29.  F-202C


Data Processing Subsystem Laboratory


30.  F-202D


Data Processing Equipment Laboratory


31.  F-203


Limited Maintenance Crypto Laboratory


32.  F-204


Sonar Maintenance Laboratory


33.  F-204A


Towed Array Sonar Peripheral Equipments Laboratory


34.  F-207


IRR C Maintenance Laboratory


35.  F-206


Defensive Weapons Operator Trainer


36.  F-208


Computer Simulation Room


37.  F-213


IRR A Operator Laboratory


38.  F-215


IRR B Console Laboratory


39.  F-217


CW Code Trainer


40.  F-221


Computer Maintenance Laboratory


41.  F-223


Sonar Maintenance Trainer


42.  F-227


Monitoring Subsystem Laboratory

  * 43.  F-322


Classified Publication Strong Room

  * 44.  H-103


Prospective Nuclear Engineer Officer Classroom

  * 45.  H-203 


Interactive Video Computer

  * 46.  H-2-B 


Nuclear Propulsion Laboratories


47.  H-306/H-306A 
Valve Trainer Laboratory

104 LEVEL III AREAS.  There are no rooms or spaces within Building 2000 which are designated as Level III Areas.  

105 AREA BOUNDARY MARKINGS
1.  All non-restricted area ingress points will be posted with the appropriate signs per Article 0307 of reference (a).

2.  The exterior boundary of Level I areas shall be marked as RESTRICTED AREAS per Article 0307 of reference (a).  

3.  Level II Areas/Doors leading to Level II Areas will be marked as RESTRICTED AREAS per Article 0307 of reference (a).  

4.  Signs used to mark interior areas or to mark temporary entrance points into a Restricted Area must meet the basic criteria for size, color, and wording set forth in Article 0307 of reference (a).

106  SECURITY FORCES/SECURITY POSTS
1.  Access Point Posts.  Security Posts will be established at all access points during periods of time that the access points are open.  All other building ingress/egress doors will be locked and connected to the intrusion detection system or motion detector system alarms and the Security Office watch personnel (Room E-101) will serve as the security guards.  Since routine access is through E-Wing South (main entrance), and E-Wing North (loading dock), security posts will normally be positioned in those areas.

The following schedule will be used, under THREATCON NORMAL, for manning those posts:


E-Wing South
Continuous (Note 1)


E-Wing North
0530-1730 weekdays


(Loading Dock)

Note 1:  E-Wing South Security Post (Quarterdeck) is manned from 0530 to 1900 on weekdays and at any other time when large groups are scheduled to enter the facility.  When the post is not manned, the door is connected to the intrusion detection system alarm and the Security Office watch personnel (Room E-101) serve as the security guards on the entrance.  

2.  Security Office.  Room E-101, immediately adjacent to the Quarterdeck is manned 24 hours per day under all security conditions.  The office is equipped with monitor capability for all intrusion alarms in the building and with video monitoring on access points and passageways.  Communications systems in the office provide direct contact with the facility roving patrols and with the entire security organization at SUBASE Bangor.  The Security Office serves as the Command Control Center during disaster or crisis situations.  

3.  Security Watch.  A roving security watch continuously patrols the building from 1530 to 0700 the next morning on weekdays and from 0730 to 0730 the next morning on weekends and holidays, making required safety and security checks.  The watches are provided with direct communication to the Security Office so that they may periodically report their status, or summon assistance, if necessary.  

4.  Security Watch Instructions.  The Security Officer provides specific written instructions for all security watchstanders.  


CHAPTER 2

PERSONNEL CONTROL
201  UNIVERSAL BADGE SYSTEM.  The SUBASE Bangor Universal Badge System, including the general administration of the system, is fully described in reference (b), Chapter 2.  Personnel on SUBASE Bangor, except for children 9 years old and younger and visitors under escort, shall maintain entry credentials on their person and produce their credentials upon request from competent authority.  Persons employed in SUBASE Bangor or tenant spaces for a duration of 121 days or longer shall be issued a SUBASE Bangor Picture Badge, which shall be used as the primary entry credential.

1.
Badge Issue for Staff Personnel

a.
Upon reporting, military and civilian staff members, and students who will eventually be assigned to the staff, will be issued an uncleared SUBASE Bangor visitor badge and a SUBASE Bangor Badge Record Card, by the Security Office staff (Room E-101).  The visitor badge will be valid for 10 days.  The SUBASE Bangor Badge Record Card will be completed as follows and returned to the Security Office staff for issuance of a picture badge within 3 workdays.  The badge issue process flow chart is contained on pages 2-7 through 2-10.



(1) Blocks 1 through 4, 6 through 18, and 27 will be completed by the reporting staff member.



(2) Blocks 23 through 25 will be completed by the cognizant Department representative.




(a) Block 23 will be completed by assigning the appropriate matrix access codes as follows:

S - SWFPAC**                G - COMSUBGRU 9**           X - COMSUBRON 17**

0 - NO ENTRY                0 - NO ENTRY                0 - NO ENTRY

1 - ESB, TSB, DHB, LEPB     1 - BLDG 2100 (OCAB)        1 - CSS 17 SPACES

    MSB, CSA

2 - EHW                     2 - BLDG 2150               2 - INPORT SUBS

                                (FIRST DECK)                (LESS USS PARCHE)

3 - NOT USED                3 - INPORT SUBS             3 - NOT USED

4 - NOT USED                4 - CSG-9 MSG CENTER        4 - NOT USED

5 - NOT USED                5 - CSG-9 OPCON             5 - NOT USED

6 - NOT USED                6 - NOT USED                6 - NOT USED

7 - NOT USED                7 - NOT USED                7 - NOT USED

8 - NOT USED                8 - NOT USED                8 - NOT USED

9 - ALL AREAS EXCEPT        9 - ALL AREAS               9 - ALL AREAS

    LIMITED AREA

X - REQUIRES LIMITED AREA ACCESS *

R - TRIREFFAC Bangor        T - TRITRAFAC Bangor          K - NUWC Div Keyport
0 - NO ENTRY                0 - NO ENTRY                  0 - NO ENTRY

1 - TRF NON-PIER AREAS      1 - BLDG 2000/2001            1 - NOT USED

2 - TRF PIER AREAS          2 - ALL AREAS EXCLUDING       2 - NOT USED

                                MECHANICAL PLANT

3 - AREAS 1 AND 2           3 - NOT USED                  3 - NOT USED

4 - NOT USED                4 - NOT USED                  4 - NOT USED

5 - NOT USED                5 - NOT USED                  5 - NOT USED

6 - NOT USED                6 - NOT USED                  6 - NOT USED

7 - NOT USED                7 - NON-TTF PERSONNEL         7 - NOT USED

8 - ALL TRF AREAS           8 - NOT USED                  8 - UNDERSEA WARFARE

    (TRF PERSONNEL ONLY)                                      ANNEX (UWA ONLY)

9 - ALL AREAS AND USS       9 - ALL AREAS                 9 - NOT USED

    PARCHE (TRF PERS ONLY)

/ER (HIGHLIGHTED) ***

/E ****

B - SUBASE BANGOR**

0 - NO ENTRY                    * X - Four digit number assigned by SWFPAC 

1 - NOT USED                     ** - Each number includes entry to spaces 

2 - NOT USED                          with lower numbers.

3 - NOT USED                    *** - "R" matrix only.  ER allows a Military

4 - NOT USED                          Foreign National to be escorted on DELTA

5 - NOT USED                          and MARGINAL  Wharf.

6 - NOT USED                   **** - "R" matrix only.  E indicates ESCORT

7 - NOT USED                          authority for Military Foreign Nationals

8 - NON-RESTRICTED AREAS/NO OA        on DELTA MARGINAL Wharf.

9 - ALL AREAS/INCLUDING OA




(b) Block 23 will be signed by cognizant representative.




(c) Block 24 will be completed to indicate justification for any special access requirements.




(d) Block 25 will be completed by assigning a month and year.  The maximum expiration date will be 6 years from date of rebadge for civilian staff.  For military personnel, the expiration date will not be more than 1 month beyond the Projected Rotation Date (PRD) or End of Active Obligated Service (EAOS) date.  Contractor personnel will be badged for the length of the contract.



(3) Blocks 19, 20, and 22 will be completed by the Command Security Manager or the Assistant Command Security Manager.



(4) Block 26 will be signed by the authorized TRITRAFAC Bangor Security Office staff representative.


b.
Upon completion of the above items, the SUBASE Bangor Badge Record Card will be routed to the appropriate commands, by the Security Office staff, for Block 21 signatures.  The staff member will then be contacted to pick up and take the completed card to the SUBASE Bangor Pass and I.D. Office.

2.
Badge Issue for Student Personnel

a.
Students who are here for temporary duty under instruction will be issued a serialized student (ST) badge.  The badge will be issued by Security Office staff during the PASS Liaison Representative (PLR) check-in process.



(1) If the course of instruction requires a security clearance, the student badge will be blue.



(2) If the course of instruction does not require a clearance, the student badge will be white.



(3) Students will fill out the Student/IDEK Badge Request (TRITRAFAC Bangor 5530/11) using enclosure (1).


b.
Students who are here for Temporary Additional Duty, assigned to SUBASE or tenant commands, will use their SUBASE Bangor Picture Badge as the primary entry credential.


c.
The student badge issue process flow chart is contained on page 2-8.

3.
Badge Issue for Contractors

a.
A SUBASE Bangor Picture Badge will be issued to civilian contractors when all of the following prerequisites have been met:



(1) The contractor's company has requested by letter or memorandum that a SUBASE Bangor Picture Badge be issued.



(2) The contractor will remain on site and be assigned office space within the facility.


b.
The procedures for badge issue (paragraph 1 above) will be followed for completion of the badge record card.


c.
The contractor badge issue process flow chart is contained on page

2-9.

4.
Badge Issue for Official Visitors.  The SUBASE Bangor Official Visitor Badge, cleared (white) and uncleared (green), is for use by sponsored official visitors to SUBASE Bangor and tenant commands.


a.
A TRITRAFAC Bangor Official Visitor Badge will be issued, using Visitor Application Form SUBASE Bangor 5512/14, as follows:



(1) Uncleared badge to reporting staff personnel.



(2) Cleared/uncleared, as appropriate per visit request, to official visitors who will be at the command for greater than 1-day and were not issued a SUBASE Bangor Official Visitor Badge by Pass and ID.


b.
A TRITRAFAC Bangor Official Visitor Badge for contractors will be issued as per paragraph 4a(2) above.


c.
The official visitor badge issue process flow chart is contained on page 2-10.

202  IDENTIFICATION PROCEDURES
1.
Entry credentials to TRITRAFAC Bangor are not required during THREATCON Normal and Alpha.

2.
During THREATCON Bravo and higher, a hands on ID check will be conducted.


a.
Personnel without a proper Universal Badge will be required to enter via the Security Office where their credentials and visit authority will be verified and the appropriate student or visitor badge issued.  Student, visitor, and other non-photo badges do not provide positive identification and are not recognized for entry approval.  Personnel issued these badges will present their basic credentials, with the badge, for subsequent access.  These badges provide a means to readily identify the status of non-staff personnel within the facility.


b.
Personnel using a Universal Badge, with or without picture, may be required to produce for inspection, their basic credentials (military, civil service, or contractor identification card).


c.
Personnel entering with a universal badge (permanent or visitor), that has a zero access code in the T space of the access code matrix, will be required to enter via the Security Office where their credentials and visit authority will be verified.  Every attempt will be made to verify the person's need for access (e.g., by inquiring of the lead instructor, division officer, and department director, etc.).


d.
The decision to deny access will be made only by the Security Officer or Command Control Center Supervisor, or in their absence, the OOD.  Upon verification of visit authority, security personnel will affix a luminescent decal with the visit expiration date to the upper right corner of the universal badge, which will suffice for entry authorization.

3.
Visitor and Student badges issued by the TRITRAFAC Bangor Security Office staff will be surrendered at the Security Office prior to departing the facility for the last time during the visit.

203  ENTRY PROCEDURES
1.
Access points to TRITRAFAC Bangor are at the E-Wing North (loading dock) and E-Wing South (quarterdeck) doors during the hours of normal operation.  At all other times, the only access will be through the E-Wing South entrance.  All other external access doors will be secured and alarmed.

2.
Access doors other than E-Wing North and E-Wing South may be opened for logistic purposes and for authorized working parties during normal work hours.  The Security Office must be notified prior to opening, and these doors must be guarded by Security Office staff personnel at all times while open.

3.
Attempting to gain entry, through other than a designated access point, will constitute a security violation and the violator will be subject to prosecution.

4.
In the event any person or group of individuals attempts to forcibly enter the building, immediately notify the TRITRAFAC Bangor Security Office and request assistance.  Security Office watch personnel will request response by Security Police from SUBASE Bangor.

204  BADGE DISPLAY
1.
During THREATCON Bravo and higher, all persons shall display their badge in a prominent location above the waist on the outermost layer of clothing.  The badge shall be displayed in a "face-out" position so that it may be readily identified and read.

2.
No stickers or pins, decals, or other attachments of any kind will be allowed on the SUBASE Bangor Picture Badge.

3.
Upon reporting, all staff members will be issued an IDEK badge.  The bar code decal, issued by the Technical Reference Center (TRC) staff, and other stickers, or decals may be affixed to this badge.

4.
No person shall wear or otherwise display on their person the badge of another person or a bogus badge.

5.
Disclosure of classified information to any individual based solely on a Universal Badge or other form of personal identification is not authorized.  Clearance level and need to know must be verified prior to disclosure.  

205  IDEK BADGE
1.
Numerous access doors within the building are controlled by magnetic card locks, door cypher locks, or a combination of the two.  Many of these door locking devices are activated on a routine basis as a means to restrict normal access.  Other locks are normally deactivated with the doors unlocked for free access.  As security conditions are increased, variations of the locks may be progressively activated to reduce freedom of access.  In order to permit proper functioning of the command at all security conditions, staff members are provided IDEK cards for access through corridor doors.  Staff personnel will be required to fill out Student/IDEK Badge Request (TRITRAFAC Bangor 5530/11), enclosure (1).

2.
Magnetic lock cards do not serve as any form of identification within the command.

3.
The operation of the IDEK System shall be per Standard Operating Procedures issued to the Security Division by the Security Officer.

4.
Magnetic lock card codes and associated cypher lock codes will not be provided to any individual except those persons specifically requiring access to the space under control.

5.
Division Security Coordinators shall ensure cypher lock codes are provided to the Security Office in individually sealed and dated envelopes, clearly marked with the room number.  These codes must be updated when an individual knowing the code is transferred, or the code has been compromised.

206  AFTER HOURS ENTRY/AFTER HOURS LOG.  All staff personnel, contractors, visitors, and students entering or departing TRITRAFAC Bangor after 1630 and before 0600, Monday through Friday, and after 1630 on Friday until 0600 on Monday, will be required to log in and out of the After Hours/Access Log, at the Security Office.  Other personnel already in the building after 1630 must also log in and out of the After Hours/Access Log.

207  LOST BADGE PROCEDURES
1.
Lost badge procedures for a Universal Badge shall be per reference (b).

2.
The Lost Badge Report (TRITRAFAC Bangor 5530/8), enclosure (2), shall be submitted to the TRITRAFAC Bangor Security Office.

3.
Loss of a magnetic lock card will be handled within TRITRAFAC Bangor as a lost key.  The Lost Badge Report (TRITRAFAC Bangor 5530/8) shall be submitted to the TRITRAFAC Bangor Security Office.

208  GENERAL (PUBLIC) VISITING.  General visiting will not normally be permitted.

209  SOLICITATION.  No solicitation, other than that specifically authorized by the Commanding Officer, will be permitted.


TRITRAFACBANGORINST 5530.2B CH-1


CHAPTER 3

VEHICLE CONTROL
301  GENERAL.  Vehicle control procedures are as set forth in Chapter 3, reference (b).  TRITRAFAC Bangor defers to SUBASE Bangor security personnel for routine enforcement of traffic regulations, parking, and vehicle accident investigation.  CMAA Division personnel issue parking citations in support of SUBASE Bangor, Vol. I, Reference (b).

302  PARKING
1.  No private vehicles shall be parked within 15 feet of any portion of any building.  Privately owned vehicles will not be parked within 30 feet of any doorway leading into or from TRITRAFAC Bangor.  To ensure compliance, parking shall be permitted only in specifically designated and properly marked areas.

2.  No official vehicle shall routinely be parked within 15 feet of any doorway or other entrance/egress point of any building.

3.  All assigned official vehicles will be fully secured and locked when parked and not occupied.

4.
Unusual hours parking assignments are those spaces located on Guard Fish street (behind TRITRAFAC Bangor) and G-Wing Loading Dock area, designated for use during other than normal working hours; weekends, holidays, and after normal working hours and unusual circumstances.  Unusual hours parking sites are limited and authorization/approval for use is designated by the Security Officer.

303  RESTRICTED ACCESS.  During conditions of advanced security conditions, access to roadways behind Building 2000 and to Building 2001 is strictly controlled.  

1.  Access controls will be established at THREATCON CHARLIE or as directed by the Commanding Officer.  

2.  When access controls are instituted, all private vehicles inside the areas will be expeditiously removed or, if directed by the Commanding Officer, thoroughly inspected.  Once those vehicles exit the area, they will not be permitted to reenter as long as controls remain in effect.  

3.  Official vehicles having verified need for access may be granted access to the area when access control is in force.  

4.  Official vehicles remaining in the area when access control is in effect will be parked at locations as remote as reasonable from the building and from each other so as to minimize probability of damage or loss in the event of an untoward incident involving one of those vehicles.  While parked, those vehicles will be subject to periodic inspection at periodicity equal to that specified for the building exterior.
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CHAPTER 4

MATERIAL CONTROL

NOTE



PROPERTY OF THE U.S. GOVERNMENT IS NOT PERSONAL PROPERTY AND IS NOT TO BE CONSIDERED OR USED AS SUCH.  EACH INDIVIDUAL TO WHOM GOVERNMENT PROPERTY IS ISSUED IS PERSONALLY RESPONSIBLE FOR THE CONTINUED SAFEGUARDING OF THAT PROPERTY.

401  GENERAL.  The purpose of material control is to prevent the introduction of unauthorized or dangerous materials in to the command and to prevent the unauthorized or improper removal of classified material, sensitive material, or government property from the command.  As such, the process is interested in both the coming and going aspect of personnel movement.  The general procedures for material control are as set forth in Chapter 4, reference (b).  

402  PROPERTY PASSES.  Property passes shall be used for the authorized removal of government owned property from the command or the base and to identify ownership of personal property that might be easily mistaken for government property. 

1.  One-time passes will be used to authorize removal of government materials.  

2.  Extended use passes shall be used to identify personal property.

3.  Department directors having direct cognizance over the government material which is candidate for removal shall ensure that the property pass is properly completed and shall sign the pass for authorization.  


a.
Execution of the property pass signifies that the department director has:



(1)
Verified the intended use of the government property is valid and authorized under regulation.  



(2)
Verified the essential need to remove the property.  This is to include verification that property or materials adequate to perform the assigned task are not available at the destination point.  



(3)
Verified that the individual in whose custody the property will be maintained has both the knowledge and the ability to safely transport and safe​guard the material.  


b.  A copy of the properly executed one-time pass will be delivered to the Security Office before the material is removed from the command.  


c.  A second copy of the properly executed one-time pass will accompany the material at all times it is outside of the command.  If the material is to be taken on board another installation, an additional copy of the pass may be required for removal from the second base.  In some cases, a new property pass may be required and a clean executed property pass, suitable for signature at the other installation, should be provided.  


d.  The original property pass shall be maintained in the Property Pass Book.  When the material is returned to the command, the department director will personally verify the return and the physical status of the material and attach the second copy of the pass to the original.  The property pass book will be maintained so as to ensure a record of serial numbers, date issued, to whom issued, and department director signature.  In the case of an extended use pass, the termination date shall also be recorded.

4.  Department directors of personnel having personal property which may be easily mistaken for government property shall be responsible to execute an extended use pass for the item(s).  


a.  Execution of the pass signifies that the department director has:



(1) Personally verified that the equipment/material in question is in fact, the property of the individual making the request for authorization.  The method of that determination shall be indicated on the reverse of the property pass.  



(2) Personally verified the essential need for the material to be entered in to and removed from the command over an extended period.  



(3) Obtained second verification from the Supply Officer concerning the ownership of the material.  The Supply Officer's verification will be indi​cated by that officer's signature on the reverse of the property pass.  



(4) Established a period of use of the property pass that is commen​surate with the essential need.  If use will continue for more than 3 months, a new pass will be executed at 3-month intervals.  IF UNDER THE MOST UNUSUAL CIRCUMSTANCES, A PASS MUST BE ISSUED FOR A PERIOD IN EXCESS OF 3 MONTHS, IT MUST BE SIGNED BY THE COMMANDING OFFICER.  


b.  The original of the properly executed extended use property pass may be laminated and given to the individual by the department director.  The property pass must be maintained with the property throughout the effective life of the pass.  That pass will be available for inspection on demand, but will not be surrendered except to the issuing department director.  


c.  When the need for entry or removal of the personal property no longer exists, or on the termination date of the pass, the pass shall be delivered to the issuing department director.  

403  OTHER MATERIAL CONTROL DOCUMENTS.  Standard supply documents or work order/requests signed by the appropriate authorizing agent are considered to be adequate material control documentation for removal of property.  This  documentation must accompany the property when removed from or returned to the command.

404  PHOTOGRAPHY.  Any photography done within TRITRAFAC Bangor by other than the command photographer, in the performance of his official duties, shall be specifically approved by the Commanding Officer.

1.  Camera Requests are available at the Security Office and will be submitted by the responsible department director or special assistant to the Security Officer at least 5 workdays in advance.

2.  The Security Officer shall approve camera requests only with the concurrence of the Commanding Officer (verbal concurrence is acceptable), assign a two digit sequential number followed by the calendar year to all approved requests, and maintain them on file for at least 2 years.

3.  The Commanding Officer reserves the right to review all photographs taken within TRITRAFAC Bangor to preclude unintentional disclosure or compro​mise of classified information. 

4.  Unauthorized cameras discovered within TRITRAFAC Bangor will be confiscated and the film removed and confiscated.  In addition, a command directed search of other materials in the possession of the individual will be accomplished to verify no other film is present.  A proper receipt will be provided for all con​fiscated film.  Unauthorized cameras will be returned to the owner upon the owner's departure from the command.

5.  Confiscated film will be either developed for review or disposed of, as directed by the Commanding Officer.  

6.  Because confiscated film may be considered as evidence in judicial pro​ceedings, proper chain of custody procedures must be followed from confiscation through ultimate disposition.  

405  PILFERABLE MATERIALS.  Electric typewriters, calculators, computers, adding machines, other items of office equipment, video recorders, televisions, film projectors, radio receivers, and similar items will be maintained in spaces to which access is controlled during normal work hours.  Televisions in lounges will be secured in place to prevent theft.  All of the above items will be secured in a locked space or the items must be stored in a locked security container or stowage cabinet.  Rooms and offices containing pilferable materials that are not in a secured container or cabinet will remain locked when not in use after hours.

406  LOST AND FOUND PROCEDURES.  Lost and found items turned into the Security Office will be logged into the Lost and Found log, with the description, the name of the person finding the item, and location found.  Unclaimed military identification cards will be turned over to PERSUPPDET Bangor and unclaimed security badges will be turned over to SUBASE Bangor Pass and ID.  All other unclaimed items will be turned in weekly to SUBASE Bangor Lost and Found for disposition per reference (c).
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CHAPTER 5

SEARCH AND SEIZURE
501  GENERAL.  The provisions of Chapter 5, reference (a), concerning random vehicle inspection, military working dogs, and right to seize are applicable to personnel of this command.  In particular, the authority to conduct a search or inspection is vested in specific commanding officers.  Because of overlapping areas of authority and jurisdiction, more than one commanding officer may have inspection or search authority at any given time.

1.
Barracks/BOQ.  Commanding Officer, SUBASE Bangor and Commanding Officer, TRITRAFAC Bangor have simultaneous authority for inspection of barracks rooms occupied by TRITRAFAC Bangor staff and students assigned on a TEMDUINS basis. 

2.
Family Housing.  Commanding Officer, SUBASE Bangor has sole authority for inspection of family housing units under SUBASE Bangor's jurisdiction.

3.
TRITRAFAC Bangor.  Commanding Officer, TRITRAFAC Bangor has sole responsibility for inspection of all spaces, lockers, files, desks, and similar storage devices within the facility.  

4.
Vehicles.  Commanding Officer, SUBASE Bangor has authority for inspection of vehicles on SUBASE Bangor regardless of location or ownership.  Commanding Officer, TRITRAFAC Bangor has authority to inspect vehicles located within the parking area behind Building 2000 and adjacent to Building 2001 when that parking area is operated under restricted access.  In that instance, such inspection will be limited to that necessary to assure the safety and integrity of the buildings and personnel.  

502  RANDOM INSPECTION OF CONTAINERS
1.
Authority and General Procedures

a.
All hand carried items will be inspected when leaving Building 2000.


b.
Random inspections of hand carried items entering Building 2000 will be conducted on a schedule established by the Commanding Officer.  In cases where suspicious items are noticed entering or leaving the building, the security watch shall detain the individual carrying the item and call the Security Office for assistance.  In these cases, the duty master-at-arms has the authority to conduct a random inspection of the items in question in order to safeguard the security of the command.  


c.
All persons entering or departing TRITRAFAC Bangor will be subject to inspection, and if selected in the random pattern, shall submit to such inspection.


d.
Emergency force personnel, including fire department, medical technicians, security forces, and explosive ordnance location/disposal team members, shall be granted immediate access and departure during the active phase of the emergency without being detained for inspection.  Once the emergency is resolved, appropriate inventories and debriefs will be conducted as necessary to assure positive security.


e.
Appropriate signs will be posted at all entry and exit points to clearly identify the authority for inspection.


f.
Inspections will be conducted by DMAAs and door watch personnel.


g.
Materials delivered to the mailroom or Supply and Fiscal Department 
staff by normal delivery methods will not be subject to inspection under this Random Inspection Program, but will be subject to appropriate inspection/ receipt inspection proce​dures as established by the responsible department director.


h.
Personnel transporting material to the E-Wing loading dock shredder shall coordinate with the Security Officer for authorization to remove the material.  Burn bags which are under the direct control of Technical Reference Center personnel and are being transported for destruction at the off-site destruction facility will not be subject to random inspection.  The Media Support Officer shall coordinate with the Security Officer for the removal of burn bags through E-Wing loading dock.


i.
The Random Security Inspection will pertain to all containers to include brief cases, tool boxes, handbags, knapsacks, lunch boxes, carryalls, flower boxes, boxes, bags, and packages.  The inspection will include the entire container, inside and out.  Inspection of outer clothing or garments being worn will not normally be permitted without the express per​mission of the Commanding Officer. 


j.
Locked containers will be opened for inspection.  Sealed containers will not normally be unsealed.


k.
Any person attempting to depart the building who refuses inspection will be detained and moved to a safe area.  Appropriate command personnel will be summoned to verify the identity of the individual and to aid in identification of the material in question.  The matter, regardless of final resolution, will as a minimum be documented by completion of a formal Security Discrepancy Notice (OPNAV 5511/51), or in a more serious case, an Incident/Complaint Report (OPNAV 5527/1).


l.
Any person attempting to gain entrance to the building who refuses to consent to inspection shall be denied access.  In cases where there is a reasonable suspicion of imminent threat to the safety of personnel or the building, the individual shall be detained and moved to a safe area.  Base security forces will be requested to take custody of the individual.  


m.
Any discovery of transport of classified material into or out of the building not in conformance with the provisions of reference (b) will be cause to detain the individual in question, provide appropriate security for the classified material, and immediately refer the matter to the Command Security Manager or OOD for resolution.


n.
If, during the course of an inspection, any materials are encountered which clearly pose hazard to the command, or which are of a suspicious nature, the appropriate provisions of the Bomb Threat Bill will be executed.


o.
Personnel attempting to depart the command having government property in their custody, without obvious valid reason or appropriate custody documents, will be detained.  Appropriate personnel from their department or command will  be contacted immediately to resolve the matter, if possible.  If resolution can not be reached, the material will be confiscated and the person in question given a proper receipt.


p.
Politeness and discretion must be exercised at all times to avoid antagonism, breakage of personal articles, soiling, unnecessary disruption of articles, or compromise of classified material.  No one likes invasions of privacy.  The delay is always inconvenient and the person who has been stopped can not help feeling under some degree of suspicion.  To help ease that feeling, and to maintain the maximum possible appearance of professionalism and goodwill, personnel shall conduct the inspection as courteously and efficiently as possible.  A senior supervisor shall always be immediately available to respond and to resolve situations of inappropriate response or undue stress and emotionalism.

2.
Responsibility

a.
The Security Officer shall:



(1)
Designate, train, and equip personnel as noted herein to carry out duties and responsibilities associated with random security inspections.



(2)
Provide major equipments and personnel support to set up and remove inspection check points, when required.



(3)
Provide specific instructions for DMAA and door watch personnel assigned to inspection duties.



(4)
Remain available or ensure that the Assistant Security Officer is available throughout the inspection period to resolve problems which may occur, or to take charge immediately in the event a bomb threat is declared.



(5)
Take appropriate follow-up action in the event of an incident of improper handling of government material, refusal of inspection, or suspicious materials.


b.
The Command Security Manager shall:



(1)
Remain available or ensure that the Assistant Command Security Manager is available throughout the inspection period to resolve problems which may arise concerning classified material.



(2)
Take appropriate follow-up action in the event of an incident involving improper possession or handling of classified material.

503  INSPECTION OF MAIL AND SUPPLY MATERIALS
1.
Specific standard operating procedures guide personnel in the mailroom and the Technical Reference Center in the inspection of incoming mail and packages to detect explosive devices or like hazards.  

2.
Specific standard operating procedures guide personnel in the Supply and Fiscal Department Shipping and Receiving locations in the inspection of incoming and outgoing materials to ensure proper security and integrity of the command, and to prevent loss of government materials.


CHAPTER 6

BUILDING AND WORK SPACE SECURITY
601  GENERAL.  The security of the various work spaces in the building, including offices, classrooms, and laboratories, is directly dependent upon the awareness and actions of each person.  The most detailed and expansive security plan will be of no value if individuals do not believe in that plan.  The most expensive and sophisticated barrier and lock systems will provide no security if barriers are not secured and locks are not locked.  

602  BUILDING SECURITY, GENERAL
1.  Building 2000 (Entry)

a.  Entrance under Threat Condition Normal and Alpha will normally be via E-Wing front (24 hours per day) or rear entrances (0530 to 1800 workdays only).  Additional or alternate entrance points may be established as may be dictated by actual need to perform assigned tasks.  Such additional or alternate entrance points must meet all criteria of a manned entry point and be in operation only so long as necessary to perform the specific task for which the entry point was required.  Alternate or additional entry points for personnel access will not be established during periods in which random security inspections of containers are being conducted without the explicit permission of the Commanding Officer.


b.  Entrance under Threat Condition Bravo or higher will be through the E-Wing front entrance only.  Additional access points may not be established without explicit approval of the Commanding Officer.  

2.  Building 2000 (Internal Passageways)

a.  General access throughout the building under Threatcon Alpha will be unimpeded.  


b.  General access throughout the building under Threatcon Bravo or higher will be restricted in that access to areas of the building, except E-Wing first and second decks, D-Wing second deck, and C-Wing second deck, will be strictly controlled.  Passage into areas other than those noted above will be through magnetic card lock doors operable only by staff members.  Non-staff personnel requiring access through the door will be escorted by a staff member.  Students attending class in areas behind the doors will be met and mustered by their instructor in a free access area and then escorted through the doors.  

3.  Building 2000 - Rooms and Special Areas

a.  Building crawl spaces, basements, mechanical rooms, and interstitial spaces will not be entered except by personnel whose duties require they enter those spaces.  Students will not enter those spaces.  


b.  H-Wing, second deck, north end is a special area dedicated to the training of propulsion plant operators and supervisors.  Because of the exten​sive use of Naval Nuclear Propulsion Information in those courses, general access to that area is restricted.


c.  General classrooms, office spaces, and laboratories within the building do not meet requirements for open stowage of classified material and are not considered as approved security containers.  In the interest of general security and to deter the loss, theft, or misuse of government property, such rooms will normally be secured and locked when not in use.  While leaving such a space unlocked when not occupied does not constitute a security violation, it is not considered to be in the best interest of the command or the Navy.  


WARNING



LEAVING CLASSIFIED MATERIAL UNATTENDED AND ACCESSIBLE IN A SPACE NOT DESIGNATED FOR SECURE STORAGE IS A SECURITY VIOLATION, REGARDLESS OF WHETHER OR NOT THE DOOR TO THE SPACE IS LOCKED OR UNLOCKED.


d.  Secure laboratories, classrooms, and strong room vaults have been established throughout the command.  Access to those spaces is controlled, as dictated by the nature of the material contained therein.  It is the responsibility of the department director having cognizance over such space to ensure proper entry controls are established and enforced.  The laboratories, classrooms, and spaces specified in paragraph 103, meet the criteria for secure storage, or are covered by appropriate waiver, and have special access control procedures in effect.  

4.  Building 2001 (Entry)

a.  Entrance under Threat Condition Normal and Alpha will normally be through the magnetic lock door adjacent to the mechanic's watch room.  The mechanic on duty in the building does not serve as a security guard but does exercise the personal responsibility of all individuals for security awareness.  


b.  Entrance under Threatcon Bravo or higher will be through the magnetic lock door; however, a security guard will be posted and will conduct an access verification by use of the Universal Badge system.  

5.  Building 2002.  This special purpose building is maintained locked with the keys under the control of the Director, Engineering Training Department, who is responsible for all access to the building.  

6.
Building 2013 and 2014  Entry:


a.
Entrance under Threat Condition Normal and Alpha will normally be via the front entrances.  Additional or alternate entrance points may be established as needed to perform assigned tasks.


b.
Entrance under Threat Condition Bravo or higher will be through the front entrance only.  Additional access points may not be established without explicit approval of the Commanding Officer.

7.
Building 2016 and 2017.  This area is maintained locked with the keys under the control of the Director, Engineering Training Department, who is responsible for all access to the building.

603  SECURITY DURING WORK HOURS
1.  Precautions shall be taken to prevent access to classified information by unauthorized persons, including preventing personnel outside of buildings or spaces from viewing that information.  In classrooms and offices, it is impera-tive that the presence of uncleared persons be easily identifiable to preclude inadvertent disclosure.


a.  Use of lockers, filing cabinets, room dividers, and similar devices to subdivide office spaces in such a manner as to preclude good visual access throughout the space shall not be allowed.  


b.  Procedures will be developed and implemented within each department to regulate the entry of students or other visitors into staff office spaces to prevent inadvertent disclosures.  

2.  When working with classified material, reasonable availability of a proper stowage container must be assured.  The individuals working with the classified material must ensure that it is not left unattended and that persons without clearance or need to know are not permitted access.  When required to leave an area in which classified material is located, the person using that material must:


a.  Ensure that it is returned to secure stowage, or;


b.  Ensure that a person with proper clearance and need to know remains behind and is tasked to safeguard the material, or;


c.  Correctly cover or wrap the material for transport and maintain per​sonal custody of the material at all times.


NOTE



Although maintaining classified material in personal custody is an allowable option, in the event of a need to eva​cuate a space or building, such action will routinely subject the material to a higher possibility of compromise.  If material is removed during evacuation, every effort should be made to properly wrap or enclose it prior to evacuation and to return it to secure stowage as soon as possible.  

604  SECURITY DURING EVENTS REQUIRING EVACUATION
1.  The personal responsibility of an individual to properly store or otherwise maintain positive control of classified material is not altered by an evacuation requirement.  

2.  In those cases in which either the quantity of material involved (e.g., classroom/laboratory materials) or the nature of the material involved (e.g., computer software) precludes effective stowage under evacuation conditions, the following steps will be taken:


a.  Every effort shall be taken to reasonably secure or safeguard the materials within the space concerned.  While authorized secured stowage may not be available, placing the material in a locker or file cabinet will remove it from direct view.  


b.  The room containing the material will be locked.  While it is recognized that security forces, facility personnel, or emergency forces may subsequently enter the space, locking the space upon departure is appropriate.


c.  The individual in charge of the space at the time of the ordered eva​cuation shall muster as required and immediately report the status of classified material in the space at the time of evacuation to the mustering official.  


d.  The mustering official shall submit to the Security Office staff, in addition to the muster report, the identity of all spaces containing unsecured classified material at time of the evacuation.


e.  The Security Office staff shall closely monitor all personnel who could or did gain access to a space containing classified information and shall debrief those personnel when the emergency conditions leading to the evacuation is resolved.


f.  When permission is granted to return to the space, the individual in charge of the space, when the evacuation was ordered, shall return to the space, complete an inventory of classified material, and report the results of that inventory to the cognizant department director and the Security Office staff.


g.  The cognizant department director shall cause a report of the incident to be prepared which fully describes the reason for the evacuation, nature of the classified material exposed to possible compromise, steps taken to secure the material, number and nature of personnel who may have been inadvertently exposed to the material, and an assessment as to the probability of compromise.

605  DEPARTMENTAL RESPONSIBILITIES.  Department directors and special assistants are responsible for the following actions for spaces and areas under their cognizance:

1.  Inhabited Spaces

a.  Ensure all doors, windows, or other access points are secure and acti​vate alarm system, if applicable, when securing for the day.  


b.  Ensure a proper verification of security containers is conducted at the end of each workday.  


c.  Conduct periodic inspections of the spaces to ensure security devices are in good repair, classified and sensitive materials contained in the space are being maintained at minimum levels, and classified and sensitive materials are being afforded proper stowage.  


d.  Closely monitor operations within their spaces to identify those func​tions which would temporarily or permanently have negative impact on the maintenance of security, and take appropriate corrective action or make recommendations for such action.  

2.  Uninhabited Spaces and Buildings

a.  Remain aware of the contents of the spaces and ensure stowage within the spaces will permit rapid effective inspection in the event of a security related problem.  


b.  Maintain accurate inventories of materials contained in the space. 


c.  Make periodic inspection of the space to ensure the safety and integrity of the space and the material contained therein.  

606  SECURITY VIOLATIONS
1.  Recognition and reporting of actual or potential security violations are the responsibility of every member of the command.  Such reports will be made to the Security Office staff and, when appropriate, to the responsible department director or special assistant.  

2.  When a document or other government property is lost, the first priority will be its recovery.  If recovery is not possible, a determination as to the possibility of theft, sabotage, or compromise must be made.  Then a deter​mination of how the loss occurred must be made and steps taken to prevent recurrence.  In all cases of loss, a determination of the actions and respon​sibility of the individual accountable for the material must also be made and appropriate corrective action taken.  

3.  The Security Officer shall be responsible for completion of all reports of security violations or loss of government material.  That official will be assisted by the Command Investigator and all department directors and special assistants, as appropriate.  The Command Security Manager shall review all such reports.  

4.  In the event of a security violation, an informal report of the violation, including material involved, level of classification, accountable individual, and a brief summary of the circumstances of the violation, will be submitted at the earliest opportunity (within 24 hours) to permit immediate corrective action.

607  REPORTING SUSPICIOUS OCCURRENCES.  When any visitor, uncleared person, or individual without need to know expresses unusual interest in information he or she is not authorized to receive or attempts to gain access, he or she will be reported to the responsible area supervisor.  If access has been gained to classified information, immediately refer the matter to the department director and the Security Office staff for the appropriate action.  

608  INTRUDER REPORTING
1.  Definition.  For the purposes of this instruction, an intruder is defined as any person who, without proper authority, enters or attempts to enter TRITRAFAC Bangor or any designated Restricted Area within TRITRAFAC Bangor. 

2.  Offices, Classrooms, Laboratories.  On discovery of an actual or suspected intruder in offices, classrooms, or laboratories, the individual making the discovery shall:


a.  Try to identify the person's authority to be in the area, and request appropriate entry credentials.


b.  If the individual is determined to be an intruder, take immediate action to protect any sensitive or classified material in the area, then contact a supervisor and notify the Security Office staff.  Do not attempt to physically restrain the intruder, but do verbally detain the intruder by directing that individual to remain in the area.

3.  Passageways and Unmanned Spaces.  On discovery of an actual or suspected intruder in passageways or unmanned spaces, the person making the discovery shall: 


a.  If practical, try to contact and identify the person's authority to be in the area.


b.  Where the person is determined to be an intruder or the person's status remains unknown, the Security Office staff will be contacted and advised of the person's location, direction of travel, time of sighting, and physical and clothing description.

4.  Security Office Staff.  Upon receipt of an intruder complaint, security per​sonnel shall respond and investigate.  The complaint and results of the investi​gation will be reported to the Executive Officer (during normal work hours) and the Security Officer as soon as practical.  

609  SAFETY/SECURITY ALARM SYSTEMS.  TRITRAFAC Bangor is equipped with several remote sensing and alarm systems installed to enhance the safety and security of the building and spaces within.  The central monitoring point for all alarm systems is the Security Office (Room E-101), and some alarm systems are extended to emergency service response offices at SUBASE Bangor.  Specific instructions for systems operation and response to alarm conditions are established by the Security Officer as Standard Operating Procedures.  The following is a brief description of the various systems.  

1.  MOSLER Alarms.  The MOSLER system is a unit which uses infrared motion detectors to determine if any motion has occurred in the monitored area and sends an audible and visual alarm condition to the MOSLER control panel located in the Security Office.  Rooms monitored are listed on the MOSLER control panel.  

2.  Intrusion Alarm System

a.  The intrusion alarm system is used to monitor both external and inter​nal accesses to Building 2000 and 2001.  The intrusion alarm will sound for both entry and exit.  Identity of accesses monitored is recorded on the intrusion alarm panel, located in the Security Office. 


b.  The system uses both visual and audible alarms to monitor doors.  



(1) The audible alarms (SONALERT) are located at the intrusion alarm panel in the Security Office and locally at all monitored doors.  The audible alarm may be silenced in the Security Office by pressing the "ACKNOWLEDGE" but​ton either on the alarm panel or remotely at the monitor watch station.  



(2) The visual alarms are an alarm light on the monitor panel and a light on the intrusion panel for the door which is alarming.  There are four conditions for the lights on the intrusion panel which correspond to the indi​vidual doors.  They are as follows:




(a) Red (ON), Green (ON) - Door in Access and closed (authorized entry/exit).  




(b) Red (ON), Green (OFF) - Door is open.  




(c) Red (OFF), Green (ON) - Door alarmed and closed (unauthorized entry/exit).  




(d) Red (Flashing), Green (ON/OFF) - Door alarming (unauthorized entry/exit).  

3.  FLEXALARM III Automated Fire Alarm System

a.  The FLEXALARM III automated fire alarm system (Flex III) is a system designed to continuously monitor 30 individual zones for up to six different types of alarm conditions.  The zones are set up to comprise one floor for one wing (i.e., zone 17 is F-Wing - first floor).  


b.  The Flex III automatically functions to cause the following if an alarm condition occurs.  



(1) All fire doors in the affected wing close.  



(2) Laboratory power in the zone is secured. 



(3) Evacuation horns in the wing sound.  



(4) The SUBASE Bangor Fire Department is notified.  


c.  With the proper conditions met, the following will also occur:



(1) The CO2 underfloor system in the affected laboratory will dump.  



(2) The Deluge Sprinkler system for the affected wing will pressurize. 

4.
Fire Fighting Trainer Alarm System

a.
Notifies SUBASE Bangor Fire Department and TRITRAFAC Bangor Security Office of fire or propane leak.


b.
Sounds evacuation horns in the Fire Fighting Trainer area.
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CHAPTER 7

KEY SECURITY AND LOCK CONTROL
Attachment:  (1) Key Subcustodian Designation Letter

701  GENERAL
1.  Purpose.  To publish guidelines and create conditions favorable to the main​tenance of an effective security posture for the Key Security and Lock Control Program at TRITRAFAC Bangor, and to ensure continuous key and lock accountability per references (a) through (c).

2.  Scope of Program.  All controlled keys, locks, padlocks, and locking devices used to secure all spaces, critical assets, classified material and sensitive materials supplies are included within this program (listed in paragraphs 102 and 103).  All resident tenant organizations, including contractors, will comply with the provisions set forth herein.  All other keys, locks, and padlocks used for personal convenience, privacy or administrative purposes will be administratively controlled. 

702  PERSONNEL.  The following positions are required to ensure an effective program: 

1.  Key Control Officer.  The Commanding Officer shall name, in writing, a Key Control Officer who is directly responsible for all security related key and lock control functions.  This individual shall be subordinate to the Physical Security Officer, and shall be responsible for the overall administration, opera​tion, and maintenance of the program. 

2.  Key Custodian.  Each department director, special assistant, and tenant activity director shall designate in writing, using Attachment (1), a Key Custodian responsible to the Key Control Officer for the administration of the program in that functional area.  Each custodian may designate as many key subcustodians (to include contractor personnel under their cogni​zance) as necessary to carry out the mission.  The number of subcustodians and actual assignments are subject to the approval of the responsible department director, special assistant, or tenant activity director. 

3.  Locksmith.  The Security Officer shall designate in writing, in the com​mand's collateral duty listing, a locksmith responsible to the Key Control Officer for routine lock and key maintenance and rotation. 

703  DUTIES AND RESPONSIBILITIES
1.  Key Control Officer.  The Key Control Officer shall:


a.  Maintain uniform and accurate Key and Lock Control Program records.


b.  Issue keys and locks to key custodians in each functional area.


c.  Store and account for spare keys, locks, and key blanks.
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d.  Order all security locks, cores, keys, and key blanks.


e.  Validate the need for key duplication requests.


f.  Conduct semiannual inventories of all keys and locks.


g.  Take immediate action to recover or replace affected locks upon compro​mise or loss of keys, and investigate lost or stolen keys and record all findings.


h.  Rotate all locks on an annual basis, or sooner, if required.


i.  Report all irregularities or problems to the Security Officer.

2.  Key Custodians.  Key custodians shall:


a.  Maintain uniform and accurate Key and Lock Control Program records for the functional area under their cognizance using Key Control (TRITRAFAC Bangor 5530/3), enclosure (3).


b.  Conduct and record monthly inventories of all locks and keys issued to the functional area under their cognizance.


c.  Assist the Key Control Officer in conducting semiannual key and lock inventories.


d.  Secure keys only in the authorized key control repository.


e.  Issue keys to and receive keys from authorized individuals only.  The Key Control Register will be used for this purpose.


f.  Immediately report to the department director, special assistant, or tenant activity director and the Key Control Officer possible compromise or loss of keys.

3.  Subcustodians.  Subcustodians shall:


a.  Immediately report to the key custodian any loss or possible compromise of keys.


b.  Assist the key custodian in conducting inventories of keys and locks.


c.  Maintain constant vigilance in the custody of keys in their charge.  Subcustodians are not authorized to subcustody the keys they have been issued to other individuals.

4.  Locksmith.  The locksmith shall:


a.  Replace, rotate, and recore locks as directed by the Key Control Officer.


b.  Duplicate keys only as directed by the Key Control Officer.


c.  Assist the Key Control Officer in conducting required inventories.

704  KEY CONTROL ROOM.  Room E-101A is designated as the Key Control Room.  All duplicate keys, master keys, key blanks, padlocks (key and combination), lock cores, master key control register, inventory records, rotation records, and key and lock maintenance equipment will be stored in the key control room under the direct control of the Key Control Officer.  The Key Control Room is controlled with appropriate security measures and access control procedures in effect.

705  KEY CONTROL REPOSITORIES 

1.  The Master Key Repository, located in the Key Control Room, is accessible only to the Key Control Officer and locksmith and is used to keep all nonissued security keys (not issued to functional areas, and keys to functional area key repositories).

2.  Key Repositories are used to keep functional area keys issued to Key Custodians.  All key repositories must be approved for use by the Key Control Officer.

706  KEY CONTROL.  The Key Control Officer and each key custodian and sub-custodian shall institute and keep records showing continuous accountability of all keys, using enclosure (3) and the Key Control Register as appropriate.

707  CRITERIA FOR ISSUING KEYS.  Convenience or status is not sufficient reason for issue of a security key, thereby eliminating the need for individuals being issued personal keys.  Keys will be issued only as follows:

1.  Department directors, special assistants, and tenant activity directors will be issued a submaster key to fit all spaces for which they are responsible.

2.  Division officers will be issued a submaster key to fit all spaces in their division.

3.  Key custodians will be issued no more than two keys for each core and padlock in their functional area.  Keys will be issued to designated subcustodians (i.e., lead instructor or LPO), and one key for each core will remain in the key repository.

4.  Master keys (which permit access to all rooms) will not be issued to any other than the following named personnel without written approval from the Commanding Officer: 


a.  Commanding Officer


b.  Executive Officer


c.  Facilities Manager and Facilities Engineers (four keys)


d.  Key Control Officer - Subcustody to OOD (two keys)

708  ADDITIONAL KEY REQUESTS.  Key/Lock Request (TRITRAFAC Bangor 5530/7), enclosure (4), will be completed for duplicate keys in addition to those issued in paragraph 707 above, and must be forwarded to the Security Officer, via the Key Control Officer, for approval.

709  REQUIRED KEY AND LOCK INVENTORIES.  The Key Control Officer shall conduct a semiannual inventory of all keys and locks during January and June of each calendar year and when relieved as Key Control Officer.  Key custodians shall inventory all keys and locks in their functional area by the first of each month, and report the results to the Key Control Officer in writing.  Key custo​dian accounts shall also be inventoried upon change of custodian, and the results reported to the Key Control Officer.

710  LOCK ROTATION AND CONTROL.  All security locks, padlocks, and lock cores will be rotated at least annually, as directed by the Key Control Officer, and upon loss or possible compromise of any key or core.  This practice guards against the use of illegally duplicated keys, and affords the opportunity for regular maintenance to avoid lockouts or security violations due to malfunc​tions.  Locks on the perimeter gates shall be changed annually.  A lock control log shall be used to document all lock changes.

711  LOCKSMITH SERVICES.  All requests for locksmith services shall be made, in writing, to the Key Control Officer for approval.

712  LOST/STOLEN SECURITY KEYS.  When a security key is lost or stolen, the last individual responsible for the key shall report the loss to the Key Custodian immediately, who shall report the loss to the Key Control Officer.  The Key Control Officer shall then direct replacement or rotation of locks, as necessary.

713  PADLOCK IN USE SECURITY.  When the door, gate, or other equipment which the padlock is intended to secure is open or operable, the padlock will be locked into the staple, fence fabric, or other nearby securing point to preclude the switching of the padlock to facilitate surreptitious entry. 

714  INFREQUENTLY OPENED DOORS AND GATES.  Inactive or infrequently used gates or doors must be locked and have seals affixed.  The approved seal is the car ball end seal, Military Specification MIL-S-23769C.
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KEY SUBCUSTODIAN DESIGNATION LETTER

Date      

MEMORANDUM

From:  (Department Director)

To:    Key Control Officer

Subj:  DESIGNATION AS KEY SUBCUSTODIAN

Ref:   (a) OPNAVINST 5530.14B

        (b) TRITRAFACBANGORINST 5530.2B

1.
(Rate, rank, full name) is designated as the (Department) Key Custodian Petty Officer for the (Department) per references (a) and (b).

                                                                       (DEPARTMENT DIRECTOR)

______________________________________________________________________________

From:  (Name of Key Custodian)

To:    Key Control Officer

Subj:  ACCEPTANCE OF KEY CUSTODIAN RESPONSIBILITIES

1.
I accept all duties as (Department) Key Custodian.  I will follow the guidelines per references (a) and (b).

                                                                       (MEMBER'S NAME)


Attachment (1)


CHAPTER 8

GOVERNMENT ARMS, AMMUNITION, AND EXPLOSIVES
801  GENERAL.  TRITRAFAC Bangor does not routinely possess or maintain Government arms, ammunition, or explosives. If such a need arises, the provisions of reference (d) will apply.
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CHAPTER 9

PRIVATELY OWNED FIREARMS, OTHER WEAPONS, AND EXPLOSIVES
901  GENERAL.  The provision of references (b) and (d) apply.
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CHAPTER 10

PHYSICAL SECURITY REVIEW COMMITTEE (PSRC), LOSS PREVENTION SUBCOMMITTEE (LPS),

AND PHYSICAL SECURITY REVIEW BOARD (PSRB)
1001  PHYSICAL SECURITY REVIEW COMMITTEE
1.  A Physical Security Review Committee (PSRC) is established to advise the Commanding Officer and to assist in applying the standards and implementing the program for physical security and loss prevention set forth in reference (b) and other governing directives.  

1002  FUNCTIONS OF THE PSRC.  The PSRC shall:

1.  Assist in deciding requirements for and evaluating security afforded to TRITRAFAC Bangor.

2.  Advise on setting of Security Areas (Restricted Areas).  

3.  Review reports of significant losses and breaches of security, and, based on analysis of such instances, recommend improvements to the Physical Security and Loss Prevention Program.  

4.  Approve revisions to this instruction, the Disaster Preparedness Plan, and the Confrontation Operations Plan prior to submission to the Commanding Officer.

1003  PSRC MEMBERSHIP
1.  The PSRC will include, as a minimum, the following permanent membership:


a.  Executive Officer


b.  Department directors; the Director, CISO; and the OSH Manager; or their designated representatives


c.  Security Officer (Chair)


d.  Command Security Manager


e.  CMS Custodian


f.  TS Control Officer


g.  ADP Security Officer


h.  Facilities Manager


i.  Command Audit Officer


j.  NLSO Representative (as required)


k.  Senior Master-at-Arms

1004  PSRC MEETING AND RECORDS.  The PSRC shall meet quarterly.  The specific date will be announced by the PSRC Chairperson at least 1 week before the meeting.  Minutes of the meeting shall be kept by the PSRC Chairperson, and will include summaries of Loss Prevention Subcommittee meetings.  Records of the PSRC meetings will be kept at least until completion of the CNTECHTRA Inspector General command inspection cycle (normal retention is 3 years).  

1005  LOSS PREVENTION SUBCOMMITTEE (LPS).  The LPS shall review and tabulate TRITRAFAC Bangor property losses and the action taken in response to those property losses.  The LPS shall report to the PSRC with respect to the effectiveness of the command loss prevention initiatives and make recommendations for improvements.

1006  LPS MEMBERSHIP.  The LPS is appointed by the chairman of the PSRC, but will have the following minimum membership:

1.  Supply Officer (Chair)

2.  Security Officer

3.  Security Manager

4.  Command Audit Officer

1007  LPS MEETINGS AND RECORDS.  The LPS shall meet at least quarterly.  The LPS Chairperson shall report subcommittee meeting summaries to the PSRC on a quarterly basis, before the quarterly meeting of the PSRC.  Those summaries will be appended to the PSRC minutes.   When needed, the LPS Chairperson shall make reports of property losses and breaches of security available to the PSRC for study.  

1008  PHYSICAL SECURITY REVIEW BOARD (PSRB).  TRITRAFAC Bangor is a tenant command of SUBASE Bangor and as such is a participating member of the SUBASE Bangor Physical Security Review Board.  The guidelines and procedures for that board are set forth in Chapter 11 of reference (b).  The Security Officer is the TRITRAFAC Bangor primary member to the PSRB and the Chief Master-at-Arms serves as the alternate member.  
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