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[ Har dwar e]

Departnent |IS Acquisition Strategy Plan (ASP)
[ Sof t war e]

Al S Repair Request

| NFOSEC | nci dent Report

| NFOSEC Vi ol ati on Report

| NFOSEC Non- Di scl osure Agreenent

a. To establish the command Information Systens Security
Pr ogr am

b. To define organizational structure that executes the
| NFOSEC Pr ogram

c. To set forth policies and gui delines necessary for
i npl enentati on of Department of the Navy | NFOSEC Program
t hr oughout NAVSUBSCOL.

d. To apply basic policr and principles of INFOSEC as they
relate to information technology (IT), since use of such systens
i ntroduces vul nerabilities uniquely attributable to that

t echnol ogy.

e. To establish processes to inplenent references (a)
t hrough (e).

f. To set policies and guidelines for use of the | NTERNET.

2. Cancel | ati on. NAVSUBSCOLI NST 5239. 2B

3. (Objective. To ensure availability of reliable information
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and aut omat ed support required to neet the command=s m ssion by
adequately protecting all information systens agai nst

unaut hori zed di scl osure, nodification, destruction or denial of
service, whether accidental or intentional.

4. Scope. This instruction applies to:

a. Al Federal Information Processing (FIP; resour ces,
enbedded FIP resources, information systens (IS), automated
information systens (Al'S) and networ ks desi gned, devel oped or
procured by NAVSUBSCCL.

b. Al FIP resources, enbedded FIP resources, IS, Al'S and
net wor ks desi gned, devel oped or procured by other activities or
contractors for use at NAVSUBSCOL.

c. Printing, imaging, recording or other equipnent that are
part of 1S, connected to IS, or driven by process control or
enbedded conputers.

5. Organization. Enclosure (1) illustrates the organi zati onal
structure of the Information Systens Security (I NFOSEC) Staff.
The Desi gnated Approving Authority (DAA) appoints in witing a
Security Oficer, Comunications Security (COVSEC) Materi al
System (CMS) Cust odi an, TEMPEST Control O ficer and Autonmated

I nformati on Systens (AI'S) Security O ficer. Appointnments to other
| NFOSEC St aff positions are designated in witing by the
Department Head. The AIS Security O ficer reports to the
Security Manager and Desi gnated Approving Authority.

6. Roles and Responsibilities. Personnel assigned to the

| NFOSEC Staff must acconplish their duties as described in
references (b) and (c), and this instruction. Since each
departnment within the command mai ntai ns sone autonony, AlS
Departnent Security Oficers (A SDSO shall be appoi nted by, and
act for, the Departnent Head as the AIS Security Oficer (Al SSO
does for the DAA. However, AlIS Departnment Security O ficers also
are responsible to the AIS Security Oficer and shall be entered
in the Command Collateral Duty list. Departnment representatives
shal | have at |east one year renmaining at the command prior to
their projected rotation date.

7. Definitions. References (a) through (c) provide definitions
and acronyns essential to understandi ng program concepts.

Encl osure (2) contains additional definitions specific to
NAVSUBSCOL.

8. Training. The AIS Security Oficer will ensure all personnel
who operate, nmanage or admnistrate IS receive training In
accordance wth references (b) and (c).

~a. End Users. AIS Department Security Oficers shal
adm nister training to their departnents’ IS end users at | east
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annual ly. A copy of all related training reports nust be
submtted to the AIS Security Oficer. End user training reports
shall be retained by the AIS Security Oficer for two years.

b. |INFCSEC Staff. Menbers of the | NFOSEC Staff nust receive
formal training within three nonths of appointnent.

c. Upper-Level Managers includes, but not limted to
Departnent Head, Division Heads, officers and civilians with
equi val ent positions. Al upper-Ilevel managers shall receive
formal training within six nonths of assignnent.

9. Accreditation. |S shall be protected by continuous use of
appropriate protective neasures such that remaining risks are
acceptable to the DAA. Accreditation only can be acconplished by
a process of preparation, risk managenent and certification.

a. Preparation

(1) [INFOSEC Survey. Enclosure (3) shall be used to
collect information on TS for inclusion in the accreditation
process. Survey will be conpleted by the responsible AIS System
Security O ficer, approved by the cogni zant Departnent Head and

returned to the AIS Security Oficer. |NFOSEC Surveys shall be
conpleted in support of accreditation and to request a change in
accreditation status. | NFOSEC Surveys shall be verified at the

direction of the AIS Security O ficer; Departnment Head approval
need be obtained only if verification results in a change of
survey dat a.

(ZL Configuration Control. 1S configurations shall be
nmonitored by the AIS Security Oficer. Each systemand term nal
must be conprised of the internal hardware, external equipnent
and software specified in the I'S configuration report. Changes to
an IS configuration may be acconplished with AIS Security O ficer
approval of an IS Configuration Change Request, enclosure (4).

An I nter-Departnental Transfer of Plant Account M nor Property,
contained in reference (f), need not be conpleted when an IS
Configuration Change Request is submtted. AIS SKsten1Security
Oficers are notified of approved configuration changes when a
new configuration report is issued.

(3) Activity INFOSEC Plan. The AIS Security Oficer
shall submt an Activity TNFOSEC Pl an to the DAA annually, or

uFon change. The Activity INFOSEC Pl an shall include the
el ements for an Activity AIS Security Plan specified in reference
(b), and be nmintained current.

(a) IS Accreditation Schedule (AS). The AI'S
Security Oficer shall maintain a current TS AS in accordance
wth reference (b). The IS AS shall be forwarded to the DAA for
promul gation quarterly, independent of the Activity | NFOSEC Pl an.
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(b) InterimAuthority to Operate (1 ATO . \Wen
operational necessity dictates, the DAA may grant TATO for
systens on the IS Accreditation Schedul e. | ATO shall not exceed
one year. No system may operate unless granted accreditation or
| ATO by the DAA.

b. Risk Managenent. Accreditation groups shall be derived
by the AIS Security Oficer in support of risk managenent and
accreditation groaﬂ status. The AI'S Security Oficer assesses
addi tional risks en introduced and initiates appropriate action
Wi th respect to accreditation. |In instances where accreditation
or | ATO should be renoved, the AIS Security Oficer places the
grouE on the accreditation schedule. Accreditation 1s considered
by the DAA once the accreditation group has undergone ri sk
anal ysi's, contingency planning and testing, and security test
eval uati on.

(1) R sk Analysis. The AIS Security Oficer shal
determ ne the risk analysis nethod appropriate for each
accreditation group. Upon conpletion of risk assessnent, the AI'S
Security Oficer wmll forward a report to the cognizant

Depart ment Head detailing the accreditation groups= security
posture and recommendations for inprovenent. The Departnent Head
then conpares the costs and benefits for recommended security

saf eguards and inplenents those appropriate. Risk AnaIKsis
Reports are returned to the AIS Security Oficer when the
Departnent Head has conpleted his action.

(2) Contingency Plans. Mssion critical 1S shall have
contingency plans devel oped and tested annually in accordance
wth references (b) and (c). The DAA determ nes which IS are
m ssion essential and specifies required contingency plans in the
Activity INFOSEC Pl an. AlIS Departnment Security Oficers wll
devel op, test and docunment all contingency plans.

(3) Security Test and Evaluation (ST&E). The AI'S
Security Oficer shall determne the ST&E nmethod appropriate for
each accreditation group and appoi nt nenbers of the | NFOSEC St af f
to prepare and conduct testing. The AIS Security Oficer shal
t hen assess results and docunent the evaluation 1n an ST&E
Report.

c. Accreditation Docunentation consists of the Risk
Anal ysi s" Report, Contingency Plan(s) and testing docunents, and
the ST&E Report. Upon conpletion of the risk managenent phase,
the AIS Security Oficer may certify an accreditation group as
having net the requirenents of reference (b) and this
instruction. Accreditation Docunentation shall be forwarded to
the DAA, via the cognizant Departnment Head, with a certification

statement and the AI'S Security Oficer=s recomendations
concerni ng accreditation.

d. Accreditation Statenent. Followi ng review of
docunentation 1n support of accreditation, the DAA may issue an
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accreditation letter for the accreditati on group, allow continued
operation of systens within the group under an | ATO, or restrict
operations. The AIS Security Oficer may include additional
systens and termnals into an accreditation group at any tine
during the accreditation process provided the additions are
consi stent wth the common architecture and operati onal
envi ronment of the group. Accreditation shall be reviewed by the
Al'S Security Oficer in accordance with reference (b).

10. Life Cycle Managenent (LCM). Prior to Purchasi ng i nformation
resources (I'R), the Departnment Head shall plan and budget for
each project. LCM docunentation shall be submtted i n accordance
with references (a) and (d), via the AIS Security Oficer and
Supply/Fiscal O ficer, for technical and funding certification.
LCM docunent ati on shall include Departnment 1S LCM Reports,

| NFOSEC Surveys for proposed new systens and, when required,

M ssion Needs Statenment (MNS), System Decision Paper (SDP) and
Abbr evi at ed System Deci si on Paper (ASDP).

a. Departnent IS LCM Report. Enclosure (5) shall be used to
budget for the Tife cycle of each system Departnent Heads shall
ensure their 1S LCM Report reflects accurate cost estimtes and
is submtted to the Commanding O ficer by 1 Septenber each year
for approval.

b. Mssion Needs Statenment (MNS) is docunented in accordance
with references (a) and (d) by the cognizant AI'S Depart nent
Security Oficer.

c. Systens Decision Paper (SDP). The cognizant Al'S
Department Security Oficer shall submt a current SDP at each
LCM m | estone in accordance with references (a) and (d).

d. Abbreviated Systens Deci sion Paper (ASDP). When all owed
by references (a) and (d), cognizant AIS Departnment Security
Oficers will prepare an ASDP in lieu of MNS and SDP. Review and
aﬁpr oval of ASDP shall be in accordance with reference (d) and
this instruction.

e. Departnment IS Acquisition Strategy Plan (ASP).
Depart ment Head must plan specific TR purchases tor each quarter
of an entire fiscal year. However, purchases will be authorized
for only the first three quarters. Enclosures (6) and (7) shall

docunent the departnent=s IR purchase requests by system and
term nal nunber. Spending for each systemon the IS ASP shall be

consistent wwth the systenrs estimted cost in the Departnent |S
LCM Report. Further, ASP must be supported by LCM docunentation
in accordance with references (a) and (d). Departnent Heads
shall submt their IS ASP to the Commanding Oficer by 1

Sept enber each year for approval, using enclosures (6) and (7).

11. IR Procurenent. The AI'S Security Oficer shall ensure all IR
procurenment action has first nmet LCMrequirenents. Purchases may
I ncl ude new operating IS and pl anned upgrades or repairs of
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exl st ng resources.

a. New Systens and Upgrades

(1) Requisitions are prepared for itens listed in an
approved IS ASP by the cogni zant Repair Parts Petty O ficer
(RPPO. IR requisitions shall be submtted to the Supply/Fiscal
O ficer via the AIS Security Oficer. The AIS Security O ficer
ensures the requisition is prepared correctly for the 1ten(s)
under procurenent and is supported by LCM docunentation. The
Suppl y/ Fiscal Oficer shall coordinate any special funding
requi renents, nonitor the progress of all purchases, and provide
copies of all requisitions, contracts and nodification docunents
to the ASP Security Oficer.

(2) Accreditation. The AIS Security Oficer will assign
system and term nal nunbers, revise Configuration Database(s),
and initiate the accreditation process, as required. The AI'S
System Security Oficer shall submt an approved | NFOSEC Survey,
enclosure (3), to the AIS Security O ficer prior to operating a
new i nformati on system

b. Repair. An AS Repair Request, enclosure (8?, shal | be
used to notify the AIS Security Oficer of any IS rel ated

equi pmrent needing repair or replacenment. The AIS Security

O ficer evaluates all repair requests and directs corrective
action. Requisitions are prepared and processed the sanme as
upgr ades, except itenms need not be specified in an IS ASP.
Procurenment of repair or replacenent itenms shall be acconplished
within thirty days of repair evaluation. |[|f repair costs exceed
that specified for the system LCM docunents need not be revised
until the follow ng fiscal year.

12. IR Distribution. The AI'S Security Oficer is the point of
contact for TRregardless of origin. IR received by departnents

other than supply nust be reported to the AIS Security Oficer,
accounted for 1n LCM docunentation, and be included in the
accreditation process. The receiving agency shall be the Supply
Department for procurenent of IR

a. Receipt. The Supply/Fiscal Oficer shall ensure all
warrantee and registration material is renoved fromreceived IR
and forwarded to the AIS Security Oficer for action. A copy of
all active materials nust be maintained on file by the AIS
Security Oficer.

b. Deploynent. The AI'S Security O ficer shall provide a
copy of new configuration reports to the AIS System Security
Oficer when IR is issued. Before installation onto a system or
termnal, the AIS System Security Oficer nust ensure the IRIis
assigned to its configuration. Additionally, the AIS System
Security Officer nust verify the system has been granted | ATO or
accreditation by the DAA prior to operation.
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(1) Hardware. Before issuing hardware to the cogni zant
RPPO, the Supply/Fiscal Oficer will provide the AIS Security
Oficer information required for configuration control. Further,
all original software nedi a associ ated with hardware shall be
removed and forwarded to the AIS Security O ficer before
depl oynent. 1S external hardware nust be recorded in plant
account. The cogni zant Departnment Head is responsible for
ensuring such equi pnent is processed appropriately in accordance
with reference (f).

(2) Software. Al software |icensing agreenents are
enforced by the TNFOSEC Staff. The AIS Security Oficer nonitors
Iicense use in configuration control. Media containing software
shall not be entered into plant account since the intrinsic val ue
of software is in the license. The AIS Security Oficer shal
mai ntain control of all original |icenses, copyrighted, public
domai n and eval uation software nmedia. A nenber of the receiving
departnment=s | NFOSEC Staff nust provide the correct nedia and

produce a wor ki ng coEy of software for installation. Wrking
copi es of software shall be safeguarded as if the nmedia were

originals.

c. Inoperative, Excess and bsolete IR IR identified as in
excess or obsolete shall be placed into the departnment=s pool of
avai |l abl e assets. Inoperative equi pment shall be eval uated for
repair and placed into the pool. en the AI'S Depart nment

Security Oficer has determned the IRis not desired by the
command, the material shall be surveyed per reference (f), if
rgqglred, and transferred in accordance with DOD Directive
7950. 1.

13. 1S Operation. 1S operated in NAVSUBSCOL spaces shall be used
for officral governnment business only. Any other use constitutes
nonconpl i ance with the Conputer Security Act of 1987, Code of
Conduct (mlitary) and Standards of Conduct (civilian).

Addi tionally, each system nust be granted | ATO or accreditation
by the DAA r|or to oPeration in accordance with references (b)
and (c?. | S shall operate in Dedicated Mbdde per reference
(e) unless OthGFMASG specified in the Activity | NFOSEC Pl an.

a. Privately Owmed Assets. Use of privateIK owned or | eased
| R wi t hi n NAVSUBSCCOL spaces requires witten authorization from

t he Commanding O ficer. Such perm ssion shall be granted only
for performance of official governnent business. These assets
must be accredited and regul ated the sane as those owned by
NAVSUBSCOL. Privately owned or |eased assets shall not be used
to acquire, store, control, transmt or display classified data.

b. Departnent of Defense or Contractor Owmed Assets. IR
owned, operated or provided by a Departnent of Defense activity
or contractor for use in NAVSUBSCOL spaces nust be granted an
| ATO or accreditation by the DAA prior to operation, and are
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subject to the requirenments of references (a) through (e) as well
as this instruction. |In cases where the activity or contractor

fails to furnish an | ATO or accreditation statenent, the

cogni zant Departnent Head shall enter the assets into LCM
docunent ati on, specifying funding sources, and the AIS Security
Oficer will initiate the accreditation process. However, if the
activity or contractor intends only tenporary operation of
unclassified IR the cogni zant Departnment Head need only obtain
written authorization fromthe Conmanding O ficer to grant
oEeration for the intended period of use. Under no circunstances
shall this period exceed six nonths.

c. Communications. AlS System Security O ficers nust

mai ntain termnal Tocator lists identifying NAVSUBSCOL systens
that communicate with IR outside the command. The |ist shal
specify what activities the system accesses and an i nventory of
ot her NAVSUBSCOL assets that al so access the sane resources.

Cl assi fied communi cations shall be encrypted or be transmtted
along a Protected Distribution System (PDS) in accordance with
OPNAVI NST C2200. 13.

d. Malicious Code. Executable files shall be obtained only
fromthe ATS Security Oficer. No such files should be
transmtted or acquired froman IR nor be transferred on
renmovabl e nmedi a unl ess authorized by the AIS Security Oficer.
Such files may include malicious code that could conprom se
exposed systens. Therefore, the A'S Securitr O ficer nust ensure
that all executable files are scanned properly for malicious code

prior to issue. Detection of malicious code shall be treated as
an | NFOSEC i ncident and reported to the AIS Security Oficer.

e. |INFGSEC Incidents and Violations. |NFOSEC I ncidents
shall be reported to the AIS Security Oficer with an | NFOSEC
I nci dent Report, enclosure (9). The AIS Security Oficer wll
evaluate all incidents and report violations to the |ISSM and
%bn?anding Oficer with an I NFOSEC Vi ol ati on Report, enclosure

10).

f. System Docunentation. AlS System Security Oficers are
responsi bl'e for maintaining a system bi nder near each |IS.
I ncluded in the binder shall be a security operating procedures,
speci al Procedures, contingency plans, termnal |ocator |ists,
appl i cabl e Menoranda Agreenents, a current |ist of authorized
users, nost recent configuration reports provided by the AI'S
Security Oficer and any other technical or functional
docunentation relevant to the system The binder shall be used
by end users to train on security procedures and serve as a
source of information specific to the system The AIS Security
O ficer pronul gates separately, and i ssue changes to SOP. AIS
System Security Oficers may require additional security or
operational neasures in the formof special procedures.




NAVSUBSCOLI NST 5239. 2C

) 30 Jul 98
14. Action

a. Security Oficer shall coordinate and nonitor Conputer
Security (COWUSEC), Communi cations Security (COVSEC) and
Emanations Security (TEMPEST) w t hin NAVSUBSCOL.

b. OCMs Custodian shall enforce, coordinate and nonitor
t el ecommuni cations security to include transm ssions, em ssions,
use of cryptographic devices and physical security of COVSEC
mat eri al and NAVSUBSCOL.

c. TEMPEST Control Oficer shall enforce, coordi nate and
nmoni tor emanations security to include control of conprom sing
emanati ons fromtel econmuni cati ons and i nformati on resources at
NAVSUBSCOL.

d. AIS Security Oficer shall:

(1) Provide training to | NFOSEC Staff and upper-|evel
managenent in accordance with reference (c) and this
i nstruction.

(2) Enforce, coordinate and nonitor accreditation
process in accordance with references (b) and (c).

(3) Act as Certification Authority for all information
systens in accordance with reference (b).

~ (4) Forward all docunentation in support of
accreditation to the Designated Approving Authority with
recomendati ons concerning accreditation.

(5) Report all INFOSEC Violations to the Security
Manager and Desi gnated Approving Authority.

~(6) Develop and maintain current information systens
security operating procedures.

(7) Enforce, coordinate and nonitor life cycle
managenent, for all information resources in accordance with
references (a), (b) and (d).

~ (8) Reviewall information resource procurenent for
conpliance wwth references (a), (b) and (d).

(9) Evaluate and direct AIS repair action.
_ - (10) Monitor information resources distribution for
inclusion into configuration control and the accreditation
process.

(11) Enforce, coordinate and nonitor inplenentation of
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references (a) through (e) as specified in this instruction.

e. Supply/Fiscal Oficer shall

(1) Reviewlife cycle managenment and procurenent
docunentation for conpliance with references (a) and (d), and
coordi nate fundi ng requirenents.

_ (2) Provide the AIS Security O ficer information
required to nonitor distribution of 1nformation resources.

f. Departnment Head shall

(1) Appoint in witing an AlS Departnent Security
Oficer, AIS System Security Oficers, Network Security Oficers
and Term nal Area Security Oficers.

_ (2) Evaluate and manage information resources wthin
their departnment to include approval of information resource
procurenent, along wth changes in | NFOSEC surveys.

(3) Assess INFCSEC risks and inplenment cost effective
saf eguar ds.
(4) Submt life cycle managenent docunentation required
by references (a), (b) and (d), and this instruction.
g. Departnent Repair Parts Petty Oficer shall:

(1) Prepare all information resource requisition
docunents approved for procurenment in life cycle managenent by
t he Commandi ng O ficer.

(2) Prepare all information resource requisitions for
Al' S repairs/repl acenents.

(3) Advise their Departnment Head on matters concerning
| NFOSEC and |ife cycl e nmanagenent.

_ (4) Act as Program Manager for all departnment
i nformation system projects in accordance with references (a) and

(b).
h. AI'S Departnent Security Oficers shall:

(1) Provide training for all information system end
users wthin their departnent in accordance with references (b)
and (c).

(2) Enforce, coordinate and nonitor the accreditation
process within their departnment in accordance with references (b)
and (c), including devel opnent and testing of required
contingency plans and participation in risk managenent.

(3) Advise their departnment Departnent Head on matters
concerning I NFOSEC and |ife cycle nanagenent.
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_ (4) Act as Program Manager for all departnent
i nformati on system projects in accordance with references (a) and

(b).
i. AI'S System Security Oficers shall:

(1?_ I ndoctrinate information systens end users in
| NFOSEC policy and requirenents.

(2) Retain signed non-disclosure agreenents required by
reference (b).

(3) Enforce, coordinate and nonitor accreditation
process for information systens under their cognizance in
accordance wth references (b) and (c), including participation
in risk managenent.

(4) Perform | NFOSEC Surveys in support of accreditation,
requested changes in accreditation status, and when directed by
the AIS security Oficer.

(5) Enforce configuration control as required by
reference (b) and by this instruction.

~(6) Verify information systens are granted Interim
Authority to Operate or Accreditation prior to operation.

(7) Miintain system docunentation as required by
reference (b) and this iInstruction, including devel opment and
i npl enmentati on of special procedures.

(8 Report all INFOSEC Incidents to the AIS Security
O ficer.

_ (9) Initiate AISrepairs, informthe AIS Security
O ficer, and advi se procurenent action.

J. Information Systenms End Users shall:

(1) Understand and conply with references (b) and (c?,
this instruction, security operating procedures, and applicable
speci al procedures.

_ (2) Sign a non-disclosure statenment, enclosure (11) as
required by reference (b), prior to accessing an information
system

(3) Informthe AIS Security O ficer of practices
dangerous to security, inproper operations or needed repairs.

_ (4) Qotain permssion fromthe AI'S Systenlsecpritr_
O ficer to change an IS configuration, location, functionality,

11
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architecture or environnent.

15. | NTERNET

a. Policy. This policy anplifies CNO nessage 212001Z Jul
95, CGuidelines for Naval Use of the INTERNET, and is in
accordance wth the Guidelines established by Chief of Naval
Educati on and Trai ni ng (CNET).

(1) CNET shall provide Naval Submarine School with
m ssion rel ated access for | NTERNET servers and servi ces.

(2) The I NTERSERVI CE SUPPORT AGREEMENT (1 SA) from
Commandi ng O ficer, Naval Education and Training Professional
Devel opment and Technol ogy Center (NETPDTC), details the support
of autonmated data processing/automated services for the Local
Area Network (LAN) and the I NTERNET. All server systens wll
operate in an environnment with FI REWALL nechani sns mai nt ai ned at
CNET.

b. RESPONSI BI LI Tl ES.

(1) The Commanding O ficer of Naval Submarine School is
t he Designated Approving Authority for Information that will be
accessed/ provi ded via the | NTERNET by personnel at NAVSUBSCOL.

(2) The Automated Information System Security O ficer
shal | :

(a) Ensure that information provided on the
command’s World Wde Wb (WMWY hone page/s does not contain
classified, unclassified sensitive, or privacy information, or
information that could enable the recipient to infer classified
or unclassified sensitive information, either from i ndividual
segnents of the information, or fromthe aggregate of all the
i nformati on avail abl e.

(b) Support, as requested the design and
mai nt enance of NAVSUBSCOL World Wde Wb (WWN Hone page for the
NAVSUBSCOL Public Affairs Ofice.

(c) Ensure that official information cleared for
public release is consistent with established DoN, DoD, and
Nat i onal policies and prograns.

(d) Review, as required, all WWHone page or ot her
| NTERNET i nformation to ensure conpliance.
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(3) The Public Affairs Oficer shall:

(a) Serve as the NAVSUBSCOL WEB adm ni strator for
WWV desi gn and site mai ntenance as well as the proponent office
for site servicing. The public affairs office address wll serve
as the E-mai| address.

(b) Ensure the appropriateness and factual accuracy
of all information. Ensure that official information cleared for
public release is consistent with established DoN, DoD, and
Nat i onal policies and prograns. Avoid links to vendors selling

services and products to the governnent, as such a link m ght
gi ve the appearance of DoN endorsenent of product or service, or
showi ng favoritismto a particul ar vendor.

(c) Ensure that all material submtted for
publication does not contain classified information, unclassified
sensitive information, or privacy act information, or information
that could enable the recipient to infer classified information
or unclassified sensitive information, either from i ndividual
segnents of the information or fromthe aggregate of all the
i nformati on avail abl e.

c. USAGE. The INTERNET nust be used with the highest
prof essi onal standards and credibility of Naval Submarine School
in mnd.

(1) Only client/browser software provided by NETPDTC
W Il be used for I NTERNET access. No personal software wll be
used without approval fromthe Commandi ng Oficer, Naval
Submari ne School. The use of dial-up nodens to access the
| NTERNET i s prohibited, such access by-passes FI REWALL
pr ot ection.

(2) No public domain freeware software shall be
downl oaded fromthe | NTERNET at NAVSUBSCOL wi t hout prior approval
fromthe Automated Information System Security Oficer and the
Commanding Officer. Al AIS rules concerning configuration
control and notification apply to software approved for down | oad
fromthe | NTERNET.

(3) The use of the INTERNET for educational purposes,
| ocal / national news, sports scores, stock reports, and pertinent
information is permitted as long as it does not conflict with
work and is in keeping with professional standards and Navy Core
Val ues.
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(4) Information placed on the I NTERNET, for public
access, nust be submtted through the same public affairs
channel s as “hard” copy material proposed for publication, (for
national release). Al information nust first be cleared through
t he NAVSUBSCOL Public Affairs Oficer. These regul ations apply:
U.S. Navy Public Affairs Regul ati ons, SECNAVI NST 5720. 44A,
Department of the Navy Privacy Act Program SECNAVINST 5211. 5D

and Departnent of the Navy Information and Personnel Security
Program Regul ati on, OPNAVI NST 5510. 1H.

K. B. LEAHY

Di stribution
Case A
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| NFOSEC STAFF ORGANI ZATI ON
Designated Approving Authority
(Commanding Officer)
Security Officer
CMS Custodian AIS Security Officer TEMPEST Control Officer
AIS Department Security
AIS System Security Officers Network Security Officers

Terminal Area Security Officers

Encl osure (1)



NAVSUBSCOLI NST 5239. 2C
30 Jul 98

DEFI NI TI ON OF TERMS

| NFOSEC | NCI DENT: Any practice dangerous to | NFOSEC or could
result in an | NFOSEC vi ol ation. See also, |NFOSEC Viol ation.

| NFOSEC VI OLATI ON. Any event that results in unauthorized
di scl osure, nodification, destruction or denial of service,
whet her accidental or intentional, of information stored,
processed or displayed by an information system

SYSTEM Hardware, firmmvare and software conprising a single
stand-al one AIS or network of AIS. An AlIS or network may
communi cate with other systens on a limted basis; however
system boundaries are defined by all AI'S, networks and conputer
resources wth extended periods of conmmuni cation.

TERM NAL: Hardware, firmnvare and software conprising an otherw se
si ngl e stand-al one Al S connected or conmuni cating with other
termnals or AIS a majority of operational tinme. Termnals may be
Al S networ ked or input/output devices comrunicating with an Al'S
or network of AlS.

Encl osure (2)
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System I dentification:
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30 Jul

| NFOSEC SURVEY

98

Syst em Nunber:

Ter m nal Nunber:

Accreditation G oup:

Nonencl at ur e:

Mode of Operation:

Qperating System

Deskt op: St and- Al one Net wor k ( LAN) Gover nrent Owned
Mobi | e Conmuni cat i ons Net wor k ( VWAN) Pri vat e/ Contract or
O her (s)
Locati on:
Depart ment : Code: Bui | di ng: Room
System Functi on:
Graphi cs Wor d Spr ead Dat a Base Pr oj ect
Present - Processi ng Sheet Managenent Managenent Conmuni cat i ons
ations
O her (s)
System Environnent :
Cl osed I ntrusion Vi sitor Escort Badge
Guard Crcuit TV Det ecti on Cont r ol Procedur es I dentification
For ce System System
O her (s)
System Cl assification:
Uncl assi fied Sensitive Confidenti al Secr et Top Secr et
Uncl assi fi ed
O her (s)
ADP System Security Oficer:
DAA: [ ] CO NAVSUBSCOL [ ] OQther:
Last Nane First Nane M Rank/ Rat e
Depar t nent Code Phone | PRD/ Loss Date
Ext ensi on
Approved:
Depart ment Departnment Head Signature Dat e

NAVSUBSCOL 5239/7 (11/93)
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5239. 2C

Pl ant Account Make Model | NT/ EXT Seri al Nunber

M nor or or or or Dol | ar
Property or Publ i sher Title Medi a Li cense Nunber Val ue
Contr ol and Type

Nunmber Ver si on




REQUEST | S CONFI GURATI ON CHANGE

NAVSUBSCOLI NST 5239. 2C

30 Jul

98

pepart nent/ Loae

iransterring rtemi{(s)

From

To: ADP Security O ficer

Vi a: pepart ment Loae Kecelving ttem{(s)
Subj : | NFORMATI ON SYSTEMS CONFI GURATI ON CHANGE REQUEST

1. Request the foll ow ng change (s) be nade to IS configurations:

(I;OUﬂt

Pl a%‘ ﬁ\
Pr or
jiAgs]

Nonmencl at ur e

Li cseer{ s! eal Nu0

Dol | ar Val ue

er
$
Transferring From Receiving To
Department | Division | System | Term nal | Bl dg/ Room | vepartnent | Division | System | Term nal | Bl dg/ Room
Department/ Di vi sion Head Transferring ltem(s) Department/ Di vi si on Head Receiving Item(s)
Si gnat ure Dat e Si gnhat ure Dat e
Remar ks

Di stribution (Pl ant
Pl ant Account M nor
Pl ant Account M nor
Pl ant Account M nor

Account M nor

Property Adm ni strator
Property Responsible Oficer,
Property Responsible Oficer,

NAVSUBSCOL 5239/3 (Rev 11/93)

Property Transfers Only):

Transferring Code
Recei vi ng Code

Encl osure (4)
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Department IS Life Cycle Managenent (LCM Report

Life COSTS (%)
System
Upgr ades
Cycle |initial | Consuma | Repair Tot al
Nunber bl es Har dwar e Sof t -
War e
(Yrs) Internal | External
Departnent: Page of

NAVSUBSCOL 5239/8 (11/93) ENCLOSURE ( 5)
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| NSTRUCTI ONS

System Nunber: Specify nunber assigned to the IS by the AIS Security
Oficer and used in configuration control. If sPecifying a new system
¥¥th)no assigned nunber, wite in a sequential letter (i.e., A B,

Life Cycle (YRs) : Nunmber of years the systemis expected to be in
service. An AIS is considered obsolete en its life cycle exceeds
ei ght years and is no |longer in production.

Costs (%) :

Initial - Cost associated with initial procurenent of system including
CPU, nonitor, keyboard, operating software, application software and
speci al add-on internal and external hardware itens (e.g., printers, CD
ROM drive, tape backup, additional RAM.

Consumabl es - Cost of consumables throughout the life cycle of the
systemto maintain the IS operational. This includes printer ribbons,
| aser printer toner and cleaning materials. This also includes printer
paper or floppy disks.

Repair - Cost of repairs throughout the life cycle of the system This
i ncludes cost of replacing portions of the systemin lieu of repair.
Thi s does not include preventative nai ntenance costs.

Upgr ades -

Hardware (Internal) . Cost of upgrading hardware itens internal to the
CPU box throughout the life cycle of the system These costs are
incurred followwng the initial purchase due to the technol ogical
advances and expanded functions of the system

Hardware (External) . Cost of upgrading hardware itens external to the
CPU box throughout the life cycle of the system These costs are
incurred following the initial purchase due to technol ogi cal advances
and expanded functions of the system

Sof t war e. Cost of new software or changes in existing software
versions throughout the life cycle of the system These costs are
incurred followmng the initial purchase due to technol ogi cal advances,
expanded functions of the system and revisions to software.

TOTAL - Initial costs of the system added with the costs of

consunmabl es, repair and upgrades throughout the life cycle of the
system

BACK OF ENCLOSURE( 5)
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Department IS Acquisition Strategy Plan (ASP)
[ Har dwar e]
QR FYy.
System | Term | I NT EXT Nonencl at ur e Justification
Department: Page of

NAVSUBSCOL 5239/9 (11/93)
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| NSTRUCTI ONS

Each DEPARTMENT specify thensel ves by code nunber.
Use each sheet for only one quarter (QIR) of a fiscal year (FY)
Mar k Page nunber of total nunmber of pages for the FY.

System Specify nunber assigned to the IS by the A'S Security
Oficer and used in configuration control. If specifying a new
?ystemw th n(c): as)si gned nunber, wite in a sequential letter

l.e., A B, C..

Term Specify term nal nunber assigned to the AIS by the A'S

Security Oficer and used in configuration control. If specifying
a new termnal with no assigned nunber, wite in a sequential
letter (i.e., A B, C..) . If the AIS not part of the network,

| eave bl ank.
INT: Check if hardware itemis internal to the CPU box.

EXT: Check if hardware itemis external to the CPU box.

Normencl ature: Specify the hardware item generic nanme and techni cal
S|oe0|’r| cations that nust be satisfied (e.g., Laser Printer - 8 ppm
bl ack and white, front to back)

Justification: Specify why hardware item is required for the
sKstem Shoul d i nclude short description of hardware itens= use in
the system Reference applicable System Decision Paper (SDP) or
Abbr evi at ed System Deci si on Paper (ASDP)by designati on.

BACK OF ENCLOSURE( 6)
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Department IS Acquisition Strategy Plan (ASP)
[ Sof t war e]
QR Fy:
System | Term| Nonencl at ure Media | Justification

Depart ment: Page of

NAVSUBSCOL 5239/9 (11/93) Encl osure (7)
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| NSTRUCTI ONS

Each DEPARTMENT specify thensel ves by code nunber.
Use each sheet for only one quarter (QIR) of a fiscal year (FY)
Mar k Page nunber of total nunmber of pages for the FY.

System Specify nunber assigned to the IS by the AIS Security
Oficer and used in configuration control. If specifying a new
systemcwtgl no assigned nunber, wite in a sequential letter (i.e.,
A B C..) .

Term Specify termnal nunber assigned to the AIS by the AIS

Security Oficer and used in configuration control. If specifP/i ng a
new termnal with no assigned nunber, wite in a sequential letter
(i.e., A, B, C..) . If the AIS not part of a network, |eave bl ank.

Nonencl ature: Specify the software item manufacturer, title names
and version (e.g., Fifth Generation Direct Access version 5.0)

Medi a: Specify nedia size and type (e.g., HD 3.5 or DD 5.25)

Justification: Specify why software itemis required for the system
Shoul d i nclude short description of software itemrs application in
the system Reference applicable System Decision Paper (SDP) or
Abbr evi at ed System Deci si on Paper (ASDP) by designati on.

BACK OF ENC. (7)
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Al S REPAI R REQUEST
Dat e:

VEMORANDUM

From AIS System Security Oficer, System
To: Al'S Security Oficer

Vi a: Al S Department Security O ficer, Code
Departnent Departnent Head, Code

Subj: Al'S REPAI R REQUEST

1. Request evaluation for repairs to Al S

2. Poi nt of contact:

Rank and Rate First and Last Name Room Extension

3. Description of synptons/mal function:

4. Actions already taken/initiated:

NAVSUBSCOL 5239/2 (REV 11/93) Encl osure (8)
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SAVPLE
MVEMORANDUM
Dat e:

From AIS Security Oficer
To: Al S Departnment Security O ficer, Code

Subj: Al'S REPAI R REQUEST

Ref: (a) AIS Repair Request, System , dtd

1. Evaluation results for reference (a) follow

2. Take the follow ng action:

3. Procurenent of repair/replacenent itens does not require an
Acqui sition Strategy Plan. However, requisition docunmentation nust
be submtted to the AIS Security Oficer for reviewwthin thirty
(30) days of this nenorandum
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| NFOSEC | NCl DENT REPORT
Dat e:

From AlS System Security Oficer, System
To: Al'S Security Oficer
Vi a: glg Al S Departnment Security Oficer, Code
2) Departnent Head, Code
Subj : | NFORVATI ON SYSTEMS SECURI TY | NCI DENT
Ref : (a) NAVSUBSCOLI NST 5239. 2C
Encl: (1) INFOSEC | ncident Summary
(1;51). An | NFOSEC Incident is reported in accordance with reference
a. System Nunber:
b. Incident Date: Tinme:
c. Nature of incident (check all that apply)
Acci dent al I nt enti onal
Unaut hori zed Access Mal i ci ous Code
Unaut hori zed Unaut hori zed
Di scl osure Modi fication
Unaut hori zed Deni al of Service
Destruction
O her:

2. Enclosure (1) is a brief description of the incident.

NAVSUBSCOL 5239/111 (11/93) Encl osure (9)



Fro
To:

Vi a:

Subj :
Ref :
Encl :

1. An
(a):

NAVSUBSCOLI NST 5239. 2C
30 Jul 98

| NFOSEC VI OLATI ON REPORT
Dat e:

Al'S Security Oficer
Commandi ng O ficer
2) Executive Oficer
| NFORMATI ON SYSTEMS SECURI TY VI OLATI ON
(a) NAVSUBSCOLI NST 5239. 2C
(1) I NFOCSEC Viol ati on Sunmary

glg | nformation Systens Security Manager

| NFOSEC Vi ol ation is reported in accordance with reference

Syst em Nunber :

Violation - Date: Ti me:

Nature of Violation (check all that apply):

Unaut hori zed Di scl osure

Unaut hori zed Modi fication

Unaut hori zed Destructi on

Deni al of Service

O her:

2. Enclosure (1) is a brief description of the violation.

3. The follow ng action has been taken in respect to Information
Systens Security (check all that apply)

Operation continued with Accreditation

Accreditation; Systemon Accreditation Schedul e

Operation continued with InterimAuthority to Qperate

OQperation Restricted Pending InterimAuthority to Operate

NAVSUBSCOL 5239/ 6 (REV 11/93) Encl osur e(10)
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| NFOSEC NON- DI SCLOSURE AGREEMENT

I nformation System (1S) End User:

Last Nane First Nane M Rank/ Rat e

Depar t nent Code Phone Ext ension PRD/ Loss Date

ADP System Security O ficer:

DAA: ( ) CO NAVSUBSCOL ( ) O her:
Last Nane First Nane M Rank/ Rat e
Depar t nent Code Phone Ext ension PRD/ Loss Date
1. Agr eenent . | have been indoctrinated in the Information Systens

Security (I NFOSEC) Program by an ADP System security O ficer and agree to the
foll ow ng provisions:

a. To read and conmply with the | NFOSEC Program i nstructi on ( NAVSUBSCOL
5239.2 series), Security Operating Procedures (NAVSUBSCOL 5239.2 series) and
speci al procedures before operating any information system at Naval Subnarine
School .

b. To not disclose data acquired, transnmitted, processed, displayed or
stored on any Department of Defense or contractor information systemto
personnel wi thout appropriate clearance and need-to-know. This includes all
| evel s of classification. At no time will | discuss any data used at Naval
Submari ne School with the public.

c. To not disclose the capabilities, functions or uses of information
systens operated or stored within Naval Subnmarine School spaces to the public
or those w thout need-to-know

d. Personnel utilizing the LAN shall observe the foll ow ng
prohi bitions, restrictions and limtations.

(1) CLASSI FI ED | NFORMATI ON SHALL NOT BE SENT, RECEI VED, ACCESSED, STORED,
DI STRI BUTED, TRANSM TTED, VI EVED, DI SPLAYED, OR PROCESSED I N VI CLATI ON OF ESTABLI SHED
POLI CI ES PERTAI NI NG TO THE HANDLI NG OF CLASSI FI ED MATERI AL.

(2) PROPRI ETARY, SENSITIVE, OFFICI AL USE ONLY, AND PRI VACY ACT PROTECTED
I NFORVATI ON SHALL NOT BE SENT, RECEI VED, ACCESSED, STORED, DI STRI BUTED, TRANSM TTED,
VI EMED, DI SPLAYED, OR PROCESSED I N VI CLATI ON OF ESTABLI SHED POLI CI ES PERTAI NI NG THERETQO,

(3) SOFTWARE AND RELATED MATERI ALS SHALL NOT BE OBTAI NED, | NSTALLED, COPI ED,

PASTED, TRANSFERRED CR USED I N VI CLATI ON OF PATENT, COPYRI GHT, TRADE SECRET CR LI CENSI NG
LAWS AND AGREEMENTS.

Encl osure (11)
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(4) MALICl QUS SOFTWARE CODES, | NCLUDI NG W THOUT LI M TATI ON VI RUSES, LOd C
BOVBS, WORVMS AND MACRO VI RUSES, SHALL NOT BE KNOW NGLY WRI TTEN, CODED, COVPI LED, STORED,
TRANSM TTED OR TRANSFERRED.

(5) CHAIN LETTERS OR CHAI N JOKES SHALL NOT BE WRI TTEN, FORWARDED OR PROCESSED
I'N ANY MANNER.

(6) RELIG QUS MATERI ALS SHALL NOT BE DI SSEM NATED OUTSI DE ESTABLI SHED COMVAND
RELI G QUS PROGRANS.

(7) PARTI SAN POLI TI CAL ACTI VI TIES SHALL NOT BE PROMOTED OR ENGAGED I N, IN
VI CLATI ON OF ESTABLI SHED POQLI CY.

(8) FUND RAI SI NG ACTI VI TIES SHALL NOT BE ENGAGED I N, UNLESS THE ACTIM TY I S
SPECI FI CALLY APPROVED BY THE COMVAND.

(9) PERSONAL FI NANCI AL ACTI VI TI ES AND COMVERCI AL SOLI Cl TATI ON;  GAMBLI NG,
WAGERI NG AND PLACI NG BETS; AND, POSTI NG PERSONAL HOVE PACGES |'S PROHIBI TED, AS IS
PERSONAL ENCRYPTI ON OF ELECTRONI C COVMUNI CATI ONS.

(10) RACI ST, HATE- RELATED OR SUPREMACI ST | NFORMATI ON SHALL NOT BE SENT,
RECEI VED, ACCESSED, STORED, DI STRI BUTED, TRANSM TTED, VI EWED, DI SPLAYED, OR PROCESSED I N
ANY MANNER

(11) PORNOGRAPHY AND ANY OTHER MATTER OF A SEXUAL NATURE WHI CH, | F VI EVED BY
ANOTHER, WOULD CREATE A HOSTI LE WORK ENVI RONVENT |'N VI OLATI ON OF NAVY SEXUAL HARASSMENT
POLI CI ES SHALL NOT BE SENT, RECEI VED, ACCESSED, STORED, DI STRI BUTED, TRANSM TTED,
VI EMED, DI SPLAYED OR PROCESSED | N ANY NMANNER.

(12) PERSONAL USE OF THE | NTERNET MUST BE REASONABLE | N FREQUENCY AND DURATI ON
W TH NO ADVERSE | MPACT ON READI NESS, M SSI ON ACCOWVPLI SHVENT, OR PERFORVANCE CF OFFI Cl AL
DUTI ES.

e. | also understand that the prohibitions, restrictions, and
[imtations inposed are punitive, and that violations may result in adverse
admi ni strative or disciplinary action.

2. Signatures:

IS End User Dat e

Wt ness Dat e
ADP System Security O ficer

NAVSUBSCOL 5239/7 (11-98)
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NAVSUBSCOL | NSTRUCTI ON 5239. 2C CHANGE TRANSM TTAL ONE

Subj : | NFORMATI ON SYSTEMS SECURI TY (I NFOSEC) PROGRAM
Encl: (1) I NFOSEC Non-Di scl osure Agreenent
1. Purpose. To pronul gate changes to basic instruction.

2. Action. Make the foll ow ng changes:

a. Page 1, add enclosure (11), "INFOSEC Non-Di scl osure
Agreenent”, beneath encl osure (10).

b. Insert enclosure (11) after enclosure (10) in the basic
i nstruction.

c. Page 12, paragraph j (2), insert "enclosure (11)" after
the word "statenent,".

d. Annotate the cover page, upper right hand corner "CH 1
entered (date) by (initials)".

J. J. GORDON
By direction

Di stribution
CD ROM



