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NAVSUBSCOL | NSTRUCTI ON 5510. 9

Subj: SECURI TY PROCEDURES GOVERNI NG THE PROTECTI ON AND HANDLI NG
OF NATO CLASSI FI ED | NFORVATI ON AND MATERI AL

Ref : (a) NAVSUBSCOLI NST 5510. 3F
(b) NAVSUBSCOLI NST 5530. 2D
(c) OPNAVI NST C5510.101D
Encl: (1) NATO Briefing
(2) NATO Cl assified Material Access Certificate

1. Purpose. To pronulgate security procedures governing the
protection and handling of NATO classified information and
material within Naval Submarine School, in accordance with
references (a), (b), and (c).

2. Scope. This instruction is applicable to all personnel
assigned to Naval Submarine School who are required by their
duties to have access to NATO classified material. Access nust
be confined to those who have an absol ute "need-to-know'. No
person is entitled to have access by virtue of his/her rank or
position. |In each case, the "need-to-know' nust be established
and shall be determ ned by the individual having possession,
knowl edge or conmand control of the information involved, and not
by the prospective recipient. Prior to the granting of access,
personnel wll be nade aware of the penalties and ramfications
of enclosure (1).

3. Gener al

a. Extracts of NATO classified docunents may be included, if
necessary, in United States papers requiring action by persons
who have not been authorized to have access to NATO cl assified
information. Such extracts will not be marked "NATO'. |n order
to ensure that the extracts are properly protected, such papers
must be given an appropriate United States security
glassification and nust be distributed only on a "need-to-know

asi s.

b. Reproduction of NATO docunents classified NATO SECRET and
bel ow can be authorized by the appropriate departnent head unl ess
specifically prohibited by the docunent. Such copies shall be
accounted for in accordance with procedures set forth in
reference (a).
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c. Containers with NATO material will have no indication on
the outside of the subject matter.

4. NATO Mat eri al

a. NATO CONFI DENTI AL and NATO RESTRI CTED material shall be
handl ed, saf eguarded and stowed in accordance with the sane
regul ations prescribed for U S. CONFI DENTI AL material, as set
forth in reference (a).

b. NATO SECRET material will be safeguarded and stored in
accordance wth the same regul ations prescribed for U S. SECRET
material, as set forth in reference (a).

c. Any person receiving a NATO cl assified docunent shall be
responsible for its safe custody and shall ensure that it is
securely stowed at all tines, when not in use. Stowage
facilities shall be so arranged that NATO docunents are not
intermngled with U S. docunents. Only personnel authorized
access to NATO classified information shall be permtted access
to NATO docunents or stowage facilities.

5. Transm ssi on

a. U S. docunents may be transmitted with NATO docunents
provided they are placed in separate inner envel opes and marked
accordingly.

b. NATO SECRET and NATO CONFI DENTI AL docunents shal |l be
transmtted in double envelopes via U S. registered mail. The
i nner cover will be clearly marked "NATO' together with the
appropriate security classification.

c. The requirenents for transm ssion of NATO RESTRI CTED are
the same as for U S. CONFI DENTI AL. NATO UNCLASSI FI ED requires no
special handling other than it nmay not be released to the press
as a U S. press rel ease.

6. Loss or Conprom se of NATO Classified Material. \Wenever
NATO C assified material 1s Tost, conprom sed, or subjected to
conprom se, refer to the procedures set forth in paragraph 1-4 of
reference (b).

7. | nventori es. NATO SECRET docunents will be inventoried:

a. annually;

b. upon relief of Conmanding O ficer;
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c. upon relief of Departnent Head,

d. upon relief of Departnent C assified Mteri al
Subcust odi an.

8. Page Checks. All NATO Secret docunents will be page checked:

a. upon receipt by departnent subcust odi an;
b. upon entry of a page change.

9. Destructi on

a. NATO C assified docunents wll be destroyed in accordance
w th paragraph 3-1 of reference (a).

b. NATO docunents will be placed on a separate destruction
report fromU. S. docunents and will be filed in a separate folder
fromU. S. destruction reports.

c. Aclassified Material Destruction Report (OPNAV form
5511/ 12) nust be used to docunent the destruction of NATO
docunents and the destruction of residue resulting from changes
t o NATO docunents.

10. Safe Conbi nati ons

a. The conbination of each safe containing classified NATO
material will be changed annually, as a mninmm and when any of
the foll ow ng occurs:

_ (1) an individual know ng the conbination no | onger
requi res access,

~(2) the conbination has been subject to possible
conprom se or the security contai ner has been di scovered unl ocked
and unatt ended.

b. Each security container used for storing NATO materi al
cl assified SECRET and below will have the conbi nation recorded on
a Standard Form 700, "Security Container Information."” The SF700
formw |l be delivered to the Departnment Security Assistant for
retention.

11. NATO Cl assi fi ed Access Aut horization

a. Personnel are authorized access to NATO cl assified
material only if:
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_ (1) they possess a final U S. security clearance of
equi val ent classification;

(2) they have signed a statenment (NATO O assified Access
Certificate) assuring their know edge and under st andi ng of
speci al procedures applicable to NATO classified information and
t heir understandi ng of the consequences which Sections 793 and
794 of Title 18, U. S. Code provide when classified information
passes into unauthorized hands whether by intent or through
negl i gence (see enclosures (1) and (2)). The NATO C assified
Access Certificates shall be maintained in an Active NATO
Classified Access File until termnation of the individual's
aut hori zation for access to NATO cl assified information;

(3) they "need-to-know' the information contained in the
NATO cl assi fi ed docunent.

b. NATO O assified Access Authorization Lists. A current
|ist of allT personnel authorized access to NATO classified
informati on shall be maintai ned up-to-date by each depart nent
havi ng possession of NATO classified material. The active file
of signed Access Certificates, enclosure (2), wll satisfy the
requi renent for this list.

c. The NATO d assified Access Certificate shall be conpleted
and signed by all personnel authorized access to NATO materi al.

d. The Certificate of Personnel Security Investigation,
Cl earance and Access form OPNAV 5520/20 will also contain NATO
security clearance data on each staff nenber briefed into the
NATO Security Program The active file of signed Access
Certificates will satisfy this requirenent for student personnel.

12. Term nation of Access. Upon detachnent or when duties of
personnel no Tonger require access to NATO Cl assified

I nformation, the departnent concerned will renove the Access
Certificate of such personnel fromthe Active NATO C assified
Access File. The attention of all such personnel wll| again be
drawn to their special responsibility for safeguardi ng of NATO
classified information and they shall sign the certification on
the bottom of the NATO C assified Access Certificate which shal
be filed in the departnent's Inactive Access File. Inactive
Access Files shall be kept for one year.

J. S. ALMON

Di stribution:
Case A
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NATO BRI EFI NG

1. GCeneral Security Procedures and Practices. The procedures
outlined below, based on NATO security regulations, are for the
purpose of briefing all personnel who will have access to COSM C
TOP SECRET, NATO SECRET, NATO CONFI DENTI AL, (i ncluding ATOVAL)
and NATO RESTRI CTED i nf ormati on

a. (Cassification of NATO Informati on. NATO information may
be classified COSM C TOP SECRET, NATO SECRET, NATO CONFI DENTI AL,
or NATO RESTRICTED. The definitions of the first three terns are
simlar to those of U S. classifications. NATO RESTRICTED is a
security classification grading applied by NATO to information
and material that requires security protection simlar to that
required for U S. CONFI DENTI AL.

b. Types of NATO Cl assified Information

(1) The United States has nunerous types of classified
defense information; so does NATO One is called ATOVAL, a term
used to designate "Restricted Data" or "Fornerly Restricted Data"
provided by the United States and the United Kingdomto other
NAIO conponents. A second is NATO non- ATOVAL cl assified
i nformati on.

(2) All NATO information that is TOP SECRET, whet her
ATOVAL or non- ATOMAL, bears the additional designation "COSM C
or is designated as "COSM C TOP SECRET ATOVAL" i nformation

(3) Al NATO ATOVAL or non- ATOMAL information that is
classified SECRET or | ower bears the additional designation
"NATO'. The word "NATO' is always used together with the SECRET
CONFI DENTI AL, and RESTRI CTED cl assifications, and in the case of
SECRET and CONFI DENTI AL cl assifications with the designation
"ATOVAL", if applicable, (that is "NATO SECRET", "NATO SECRET
ATOVAL", "NATO CONFI DENTI AL", "NATO CONFI DENTI AL ATOVAL", or
"NATO RESTRI CTED") .

c. Personnel Security C earance. Personnel who are to have
access to COSM C TOP SECRET, NATO SECRET or NATO CONFI DENTI AL
information nmust first be cleared for access to an equival ent
|l evel of U S classified information and nust have an appropriate
conpl eted security investigation. (Interimclearance is not
aut hori zed.) Personnel who are to have access to NATO RESTRI CTED
informati on nmust be security cleared at | east to the CONFI DENTI AL
| evel and nmust be nade aware of the appropriate NATO security
regul ati ons and the consequences of negligence.

Encl osure (1)
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d. Access to NATO Cassified Information. Access to NATO
classified information nust be confined to those individuals who
need the information in the performance of official duties. No
person is entitled solely by virtue of rank or appointnent to
have access to NATO classified information. |In every case the
"need to know' nust be established and will be determ ned by the
i ndi vi dual havi ng possession or control of the information
i nvol ved, and not by the prospective recipient.

e. NATO Marking. The word "NATO' is a marking which
signifies that the docunent:

(1) Is the property of NATO and if bearing a security
classification may not be passed outside of the NATO organization
except by the originator or with his consent.

(2) If bearing a security classification, is subject to
the security protection set forth in NATO security regul ations
and outlined In these procedures.

f. Application of NATO Marking

(1) The marking "NATO'" will be applied to all copies of
SECRET, CONFI DENTI AL, RESTRI CTED, and UNCLASSI FI ED docunent s
prepared for circulation only within NATO Under no
circunstances should it be applied to United States docunents
circulated with United States agencies.

(2) Normally, only the last United States organi zation
havi ng custody of the docunent is authorized to apply the NATO
mar ki ng before it is forwarded through approved channels for the
i nt erchange of NATO cl assified information between the United
St ates and NATO agenci es.

(3) The security classification, together with the "NATO'
mar ki ng, shoul d appear at the top and bottom of each page of a
docunent and each page should be nunbered. Each docunent shoul d
bear a reference nunber.

(4) COSM C TOP SECRET, NATO SECRET and NATO CONFI DENTI AL
docunents nust be typed, transl ated, and reproduced only by those
persons who are security cleared and otherw se authorized to have
access to NATO classified information.

g. Security Hazards

(1) Al personnel with access to NATO cl assified
information should realize that security may be endangered
t hrough i ndi screet conversation, and through relationship with
the press and other public information nedia.

2
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(2) An equally serious threat is posed by the activities
of a hostile intelligence activity which has been known to
utilize the social contacts between NATO personnel and nationals
of Communi st countries. All personnel nust imediately report to
the appropriate security agency any contacts with nationals of
Comruni st countries outside the scope of their regular duties;
and report any approach or maneuver which appears to be notivated
by hostile intelligence.

h. Breaches of Security

(1) NATO classified information nay be conpromi sed as a
result of carel essness, negligence, or indiscretion, and by the
action of hostile intelligence or subversive organizations.

(2) The dangers of indiscreet conversation cannot be
overenphasized. It is very inportant that any breach of security
whi ch may conme to an individual's attention is at once reported
to the appropriate security authority of the organization in
which he 1s enployed. Simlarly, the security authority should
be notified i medi ately whenever a docunent is believed |ost,

m ssing, or conprom sed; or when conprom se i S suspected.

_ (3) It is expected that disciplinary action will be taken
agai nst any individual who is responsible for unauthorized
di scl osure or other conprom se of NATO classified information.

2. Excerpt From Espi onage Act
(TitTe 18, United States Code)

Section 793. Gathering, transmtting, or |osing defense
i nformation.

(a) Whoever, for the purpose of obtaining information
respecting the national defense with intent or reason to believe
that the information is to be used to the injury of the United
States, or to the advantage of any foreign nation, goes upon,
enters, flies over, or otherw se obtains information concerning
any vessel, aircraft, work of defense, navy yard, naval station
submari ne base, fueling station, fort, battery torpedo station,
dockyard, canal, railroad, arsenal, canp, factory, m ne,

t el egraph, tel ephone, wreless, or signal, station, building,
office, research |aboratory or station or other place connected
with the national defense owned or constructed, or in progress of
construction by the United States or under the control of the
United States, or of any of its offices, departnents, or
agencies, or wthin the exclusive jurisdiction of the United
States, or any place in which any vessel, aircraft, arns
munitions, or other materials or instruments for the use in tine
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of war are being nade prepared, repaired, stored, or are the

subj ect of research or devel opnent, under any contract or
agreenent with the United States, or any departnent or agency
thereof, or with any person on behalf of the United States, or

ot herwi se on behalf of the United States, or any prohibited pl ace
so designated by the President by proclamation in tinme of war or
in case of national energency in which anything for the use of
the Arny, Navy, or Air Force is being prepared or constructed or
stored, information as to which prohibited place the President
has determ ned would be prejudicial to the national defense; or

(b) Woever, for the purpose aforesaid, and with |ike
intent or reason to believe, copies, takes, makes, or obtains, or
attenpts to copy, take, nmake, or obtain, any sketch, photograph,
phot ogr aphi ¢ negative, blueprint, plan, map, nodel, instrunent,
appl i ances, docunent, witing, or note of anything connected with
t he national defense; or

(c) Whoever, for the purpose aforesaid, receives or
obtains or agrees or attenpts to receive or obtain from any
person, or from any source whatever, any docunent, witing, code
book, signal book, sketch, photograph, photographic negative,
bl ueprint, plan, map, nodel, instrunent, appliance, or note, or
anyt hi ng connected with the national defense, know ng or having
reason to believe, at the tine he receives or obtains, or agrees
or attenpts to receive or obtain it, that it has been or wll be
obt ai ned, taken, nade, or disposed of by any person contrary to
the provisions of this chapter; or

(d) Woever, |awfully having possession of, access to,
control over, or being entrusted with any docunent, witing, code
book, signal book, sketch, photograph, photographic negative,
bl ueprint, plan, map, nodel, instrunment, appliance, or note
relating to the national defense, or information relating to the
nati onal defense which information the possessor has reason to
believe could be used to the injury of the United States or to
t he advantage of any foreign nation, willfully comunicates,
delivers, transmts, or causes to be comunicated, delivered, or
transmtted or attenpts to communicate, deliver, transmt or
cause to be communi cated, delivered or transmtted the sane to
any person not entitled to receive it, or wllfully retains the
sane and fails to deliver it on denmand to the officer or enpl oyee
of the United States entitled to receive it; or

(e) Woever, having unauthorized possessi on of, access
to, or control over any docunent, witing, code book, signal
book, sketch, photograph, photographic negative, blueprint, plan,
map, nodel, instrunent, appliance, or note relating to the
nati onal defense, or information relating to the national defense

4
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whi ch information the possessor has reason to believe could be
used to the injury of the United States or to the advantage of
any foreign nation, wllfully communicates, delivers, transmts
or causes to be communi cated, delivered, or transmtted, or
attenpts to conmuni cate, deliver, transmt or cause to be
comuni cated, delivered, or transmtted the sane to any person
not entitled to receive it, or willfully retains the sane and
fails to deliver it to the officer or enployee of the United
States entitled to receive it; or

(f) Whoever, being entrusted with or having | awf ul
possession or control of any docunment, witing, code book, signal
book, sketch, photograph, photographic negative, blueprint, plan,
map, nodel, instrunent, appliance, note or information relating
to the national defense, (1) through gross negligence permts the
sane to be renoved fromits proper place of custody or delivered
to anyone in violation of his trust, or to be lost, stolen,
abstracted, or destroyed, or (2) having know edge that the sane
has been illegally renoved fromits proper place of custody or
delivered to anyone in violation of his trust, or lost, or
stolen, abstracted, or destroyed, and fails to nake pronpt report
o;fsuch | oss, theft, abstraction or destruction to his superior
of ficer--

Shall be fined not nore than $10, 000 or inprisoned not
nore than ten years, or both.

(g) If two or nore persons conspire to violate any of the
foregoi ng provisions of this section, and one or nore of such
persons do any act to effect the object of the conspiracy, each
of the parties to such conspiracy shall be subject to the
puni shnent provided for the offense which is the object of such
conspi racy.

Section 794. Gathering or delivering defense information to aid
forei gn governnents.

(a) Whoever, with intent or reason to believe that it is
to be used to the injury of the United States or to the advantage
of a foreign nation, conmunicates, delivers, or transmts, or
attenpts to conmuni cate, deliver, or transmt, to any foreign
governnment, or to any faction or party or mlitary or naval force
within a foreign country, whether recognized by the United
States, or to any representative, officer, agent, enployee,
subject, or citizen thereof, either directly or indirectly, any
docunent, witing, code book, signal book, sketch, photograph,
phot ographi ¢ negative, blueprint, plant, map, nodel, note,

I nstrunment, appliance, or information relating to the national
defense, shall be punished by death or by inprisonnent for any
termof years or for life.
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(b) Whoever, in tine of war, with intent that the sane
shall be comunicated to the eneny, collects, records, publishes,
or conmuni cates, or attenpts to elicit any information with
respect to the novenent, nunbers, description, condition, or
di sposition of any of the Armed Forces, ships, aircraft, or war
materials of the United States, or with respect to the plans or
conduct, or supposed plans or conduct of any naval or mlitary
operation, or wth respect to any works or neasures undertaken
for or connected with, or intended for the fortification or
def ense of any place, or any other infornmation relating to the
public defense, which m ght be useful to the eneny, shall be
PpPished by death or by inprisonnent for any termof years or for

ife.

(c) If two or nore persons conspire to violate this
section, and one or nore of such persons do any act to effect the
obj ect of the conspiracy, each of the parties to such conspiracy
shal |l be subject to the punishnment provided for the of fense which
is the object of such conspiracy.
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NATO CLASSI FI ED MATERI AL ACCESS CERTI FI CATE

NAME (First, Last, Initial) RANK/ RATE SSN

| certify that | have read and fully understand NAVSUBSCOLI NST
5510.9 for handling the material indicated above and am aware of
my responsibility for safeguarding such information, and that |
amliable for prosecution if either by intent or negligence |
allowit to pass into unauthorized hands.

Si gnature Dat e

DI SPOSI T1 ON UPON EXECUTI ON OF THI S CERTI FI CATI ON:
File in Departnent Active Access File

Pursuant to the obligation which I incurred at the tinme of having
aut hori zed access to information indicated above, | reaffirmthat
Il will not hereafter divulge or discuss such information | have
acquired, unless properly required to do so by conpetent
authority in the performance of duty.

Si gnature Dat e

DI SPOSI T1 ON UPON EXECUTI ON OF THI S CERTI FI CATI ON:
File in Departnent Inactive Access File

Encl osure (2)
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NAVSUBSCOL | NSTRUCTI ON 5510.9 CH 1

Subj: SECURI TY PROCEDURES GOVERNI NG THE PROTECTI ON AND HANDLI NG
OF NATO CLASSI FI ED | NFORVATI ON AND MATERI AL

1. Purpose. To transmt Change 1 to the basic instruction.
2. Action. Make the follow ng pen and ink corrections.

a. Change reference (a) to NAVSUBSCOLI NST 5510. 3E

b. Change the | ast sentence of para 10.b. to read "The SF700
formw Il be delivered to the Departnent Security Assistant for

retention.”

c. On page 1 of the basic instruction, annotate "CH 1
entered on (DATE) by (INITIALS)" in the upper right hand corner.

J. S. ALMON

Di stribution:
Case A
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NAVSUBSCOL | NSTRUCTI ON 5510. 9 CHANGE TRANSM TTAL TWO

Subj: SECURI TY PROCEDURES GOVERNI NG THE PROTECTI ON AND HANDLI NG
OF NATO CLASSI FI ED | NFORVATI ON AND MATERI AL

1. Purpose. To pronul gate Change Two to the basic instruction.
2. Action. Make the followi ng pen and i nk changes.
a. Change reference (a) to NAVSUBSCOLI NST 5510. 3F.

b. Annotate the first page in the upper right hand corner
wth CH2 entered (date) by (initials).

JOHN C. BRANDES

Di stribution:
Case A
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NAVSUBSCOL | NSTRUCTI ON 5510. 9 CHANGE TRANSM TTAL THREE

Subj: SECURI TY PROCEDURES GOVERNI NG THE PROTECTI ON AND HANDLI NG
OF NATO CLASSI FI ED | NFORVATI ON AND MATERI AL

1. Purpose. To pronulgate Change 3 to the basic instruction.
2. Action. Mke the follow ng pen and i nk changes:

a. On cover page, change reference (b) to "NAVSUBSCOLI NST
5530. 2D".

b. Paragraph 4.a., |ast sentence, change "(b)" to "(a)".
c. Paragraph 4.b., last sentence, change "(b)" to "(a)".
d. Paragraph 6, |ast sentence, change "(a)" to "(b)".

e. Annotate cover page, upper right hand corner of basic
instruction with "CH 2 entered (date) by (initials)".

C. D. AKERLEY



