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NAMTRAGRU INSTRUCTION 5239.1E

Subj:
AUTOMATED INFORMATION SYSTEM (AIS) SECURITY PROGRAM

Ref:
(a)
SECNAVINST 5239.3


(b)
OPNAVINST 5239.1A


(c)
OPNAVINST 5510.1H


(d)
CNETINST 5239.1A


(e)
CNETINST 5231.1B


(f)
Federal Property Management Regulations 101-25.100 



(g)
NCTC Automated Information Systems Security Guide


(h)
NAMTRAGRU Automated Information System Security Program (AISSP)


(i)
NAMTRAGRU Headquarters ADP Security/Computer Standard Operating




Procedures (SOP)



(j)
Modernization Plan For NAMTRAGRU Detachments of 21 Apr 1997


(k)
CNO WASHINGTON DC 111754Z Oct 95


(l)
NAMTRAGRUINST 5530.4A


(m)
NAMTRAGRUINST 4440.8A


(n)
NAMTRAGRUINST 7330.1W


(o) Access Data Field for Software Inventory
Encl:
(1)
ADP Security Process


(2)
Review/Develop an Automated Information System Security Plan 



(3)
Update Computer Hardware and Software Inventories


(4)
Prepare or Establish an Interim Authority to Operate (IATO)


(5)
Review or Perform TRAM Risk Assessment (R/A)


(6)
Review or Establish ADP Contingency Plan(s)


(7)
Review or Conduct ADP Security Test and Evaluation (ST&E)


(8)
Establish Accreditation


(9)
Minor ADP Purchase Request Procedures for Individual Items 




(Det/FREST Level) 


   (10)
Receipt and Distribution of ADP Assets (Supply)

   (11)
Receipt and Distribution of ADP Assets (ADP Department)

   (12)
Receipt and Distribution of ADP Resources from an External 




Command(s) or Contractors

   (13)
ADP Services or Problem Resolution Process (Help Desk)

   (14)
Use of Command or Privately Owned ADP Resources 


   (15)
Computer Virus Protection Program 


   (16)
ADP Purchase Request Procedures for Headquarters

   (17)
AIS Security Incident Report
1.
Purpose.  This instruction is promulgated to meet policy requirements and assign responsibilities of references (a) through (i) in establishing an Automated Information Systems (AIS) Security Program at NAMTRAGRU Headquarters and its detachment and Fleet Replacement Enlisted Skills Training (FREST) sites.

2.
Cancellation.  NAMTRAGRUINST 5239.1D. 

3.
Objective.  This instruction will ensure the confidentiality, integrity, and availability of information and data contained in NAMTRAGRU AIS in order to meet mission requirements.  This objective will be accomplished by 

adequately protecting the AIS from accidental or intentional disclosure of sensitive information, destruction or modification of the Command’s Data, or denial of access (service) to the data contained in each AIS.

4.
Scope.


a.  This instruction applies to all AIS sponsored, owned, or operated by or in behalf of NAMTRAGRU and its detachment/FRESTs, regardless of the AIS physical location. 


 b.  The physical security and virus protection responsibility for any AIS owned or provided by other sources and used by NAMTRAGRU, or any of its detachments/FRESTs, regardless of system location, shall be assumed by the Command and come under the purview of this instruction and reference (l).

5.
Definitions.  Definitions applicable to this instruction are contained in references (a), (b), and (g).  The term “ADP Department”, as used in this instruction, shall apply to Headquarters and all Detachment/FREST site computer management department/divisions.

6.
Policy.  It is the policy of this Command to operate only accredited Automated Information Systems.  If an AIS is not accredited, it will function under a written Interim Authority to Operate (IATO) to be issued by the Designated Approving Authority (DAA).  Unless assumed by higher authority, the Commanding Officer, NAMTRAGRU, is the DAA for all AIS owned and operated by or in behalf of this Command.  This Command and its detachment/FREST activities will pursue an “active” POA&M for risk assessment using enclosures (1) through (8) and administered by the Information System Security Manager (ISSM) and Detachment/FREST Information System Security Officers (ISSOs).  This program shall be developed and tested per all applicable Information System Security (INFOSEC) guidelines to provide avoidance and reduction of impact to our AIS resulting from threat manifestations.

7.
Responsibilities.  The DAA is responsible for formally granting accreditation for up to three years or an Interim Authority To Operate (IATO) for one year, per references (a), (b) and (h).


a.  Information System Security Manager (ISSM):  The Command ISSM, formerly referred to as the Automated Data Processing Security Officer (ADPSO), shall be appointed, in writing, by the Commanding Officer.  As specified in reference (b), this individual reports directly to the Commanding Officer and serves as the Command’s point of contact for all AIS security matters.  As the Commanding Officer’s designated representative, the Command ISSM performs all duties identified in reference (b) and (h).

b.  ADP Security Staff:  To assist the ISSM in carrying out this Command’s Automated Information System Security Program, an ADP staff shall be formed at headquarters and its detachment/FREST sites.  Responsibilities include control and monitoring of AIS, networks, and other computer resources to ensure each person having access can be identified and held accountable for their actions, protect against unauthorized access, provide physical protection against damage to AIS equipment, and to provide annual ADP Security training to all users per reference (b).

(1) Headquarters ADP Security staff shall consist of the ISSM, one Terminal Area Security Officer (TASO) for each department, and the Network Security Officer (NSO).
        (2) Detachment/FREST ADP Security staff shall consist of the ISSO, TASOs, as required, and a Network Security Officer (NSO).  


c.  Information System Security Officer (ISSO):  Duties and responsibilities for detachment/FREST ISSOs, sometimes referred to as the Automated Data Processing System Security Officer (ADPSSO), are outlined in reference (b).  Officers-In-Charge (OIC) shall appoint, in writing, the Detachment Information System Security Officer (ISSO) and Network Security Officer (NSO) consistent with this instruction.  The Commanding Officer and Command ISSM shall be notified of the appointments.  The Detachment ISSO shall coordinate with the Command’s ISSM for the implementation of the Command’s AIS Security Program, and report to the ISSM on all matters concerning AIS Security.  In addition, the ISSO is responsible for the physical control and management of all software assets.



(1) Detachment ISSOs have transfer responsibilities to ensure they identify a relief in sufficient time to provide an adequate passdown and review of current Accreditation Status, enclosure (1),  with incoming ISSO. 


d.  Terminal Area Security Officers (TASO):  Terminal Area Security Officers shall be appointed by Department Heads or OICs to assist the ISSM/ISSO with matters relating to ADP Security and risk assessment.  Detachment sites may assign a TASO for each MTU, as needed, and they will report directly to the ISSO.  TASO responsibilities are outlined in reference (b).  

e.  Network Security Officer (NSO):  A Network Security Officer will be appointed, in writing, by the CO/OIC.  Their responsibilities are identical to the ISSM, but are limited to the Local Area Network (LAN), as stated in references (b) and (h). 


f.  Users:  Users are responsible for the security of microcomputer system(s) and the data entrusted to them.  Per reference (b), all AIS users shall attend annual ADP Security training provided by their command ADP Staff.

8.
Guidance.


a.  Access Warning:  All NAMTRAGRU computers are required to display a CNO approved warning banner per reference (d).  The banner should be displayed at first point in the boot-up sequence for stand-alone computers and first point in the log-in process for networked computers.  The process shall include an option that allows pausing of the log-in process by the user. 

b.
Accreditation:   Accreditation is the formal management authorization for operation of a specific application of an Automated Information System (AIS), network, or computer resource based on the results of a security certification and risk analysis.  It is the formal declaration by the DAA that a system is approved to operate in a particular security environment meeting a prescribed set of security requirements at an acceptable level of risk.  At a minimum, the accreditation status of an AIS is reviewed every three years.  Changes that affect the security posture of an AIS, such as the introduction of a Local Area Network, Electronic Classrooms (ECR), Standard Training Activity Support System (STASS), or major computer system, are cause for interim review of the accreditation status and/or issuance of an Interim Authority to Operate.  



(1) Headquarters ISSM and Detachment ISSOs are responsible to ensure that Command/Detachment/FREST computer systems are accredited per references (a) through (g).  Enclosures (1) through (8) are provided to the ISSM/ISSO to assist in the accreditation process.  


c.
AIS Equipment Purchases, Repairs, and Disposition:  Department Heads and OICs will ensure adequate ADP resources are available for accomplishment of our mission.  This includes replacement of outdated equipment, per Life Cycle Management process, providing for network connectivity and the acquisition of necessary equipment or software to meet the demands of project requirements.  Department Heads and OICs need to budget for these requirements in a timely manner.  This Command’s policy is to provide cost-effective microcomputer support to headquarters and its detachment/FREST sites.  All ADP equipment purchases and repairs in excess of $300.00 will be screened by NAMTRAGRU Headquarters Code N3 per enclosure (9). 



(1) NAMTRAGRU will use the current Modernization Plan, reference (j), to determine AIS hardware and software requirements.  Annual review and change requests will be submitted to Headquarters Code N3 via an Abbreviated System Decision Paper (ASDP) per reference (e) and enclosure (9) no later than July 1 of each year to allow roll up to CNET by October 1st.  



(2) Disposition of excess ADP equipment shall be coordinated through the Supply Department and the procedures in reference (m).


d.
E:Mail:  In order to accomplish a responsive paperless office environment at NAMTRAGRU Headquarters and its detachment/FREST sites, the following policy, procedures, and standards governing the use of E:Mail are established:



(1) E:Mail will be used, where possible, to route and review correspondences.  Standard E:Mail package for NAMTRAGRU and it's Detachment/FREST sites is LOTUS CC:Mail.  Non-standard e-mail packages will not be supported. 



(2) Sensitive unclassified data may be transmitted via E:Mail as long as 

each data page, when viewed, displays “FOR OFFICIAL USE ONLY”.  Under no circumstances will sensitive unclassified or classified data be transmitted via an Internet Service Provider (ISP).  All sensitive or classified data transmitted electronically must use the NETPDTC NETMSM network or CC:Mail System.  However, the transmission of classified data via E:Mail is not authorized.



(3) Each detachment/FREST will ensure a Post Office Administrator is assigned to ensure that each E:Mail account is password protected, post office and user naming conventions are accomplished and training is provided to users on the use of NAMTRAGRU’s E:Mail application.



(4) Users of E:Mail are responsible to ensure that only unclassified information is transmitted.


e.  Enclosures:  Enclosures contained in this instruction outline specific processes to assist ISSM/ISSOs, ADP Staff, and NAMTRAGRU personnel in understanding specific ADP functions as described in references (a) through (n), as well as standardizing ADP related procedures within this command.  Detachment/FREST sites are encouraged to submit changes to improve the processes in enclosures (1) through (16); however, deviations are not allowed unless approved by Command ISSM, code N30. 



(1) Department TASOs and Detachment/FREST ISSOs will ensure all users are made aware and understand the processes established in enclosures (1) through (17). 



(2) CD-ROM version of this instruction contains hyperlinks in enclosures (1) through (16).


f.  Games:  Only games included in authorized software packages or accessed from diskettes are permitted at the discretion of the Department Head or Detachment OIC. 


g.  Hardware: 
Any NAMTRAGRU AIS equipment or related device shall be used for official government business and will not be used for personal or financial gain. 



(1) Privately owned software will not be loaded on NAMTRAGRU computers unless specific authorization is provided per enclosure (14).



(2) Per enclosure (14), AIS hardware, related devices, or Laptops will not be removed from NAMTRAGRU Headquarters or detachment/FREST sites without a signed property pass.  In addition, all NAMTRAGRU personnel in possession of a government Laptop, regardless of activity ownership, will sign a custody card through the ADP Department.

h.  Hardware and Software Provided by External Commands:  Per reference (a), AIS hardware or software, commercial or government owned, that is provided by a source external to NAMTRAGRU and will be used to interface with the Command network, another command computer, or utilize any NAMTRAGRU owned or provided software, must be reported to the ADP staff by the user.  Additionally, any AIS asset which is sub-custodied to this command must be reported to the ADP Inventory Manager for tracking purposes only. 



(1) When equipment/software is no longer required, users are individually responsible to follow enclosure (12) for transferring or returning asset to originator. 



(2) All computer systems from outside sources, such as NAVAIR, and including electronic classrooms, that will interface with this Command’s network, or use Command data files or software, shall comply with this Commands ADP Security guidelines, as stated in reference (b) and enclosures (12) and (16).


i.  Help Desk:  NAMTRAGRU maintains a Help Desk to provide computer and software services for headquarters and its detachment/FREST sites.  The Help desk is responsible for maintaining a list of service calls and directing service requirements to the appropriate Technology and Information Systems (TIS) Department representative.  Processing of service calls from Headquarters and Detachment/FREST site personnel will be per enclosure (13). 


j.  Internal and External Labeling of AIS removable Magnetic Media:  Removable magnetic media and storage devices used with an AIS must be marked externally to clearly indicate the sensitivity of the information they contain, regardless of classification.  Additionally, per reference (c), all Department of the Navy (DON) activities involved in originating, receiving or processing classified information, utilizing an AIS, are required to use color coded standard form labels to clearly indicate the level of classification the AIS magnetic media contains.  Standard form labels attached to CDs cause the CD to become unbalanced and sometimes unreadable by CD players.  For CDs, classification markings shall be written on the CD or become part of the CD labeling in the same manner as for diskettes. 



(1) Per references (b), (c), and (i), it is the responsibility of the user to ensure their workstation and media are properly operated and protected.  Headquarters and detachment/FREST ADP staff will provide guidance and required material to maintain proper media labeling.

k.
Internet:  The Internet has expanded rapidly in the last decade and has resulted in a new distribution network with worldwide uses.  It follows that as the Internet expands, so will universal access to any information system, depending on its security controls.  Those advances of information system capabilities and information flow have also increased the vulnerability of exploitation by both accidental exposure and malicious threats.  The use of the Internet by NAMTRAGRU personnel is authorized.  Department Heads and Detachment/FREST OICs are responsible for monitoring usage of the Internet within their areas of authority and is dependent on the availability of IP addresses.  



(1) Enclosure (13) outlines the process for requesting Internet access.


(2) Responsible use of the Internet is the responsibility of the individual.  OICs and Department heads shall ensure that Internet users receive training on the use of the Internet through their ADP Staff.



(3) Detachment sites without STASS are authorized the lease/purchase of two Internet Service Provider (ISP) accounts using detachment Operational Target Funds (OPTAR).  Sites with STASS are authorized one ISP for use with the International Merchants Purchase Authorization Card (IMPAC).  Individual use of ISPs such as AOL or CompuServe is not authorized at Headquarters or Detachment/FREST sites; however, personnel going TAD may use personal ISP’s during their TAD periods.  



(4) Workstation that host dial up ISP accounts must be dedicated stand alone machines and not connected to local area networks. 



(5) Under no circumstances will classified data or sensitive classified data be transmitted over the Internet.



(6) The use of World Wide Web (WWW) applications with automatic download of information on a preset time schedule does not contribute to the mission of this command and shall not be used.  Examples are Real Audio application with Radio Broadcasts, animations, or stock quotes and PointCast set to “Auto Update Mode”.  Access to ‘WWW’ sites, such as CNN, MSN, ESPN, or the Weather channel shall be kept to a minimum to prevent saturation of this commands bandwidth.  In addition, auto Push-Pull programs shall not be used until further notice.


l.  Inventory:  Headquarters and detachment/FREST sites shall conduct an annual inventory of all software, per enclosure (3) to coincide with the annual wall-to-wall hardware inventory directed by NAMTRAGRU Headquarters Supply Department. 



(1) Inventory of AIS hardware items will be maintained by Headquarters/Detachment/FREST Supply Department under the Maintenance Training Inventory (MTI) program and Automated Resources Management System (ARMS).  However, each ADP Department will track ADP system location using Track-it or Microsoft Access.  Additionally, the system age will be tracked by the ISSM/ISSO for AIS Life Cycle Management (LCM) replacement.



(2) Licensed software will be stored in a secure location with access limited to ADP personnel only.  For proper inventory accounting, custody of all software packages will be with the ADP Department. 



(3) Until Track-It is made available to all detachment/FREST sites, Microsoft Access will be used to track all software.  The following Access fields shall be established to ease future transition into Track-it.   NAMTRAGRU HQ has a database structures template available for field use.  Sample Access data file, reference (o), is located in the Access directory on the CD Version of this ADP Instruction.  



- Name of Software



- Version Number



- Purchase Order Number



- Document Number



- Unit Cost



- Serial Number



- Date Received



- Number of Licenses



- Number of Copies



- Notes (OEM Numbers, License Numbers or CD Key Numbers, etc.) 



(4) Per enclosure (3), any missing hardware or software, shall be reported per references (l) and (m).  


m.  Life Cycle Management (LCM):  Headquarters and detachment/FREST sites are to consider security policies throughout the life cycle of an AIS from beginning of concept development through design, development, operation, and maintenance until replacement or disposal.  Refer to references (a), (b), and (e) with associated implementing directives and guidelines.  It is the responsibility of the ISSM/ISSO to ensure that all computer systems are monitored through the LCM process and provide guidance to management when upgrades or disposal is required.


n.  Off-Site Computing:  General guidelines to establish an off-site computing policy are found in reference (b).  Personnel issues, such as place of work, compensation and overtime for work done in the field, during travel and at home are governed by established policy found in references (f) and (l).



(1) Per reference (l), government property assigned to the custody of personnel for use off-site, such as Temporary Assigned Duties (TAD), are to be used only by said person and only for the benefit of the government.  Refer to enclosure (14) for individual use of government ADP resources off-site.



(2) Per enclosure (14), employees requiring the use of government-owned computer systems, such as Laptops, at an off-site location must obtain a Property Pass, NAVSUP Form 155, through their Supply Department.  A copy of the property pass must accompany the equipment off-site.



(3) Classified data shall not be created, updated, accessed from or taken off-site.  Disks, which contain sensitive-unclassified data, shall be appropriately marked and maintained per references (c) and (i).

o.  Privately Owned Computer and Software Use: To prevent this activity from becoming dependent on privately owned computer equipment to the extent their removal from the work place would be detrimental to the mission, the use of privately owned AIS hardware and/or software is restricted to a specific and temporary contingency at 90 day intervals not to exceed 180 days.  Permission will be formally granted if the use of privately owned ADP resources are in the best interest of the command.  Requests will be addressed through the chain of command to the ADP department or OIC per enclosure (14).  In addition, the following applies:



(1) The command assumes no liability for theft or physical damage of privately owned hardware or software used in the workplace.



(2) Processing of classified information on privately owned computer systems or software is strictly prohibited.


(3) Users of privately owned computers will observe the same safeguards, such as virus control, as for NAMTRAGRU computer resources.



(4) Responsibility is upon the user to make certain that any privately owned software is a legal licensed copy.  


p.  Security Incident Reporting Procedures:  It is the intent of this policy to help the users of NAMTRAGRU in reporting of AIS security breaches.  The ISSM at headquarters and the ISSO and NSO at detachment/FREST sites are responsible for providing protection to their systems.  When an individual notes an abuse of an AIS, they will immediately notify his/her supervisor or higher authority and initiate an AIS Security Incident Report, enclosure (17).  If possible, secure the system(s) involved in order to preserve any evidence or to prevent the spread of the problem.  Refer to reference (i) for further guidance.

q.  Software:  Any NAMTRAGRU software package and its related databases are to be used for official NAMTRAGRU business or mission requirements and will not be used for personal or financial gain.  Unauthorized disclosure and use of phone and address databases is strictly prohibited per reference (i).



(1) Copying of government owned, leased or commercially acquired software is prohibited.  Anyone who copies government owned, leased, or commercially acquired software outside copyright terms will assume any litigation burden, lawsuits resulting in fines, imprisonment and/or termination of employment, in addition to disciplinary action.



(2) Individual copies of copyrighted software will be present on only one system at a time unless multiple use is permitted in lease/purchase agreement of site licensing.  Copyrighted software, that has been copied for backup purposes only, per software license agreement, shall be maintained by and at the ADP Department.



(3) The ADP Department at headquarters and detachment/FREST sites are the only departments authorized to move software from one system to another or to delete software from a system.  Should copyright software be moved, the licensed software must be deleted from the original system.



(4) Inventory of NAMTRAGRU software is the responsibility of the ADP Department and shall follow the process set in enclosure (3).



(5) Software development is a continually changing environment.  The software we are using can be changed, but the changes must be based on real needs. Department Heads and OICs may request, in writing, the inclusion of new commercial and government software in their departments or detachment/FREST sites.  However, new software must be standardized across headquarters and the detachment/FRESTs which must use or import current data.  Non-standardization in software platforms reduces the effectiveness of communications and results in increased man-hours and lack of technical support.  The following software platforms are considered to be the standard for utilization within NAMTRAGRU:




(a) Office Automation:





Word Processing


Microsoft Word





Database Management

Microsoft Access





Spreadsheet



Microsoft Excel





Presentation Software
Microsoft PowerPoint





Flow Charting


Visio 4.0




(b) Communications:





E:Mail




Lotus CC:Mail





Message Delivery

MDS





Message Development

MTF




r.  Supply/ADP Department Interface:  The Supply and ADP Department at Headquarters and its detachment/FREST sites, together, must ensure that all ADP assets received , shipped, or disposed of are done so in a manner consistent with ADP Security Policies.



(1) The Supply Department will not process any requisitions for ADP equipment unless the ADP Department or the Commanding Officer/OIC provides an endorsement on the requisition.



(2) The Supply Department notifies the ADP Department upon receipt of any ADP assets per enclosure (10).



(3) Per enclosure (11), the ADP Department notifies the Supply Department of receipt of ADP assets received from another department/division or source other than Supply.



(4) All transfer or shipment of reportable ADP assets will be coordinated between supply and the ADP department.


s.  Training:  The Command ISSM and Detachment ISSOs shall obtain formal and informal AIS security training.  Formal training is available from Naval Computer and Telecommunications Command.  In addition, the command ISSM and Detachment ISSOs shall provide AIS security awareness training to all new personnel and annually, to all command personnel per reference (b).   

t.  Training Devices:  NAMTRAGRU detachment/FREST sites have trainers and electronic training facilities (CBT’s) that are capable, some with slight modifications, of accessing the Internet or loading and copying of commercial software.  These devices shall have a Department of Defense (DOD) approved AntiVirus program loaded and active only during the time of connection to the network or Internet.  Detachment ADP Staff shall coordinate with phase leaders/CPOICs prior to loading any AntiVirus program on any trainer.  In addition, the following applies:



(1) Request for additional hardware or software for use by trainers shall be accomplished through enclosure (9).  Any hardware or software purchased with NAMTRAGRU funds shall be included in NAMTRAGRU’s inventory per enclosure (3) and shall be controlled by the ADP Department for licensing requirements and security procedures.



(2) Training Devices which connect directly or indirectly to networks external to the individual classroom shall comply with reference (a).



(3) Computers in Electronic Classrooms (ECR) are considered Federal Information Processing Resources (FIPR) and requires disposition approval from the Defense Computer Automated Resource Management System (DCARMS).  This requires ECRs to comply with minimum ADP Security Requirements such as AntiVirus protection and a Risk Analysis per references (b) and enclosure (5).    


u.  Virus Protection:  The term “computer virus” is used to describe any software code or program that may cause harm to, or degrade the performance of an AIS, network, or Data.  The following Virus Protection policy, along with reference (k) and enclosure (16), applies to NAMTRAGRU headquarters and all 

detachment/FREST sites.  This policy provides an environment with an acceptable level of risk relative to the introduction of a virus and certifies, prior to installation, that software is free of any malicious code.



(1) To meet the requirements of reference (b), ISSM and Detachment ISSO's are designated representatives of this command for the implementation and execution of the Virus Protection Policy.  However, it is ultimately each individual’s responsibility to meet the requirements of this policy by ensuring their AIS is properly operated and protected.



(2) All NAMTRAGRU AISs and Networks shall have a DOD approved AntiVirus program loaded and active.  Refer to reference (i) for user responsibilities and enclosure (16) for administering this command AntiVirus policy.
9.  Action.  


a.  Commanding Officer, Executive Officer, OICs, Department Heads, Special Assistants, and appropriate managers within NAMTRAGRU shall support the ISSM/ISSO and the ADP staff in ensuring this instruction is implemented and an ADP Security Program is established and maintained.  The individuals assigned specific ADP security responsibilities, ISSM/ISSO/TASOs, are accountable for ADP security in their assigned areas.


b.  NAMTRAGRU Headquarters Information System Security Manager, Code N30, is the focal point for command ADP Security matters and should be contacted when security compromise is suspected or whenever assistance is needed.


c.  Command ISSM and Detachment ISSOs shall ensure annual ADP Security training is provided to all personnel per reference (b).

10.  CD Version. A CD-ROM version of this instruction is available.  Contact Command ISSM listed below for information on obtaining copies.

11.  Point of Contact.  This instruction, together with references (a) through (j), gives minimum requirements for safeguarding AIS systems and data.  Inquiries and requests for interpretation of this instruction should be directed to NAMTRAGRU Command Information System Security Manager, Code N30, DSN 922-9798, ext: 147  or Commercial (850) 452-9798, ext: 147.  E:Mail namtghq.n30@smtp.cnet.navy.mil.

                                     /s/

                                 S. B. GIBSON

By direction
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NAMTRAGRU AIS Security Incident Report

1.  Headquarters/Detachment/FREST.

2.  Department and Code.

3.  System Identification Number.

4.  Individual Making Report/telephone number.

5.  Date of Report.

6.  Date of Incident.

7.  Type of Incident.

    _ Waste/Fraud/Abuse       _ Unauthorized Disclosure       _ Theft

    _ Destruction             _ Unauthorized Use of Login     

    _ Unauthorized System Modification

    _ Denial of Service       _ Unauthorized Use of Password  _ Other

8.  Downtime Resulting From the Incident in Hours.

9.  Remarks:

    -------------------------------------------------------------------------- 

The Following to be Filled by Investigating Official

1.  Name, Grade/Rank, Title.

2.  Local Investigative Agency(s) Involved (if applicable).  Give Point of Contact, Address, and Telephone Number.

3.  Report of Investigation (Attach Additional Information).
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