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NAMTRAGRU INSTRUCTION 5510.2C

Subj:  EMERGENCY ACTION PLAN FOR CLASSIFIED MATERIAL

Ref:   (a) OPNAVINST 5510.1H

Encl:  (1) NAVAL AIR MAINTENANCE TRAINING GROUP (NAMTRAGRU)                                                                                                                                                                                                                                                                                                      
      CLASSIFIED MATERIAL EMERGENCY ACTION PLAN

1.  Purpose.  To publish procedures and guidance for classified material handling during periods of general of local emergencies.

2.  Cancellation.  NAMTRAGRUINST 5510.2B.  Since this is a major revision, changes are not indicated throughout.

3.  Background.  Reference (a) indicates that although a detailed emergency destruction plan for classified material is not needed, emergency planning for protection is required.  This directive contains the basic requirements for emergency situations.

4.  Responsibilities.  In support of reference (a), the following procedures are established.

    a.  For NAMTRAGRU:

        (1) For emergency conditions, the Senior Watch Officer will generate an Emergency Watchbill for round-the-clock protection of buildings should Naval Support Activity Memphis not provide this protection.

        (2)  If emergency destruction may be appropriate, enclosure (1) should be used as guidance.

    b.  NAMTRAGRU Detachment Officers in Charge (OINCs) must ensure that an emergency action plan appropriate for your particular situation is in place.

                               B. L. HAWK

                               By direction

Distribution:

NAMTRAGRUINST 5216.1Z (List I and II (Case 1))

                                     NAMTRAGRUINST 5510.2C

                                     5 Feb 96

NAVAL AIR MAINTENANCE TRAINING GROUP

CLASSIFIED MATERIAL EMERGENCY ACTION PLAN

1.  Personnel responsible for the protection of classified material and to be contacted in the event of any applicable emergency situation:

    Security Manager – LCDR D. R. Meredith

    Assistant Security manager – P. J. Hoffmeyer, GS-7

2.  Classified material is held by Naval Air Maintenance Training Group as follows:

    Code 03 – Bldg N-1 second floor

    Diebold safe – serial number 44873

    Material Custodian – YN2 Messer

    Priority Two

    Code CIS – Bldg S-238 second floor

    Diebold safe – serial number 46699

    Material Custodian – AZ2 Miller

    Priority Two

3.  In case of an emergency, the OOD will call the Security Manager/Assistant Security Manager and at least one Material Custodian from each code.  The Security Manager, Assistant Security Manager and Material Custodians will follow established guidelines, if possible.  If circumstances warrant, deviation from these plans may be authorized by the Security Manager/Assistant Security Manager.

    a.  The determination of whether to guard, move or begin emergency destruction of classified material will be made by the Security Manager/Assistant Security Manager.

    b.  Material will be destroyed as soon as possible after the decision is made to preclude compromise or loss.  Material Custodians will be responsible for destroying all classified material in their safe and reporting the loss to 

the Security Manager.  The Security Manager will conduct yearly drills to ensure that personnel know what material should be destroyed and what records/logs must be kept to report the loss.  In case Material Custodians can not be reached during an emergency, the Security Manager of the Assistant Security Manager will hold all combinations for all safes and will be included in the yearly drill for each code.

    c.  The following methods will be used in emergency destruction of all classified materials.

        (1) Shredding machines will be used if possible.

        (2) If shredding is not possible, then careful burning should be used to accomplish complete destruction.

4.  As required by reference (a), the facts of the destruction will be reported by the Security Manager to the Chief of Naval Operations (OP-09N) and Chief of Naval Education and Training by the most expeditious means available.  Additionally, within 6 months after the destruction, a written statement describing the character of the records and showing when and where the destruction was accomplished will be submitted to the Commander, Naval Data Automation Command (NAVDAC Code 812).  Each code should hold an Active/Inactive Route Control Log.  The Active Log will be used as a record of what material was destroyed.

                                                    Enc (1)

