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NTCGLAKESINST 5532.2PRIVATE 

                                             (08)

                                             5 February 1992

NTC GREAT LAKES INSTRUCTION 5532.2
From:  Commander, Naval Training Center, Great Lakes

Subj:  KEY AND LOCK CONTROL PLAN

Ref:   (a) DOD 5100.76-M

       (b) OPNAVINST 5530.13A

       (c) OPNAVINST 5530.14B

       (d) OPNAVINST 5510.1H

Encl:  (1) Key Custodian/Subcustodian Designation Letter

       (2) Lost Key Report 

       (3) Monthly Key and Lock Inventory

       (4) Master Key Inventory

       (5) Temporary Key Record

       (6) Long Term Key Record

       (7) Key & Lock Control Checklist

1.  Purpose.  To establish a Key and Lock Control Program for Naval Training Center Great Lakes in accordance with references (a) through (d).  

2.  Cancellation.  NTSGLAKESINST 5532.1.  This instruction has been substantially revised and should be reviewed in its entirety.

3.  Scope.  Included in this plan are all keys, locks, padlocks and locking devices used to protect or secure restricted areas and activity perimeters, security facilities, Arms, Ammunition and Explosives (AA&E), storage facilities, critical assets, classified material and sensitive materials and supplies.  Approved locking devices for the protection of classified materials are specified in reference (d).  Not included in this program are keys, locks and padlocks for convenience, privacy, administrative or personal use.

4.  Procedures
    a.  Key Control.  The Key Control Officer will be designated in writing by the Chief of Staff and be responsible for all security-related key and lock control functions.  The Key Control Officer will be subordinate to the Security Officer.  The Key Control Officer will institute a program that indicates all keys on hand, keys issued, to whom, date and time such keys were issued and returned, as well as signatures of persons drawing or returning security keys.  Access to the Key Control Center must be controlled and the space must be secured when not in use.  Duplicate keys will be provided for protection equivalent to the 
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asset/area that the original keys are used to secure.  Continuous accountability of keys is required at all times.  The Department 

Head shall designate in writing a Key Custodian and Alternate who will be responsible to the Key Control Officer for all keys controlled by that department.  Each custodian may have sub-custodians designated in writing by the department head as operationally necessary to accomplish the program (enclosure (1)).  The name, code and telephone number of the key custodians, alternates and subcustodians will be provided to the Key Control Officer and Security Officer.  All forms (enclosures (1) through (7)) are to be used by each custodian/subcustodian for key accountability and control.  Completed key control registers shall be retained in unit files for a minimum of 90 days and then disposed of in accordance with reference (a).

    b.  Criteria for Issuing Keys.  Keys for security locks and padlocks must be issued only to those persons with a need approved by the Chief of Staff or Department Head.  Convenience or status is not sufficient criteria to issue a security key.  Certain categories of security assets have specific rules concerning the issue and control of keys affording access to them.  The Key Custodian is responsible for enforcing rules for key issue as part of that person's function.

    c.  Lost, Misplaced or Stolen Keys.  In the event of lost, misplaced or stolen keys, the affected locks or cores to locks shall be replaced immediately.  Replacement of reserve locks, cores, and keys shall be secured to preclude accessibility to unauthorized individuals.

        (1) The Key Control Officer will be notified immediately by telephone by the custodian in the event of lost, misplaced or stolen keys of high-security locking devices.  Follow-up with Lost Key Report (enclosure (2)).  

        (2) The Key Control Officer will be notified in writing in the event of any other lost, misplaced, or stolen keys; using enclosure (2).

    d.  Key Storage.  When not attended or used, keys shall be secured in containers of at least 20-gauge steel or material of equivalent strength, and equipped with a secondary padlock or a General Services Administration (GSA) approved, three-position, changeable combination lock, Model 8077A.  Keys to arms storage buildings, rooms, racks or containers will not be removed from the station.
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    e.  Key Control for AA&E
        (1) Keys to AA&E storage buildings, rooms, racks, containers and Intrusion Detection Systems (IDS) shall be maintained separately from other keys and accessible only to those personnel whose official duties require access to them.  A 

current roster of these personnel shall be kept within the section, branch, division or department.  The roster shall be protected from public view.

        (2) When arms and ammunition are stored in the same areas, keys to those storage areas may be maintained together but separately from other keys that do not pertain to AA&E storage.  The number of keys shall be held to the minimum essential (maximum of three keys).  Keys may not be left unattended or unsecured at any time.  The use of a master key system is prohibited for AA&E storage.

        (3) When individuals, such as duty officers, are charged with the responsibility of safeguarding or otherwise having keys immediately available, they shall sign for a sealed container of keys.  When the sealed container of keys is transferred from one individual to another, the unbroken seal is evidence that the keys have not been disturbed.  If the seal is found broken, all inventory of the container's contents will be conducted and the Key Control Officer will be notified immediately.

5.  Locks and Seals

    a.  Locking Devices.  A list of approved locking devices is available through the Key Control Officer or Key Control Center.

    b.  Rotation and Maintenance.  Security locks, padlocks and/or lock cores shall be rotated from one location to another at least annually.  This guards against the use of illegally duplicated keys and affords the opportunity for regular maintenance to avoid lock-outs or security violations due to malfunctions caused by dirt, corrosion and wear.

    c.  Padlock Security.  When the door, gate or other equipment that the padlock is intended to secure is open or operable, the padlock will be locked into the staple, hasp, fence fabric or other nearby securing point to preclude switching of a padlock.

    d.  Lock Control Seals.  Inactive gates must be locked and have seals affixed.  The approved seal is the car ball-end seal (NSN 5340-00-081-3381), Military Specification MIL-S-23769C.  Security personnel are instructed that lack of free play 
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(normally 1/8 to 1/4 inch) indicates the possibility of tampering.  A follow-up examination of the seal should be conducted.  Seals must be serialized and will be stored in a secure container.  The security department will control placement of seals and account for seal numbers on hand, issued and used.

    e.  Procurement of High-Security Locks.  All locks used for high-security applications will meet military specifications.  All high-security lock procurement must be approved by the Security Officer prior to issue.

6.  Inventories
    a.  All Keys.  The Key Control Officer will conduct an annual inventory of all keys issued.  The Key Custodian will inventory keys issued for sub-custodial use and key logs at least monthly 

(enclosure (3)), and submit copy of inventory to the Key Control Officer.  All keys will be inventoried upon change of the Key Control Officer, Key Custodian or Key Sub-Custodian.  Inventory records shall be retained for one year, then disposed of.  Changes to inventory require submission of New Master Key Inventory (enclosure (4)) with changes identified in remarks section.

    b.  AA&E Keys and Locks.  Inventories of keys and locks shall be conducted semi-annually utilizing enclosure (3) with a copy submitted to the Key Control Officer.  Inventory records shall be retained in unit files for a minimum of three years and then disposed of in accordance with established procedures set forth in reference (d).

7.  Key Issue
    a.  Keys issued on a daily basis will be recorded using the Temporary Key Record (enclosure (5)).  Each Temporary issue key will have its own record.

    b.  Keys issued on a long term basis will be recorded on the Long Term Record (enclosure (6)).  Each individual having keys issued will have card on file.

    c.  Replacement of lost, missing, or damaged keys will be accomplished by utilizing Memorandum Work Request (NTC-4700/4 Rev. 6-79)).  All information identified on enclosure (4) will be included.

8.  Quality Assurance.  A Key and Lock Control Checklist (enclosure (7)) shall be utilized by the Key Custodians, Division 


4










NTCGLAKESINST 5532.2

Officers and Department Heads to ensure that the Key Control Program is functioning properly in their assigned areas.

9.  Forms.  The following forms (a) through (f) may be obtained through the Key Control Officer and (g) and (h) may be obtained through NPPSDO by using a DD-282.

    a.  Key Custodian/Subcustodian Designation Letter NTC-GL 5532/1 (8-91)

    b.  Lost Key Report NTC-GL 5532/2 (8-91)

    c.  Monthly Key and Lock Inventory NTC-GL 5532/3 (8-91)

    d.  Master Key Inventory NTC-GL 5532/4 (8-91)

    e.  Temporary Key Record NTC-GL 5532/5 (8-91)

    f.  Key and Lock Control Checklist NTC-GL 5532/7 (8-91)

    g.  Memorandum Work Request NTC-GL 4700/4 (Rev. 6-79)  

    h.  Long Term Key record NTC-GL 5532/6 (8-91)

                                     /s/







  J. L. BOYDSTON 







  Chief of Staff

Distribution:

NTCGLAKESINST 5216.5K

Lists I & II

Copy to:

CO, PWC GLAKES

Key Control Officer

BMS (Bldg. 1)

BMS (Bldg. 5)
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KEY CUSTODIAN/SUB-CUSTODIAN DESIGNATION LETTER
As of ________________the Key Custodian/Sub-Custodian for ______/

      (Date)








   (Bldg.)

_________________________________

(Department)               (Room) is:

________________________   _____   _______________  ______  _____  NAME/CODE                  RATE    SSN              EXT     PRD   

________________________   _____   _______________  ______  _____  NAME/CODE                  RATE    SSN              EXT     PRD   

As Key Custodian/Sub-Custodian (circle one) I assume responsibility for the control and accountability of all keys to the spaces which I am assigned.

____________________________________________

SIGNATURE (Custodian)

____________________________________________

SIGNATURE (Alternate)

____________________________________________

DEPARTMENT HEAD

                             _______________________________________

KEY CONTROL OFFICER APPROVAL

PRIVACY ACT STATEMENT - THE AUTHORITY TO REQUEST THIS INFORMATION IS CONTAINED IN 5 USC 301, DEPARTMENTAL REGULATIONS

NTC-GL 5532/1 (8-91)
Encl (1)
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MONTHLY KEY AND LOCK INVENTORY










    Date ____________

Bldg: _______Department: ________________________

Key Custodian:____________________________________________________

Number of Master Keys:____________________________________________

Number of Rooms:__________________________________________________

Total Number of Keys in Inventory:________________________________

Number of Keys Issued:____________________________________________

Number of Keys on Hand:___________________________________________

Number of Keys on Order:__________________________________________

Number of Key Blanks:_____________________________________________

Number of Keys Lost/Missing:______________________________________

Number of Keys Cut: ______________________________________________

__________________________________________

Signature of Key Custodian

REMARKS:

NTC-GL 5532/3 (8-91)
Encl (3)
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MASTER KEY INVENTORY










    Date _______________

Key Custodian:_______________________________________________________

Department:__________________________________________________________

Title:_______________________________________________________________

Building: ________________________

Room #      Quantity of Keys      Key Code      Level      Master
_____________________________________

Signature of Key Custodian

REMARKS:

NTC-GL 5532/4 (8-91)
Encl (4)
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LONG TERM KEY RECORD
NAMES:_____________________________RATE:_________________________

SSN:_______________________________PRD:__________________________

KEY(S) ISSUED
QTY          ROOM#        KEY CODE        DATE
______________________________

SIGNATURE

*****************************************************************

PRIVACY ACT STATEMENT - THE AUTHORITY TO REQUEST THIS INFORMATION IS CONTAINED IN 5 USC 301, DEPARTMENTAL REGULATIONS.

*****************************************************************

NTC-GL 5532/6 (8-91)       
28299 (8-90)GL


Encl (6)
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KEY AND LOCK CONTROL CHECKLIST


Date ________________

Ref:  (a) OPNAVINST 5530.1

      (b) Navy Lock and Key Control Guide (Ashore) June 1988











    YES   NO   REF     

1.   Is the Key Control Officer correctly appointed?  ​​___   ___  (a)0308a

                                                                 (b)2.1.1

2.   Area Key Custodians/assistants appointed in      ___   ___  (a)0308b

     writing with a copy forwarded to the Security 

     Officer.

3.   Is a key depository established by the Key       ___   ___  (a)0308c

     Custodian to secure keys needed for day-to-

     day operations?

4.   Are Key Custodians knowledgeable of key          ​​​___   ___  (b)2.1.3

     control procedures?

5.   Are duplicate keys and padlocks not in use       ___   ___  (a)0308c

     stored in a suitable, separate locked con-                  (b)2.3.2

     tainer with controlled access?

6.   Are key depositories kept locked except for      ___   ___  (a)0308c

     issue and return of keys?

7.   Is the key depository located in a room where    ___   ___  (a)0308c

     it can be kept under constant surveillance or               (b)2.3.2

     in a room that can be locked when not in use?

8.   Do key custodians maintain a current list of     ___   ___  (a)0308a

     all keys under their control by ID number?

9.   Are keys which are not issued for personal       ___   ___  (b)2.3.2

     retention inventoried at the end of each duty 

     day?

10.  Are keys issued for personal retention inven-    ___   ___  (a)0308b

     toried on a "show" basis at least monthly?

11.  Are 100% key and lock inventories conducted      ___   ___  (a)0308a

     upon change of custodians?

NTC-GL 5532/7 (8-91)
Encl (7)
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                     KEY AND LOCK CONTROL CHECKLIST CONT'D











    YES   NO   REF     

12.  Has the key custodian forwarded a master list    ___   ___  (b)2.2.1

     of all keys and locking devices, and changes 

     to the Key Control Officer?

13.  Are all inventories and results a matter of      ___   ___  (a)0308a

     record and kept for a minimum of 1 year?

14.  Are all personnel authorized to access keys      ___   ___  (b)2.3.3

     and/or retain keys, identified on a roster 

     signed by the Key Control Officer/Custodian?

15.  Are key custodians signing keys in and out on    ___   ___  (a)0308f

     a key control register?                                     (b)2.3.3

16.  Are the key control registers, when not in use,  ___   ___  (b)2.3.3

     kept in a locked container under the control of 

     the key custodian?

17.  Is the key control register being reconciled at  ___   ___  (b)2.3.2

     the end of each duty day by the key custodian?

18.  Does the key control officer approve all         ___   ___  (a)0308i

     requests for security key duplication?                      (b)2.1.1

19.  Is the Key Control Officer notified in cases     ___   ___  (a)0308j

     involving the loss, theft or compromise of keys 

     and/or locks?

20.  Is there an excessive amount of master keys in   ___   ___  (b)2.2.2

     use?

21.  Is there a key and lock security education       ___   ___  (b)2.3.9

     program?

Encl (7)
2
NTC-GL 5532/7 (8-91)


KEY CUSTODIAN/SUB-CUSTODIAN DESIGNATION LETTER
As of ________________the Key Custodian/Sub-Custodian for ______/

      (Date)








   (Bldg.)

_________________________________

(Department)               (Room) is:

________________________   _____   _______________  ______  _____            NAME/CODE                   RATE    SSN              EXT     PRD       

________________________   _____   _______________  ______  _____            NAME/CODE                   RATE    SSN              EXT     PRD       

As Key Custodian/Sub-Custodian (circle one) I assume responsibility for the control and accountability of all keys to the spaces which I am assigned.

____________________________________________

SIGNATURE (Custodian)

____________________________________________

SIGNATURE (Alternate)

____________________________________________

DEPARTMENT HEAD

____________________________________________

KEY CONTROL OFFICER APPROVAL

PRIVACY ACT STATEMENT - THE AUTHORITY TO REQUEST THIS INFORMATION IS CONTAINED IN 5 USC 301, DEPARTMENTAL REGULATIONS.

NTC-GL 5532/1 (8-91)      


MONTHLY KEY AND LOCK INVENTORY











Date ____________

Bldg: _______Department: ________________________

Key Custodian:____________________________________________________

Number of Master Keys:____________________________________________

Number of Rooms:__________________________________________________

Total Number of Keys in Inventory:________________________________

Number of Keys Issued:____________________________________________

Number of Keys on Hand:___________________________________________

Number of Keys on Order:__________________________________________

Number of Key Blanks:_____________________________________________

Number of Keys Lost/Missing:______________________________________

Number of Keys Cut: ______________________________________________

__________________________________________

Signature of Key Custodian

REMARKS:

NTC-GL 5532/3 (8-91)



MASTER KEY INVENTORY










   Date _______________

Key Custodian:_______________________________________________________

Department:__________________________________________________________

Title:_______________________________________________________________

Building: ________________________

Room #       Quantity of Keys       Key Code       Level      Master
_____________________________________

Signature of Key Custodian

REMARKS:

NTC-GL 5532/4 (8-91)



KEY AND LOCK CONTROL CHECKLIST


Date ________________

Ref:  (a) OPNAVINST 5530.1

      (b) Navy Lock and Key Control Guide (Ashore) June 1988











    YES   NO   REF     

1.   Is the Key Control Officer correctly appointed?  ​​___   ___  (a)0308a

                                                                 (b)2.1.1

2.   Area Key Custodians/assistants appointed in      ___   ___  (a)0308b

     writing with a copy forwarded to the Security 

     Officer.

3.   Is a key depository established by the Key       ___   ___  (a)0308c

     Custodian to secure keys needed for day-to-

     day operations?

4.   Are Key Custodians knowledgeable of key          ​​​___   ___  (b)2.1.3

     control procedures?

5.   Are duplicate keys and padlocks not in use       ___   ___  (a)0308c

     stored in a suitable, separate locked con-                  (b)2.3.2

     tainer with controlled access?

6.   Are key depositories kept locked except for      ___   ___  (a)0308c

     issue and return of keys?

7.   Is the key depository located in a room where    ___   ___  (a)0308c

     it can be kept under constant surveillance or               (b)2.3.2

     in a room that can be locked when not in use?

8.   Do key custodians maintain a current list of     ___   ___  (a)0308a

     all keys under their control by ID number?

9.   Are keys which are not issued for personal       ___   ___  (b)2.3.2

     retention inventoried at the end of each duty 

     day?

10.  Are keys issued for personal retention inven-    ___   ___  (a)0308b

     toried on a "show" basis at least monthly?

11.  Are 100% key and lock inventories conducted      ___   ___  (a)0308a

     upon change of custodians?


NTC-GL 5532/7 (8-91)

                     KEY AND LOCK CONTROL CHECKLIST CONT'D











    YES   NO   REF     

12.  Has the key custodian forwarded a master list    ___   ___  (b)2.2.1

     of all keys and locking devices, and changes 

     to the Key Control Officer?

13.  Are all inventories and results a matter of      ___   ___  (a)0308a

     record and kept for a minimum of 1 year?

14.  Are all personnel authorized to access keys      ___   ___  (b)2.3.3

     and/or retain keys, identified on a roster 

     signed by the Key Control Officer/Custodian?

15.  Are key custodians signing keys in and out on    ___   ___  (a)0308f

     a key control register?                                     (b)2.3.3

16.  Are the key control registers, when not in use,  ___   ___  (b)2.3.3

     kept in a locked container under the control of 

     the key custodian?

17.  Is the key control register being reconciled at  ___   ___  (b)2.3.2

     the end of each duty day by the key custodian?

18.  Does the key control officer approve all         ___   ___  (a)0308i

     requests for security key duplication?                      (b)2.1.1

19.  Is the Key Control Officer notified in cases     ___   ___  (a)0308j

     involving the loss, theft or compromise of keys 

     and/or locks?

20.  Is there an excessive amount of master keys in   ___   ___  (b)2.2.2

     use?

21.  Is there a key and lock security education       ___   ___  (b)2.3.9

     program?

NTC-GL 5532/7 (8-91)
2


LONG TERM KEY RECORD
NAMES:_____________________________RATE:_________________________

SSN:_______________________________PRD:__________________________

KEY(S) ISSUED
QTY          ROOM#        KEY CODE        DATE
______________________________

SIGNATURE

*****************************************************************

PRIVACY ACT STATEMENT - THE AUTHORITY TO REQUEST THIS INFORMATION IS CONTAINED IN 5 USC 301, DEPARTMENTAL REGULATIONS.

*****************************************************************

NTC-GL 5532/6 (8-91)       
28299 (8-90)GL

