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NTC GREAT LAKES (COMPLEX3) INSTRUCTION 5530.2E
Subj:  PHYSICAL SECURITY AND LOSS PREVENTION PLAN        

Ref:   (a) OPNAVINST 5530.14C
       (b) Navy Lock and Key Control Guide (Ashore)

       (c) SECNAVINST 5500.4G

       (d) OPNAVINST 5530.13B

       (e) NTCGLAKESINST 5500.8D

       (f) NTCGLAKESINST 11200.4E

       (g) SECNAVINST 1740.2D-Assessment 1994, 10May94-03GL-5GNA

Encl: (1) Physical Security/Loss Prevention Plan

1.  Purpose.  To establish a consolidated Physical Security and Loss Prevention Plan for the physical safeguarding of personnel, information, installation and Naval property within Naval Training Center,(NTC), Great Lakes, Illinois; housing and government facilities at Fort Sheridan, IL; and housing at the former NAS Glenview, IL. 

2.  Cancellation.  NTCGLAKESINST 5530.2D.  This instruction has been substantially revised and should be read in its entirety.

3.  Background
    a. The Commander, Naval Training Center (CNTC) has the authority and responsibility for ensuring the physical security of the 

NTC Complex perimeter, for law enforcement within the NTC Complex and for the coordination of security and law enforcement internal to component and tenant commands.  Within the physical confines of NTC, the CNTC, will coordinate physical security measures employed by tenant activities, as directed by reference (a).

    The physical security of all arms, ammunition and explosives, and other hazardous material held by tenant activities will be closely coordinated with the host activity.

    All planning that may result in the physical relocation of an organizational element, physical changes to a facility or a realignment of functions will include the Director of Public Safety from the outset to ensure that security considerations are included during the initial planning.

    b. NTC Complex must not only be prepared to cope with physical security, loss prevention, terrorist action, etc., but also to render assistance to other commands or the civilian community, if so directed by higher authority.  Rendering military assistance to the civilian community in this geographical area is the primary responsibility of the First Army; however, CNTC Great Lakes will render assistance as deemed necessary by Headquarters, First Army consistent with the requirements of the Navy's mission.  CNTC will determine if assistance will be provided and assign specific tasks. 

    c. The Great Lakes NTC Physical Security 

and Loss Prevention Plan is designed to meet a variety of contingencies that may arise at NTC and the surrounding area. The instructions and organizational framework set forth in this plan will provide all commands with the capability to initiate THREATCON operations, and to accomplish their assigned mission.

4.  Scope.
    a. Enclosure (1), NTC Physical Security and Loss Prevention Plan, addresses physical security responsibilities as required by reference (a).  It is applicable to all on board the Great Lakes NTC Complex.

5.  Responsibilities. Physical Security and Loss Prevention are the direct, immediate, legal and moral responsibility of all personnel assigned to this installation.

    a. The NTC Director, Department of Public Safety is the designated representative of CNTC, responsible for planning, implementing, enforcing and supervising the Command Physical Security and Loss Prevention Plan.

    b. All department directors, tenant activity Commanding Officers and Officers in Charge are responsible for overseeing implementation of this instruction by checking for compliance throughout their areas of responsibilities, and ensuring that higher governing policies are enforced.

6.  Forms and Reports Availability. Forms listed in enclosure (1) are available through normal Navy supply channels per NAVSUP P-2002, or through the DDPS.  Forms not available through supply channels are authorized for local reproduction.

7.  This plan contains information relative to the security posture of NTC Great Lakes, and will be designated "FOR OFFICIAL USE ONLY".

                                G.L. Gerard

                                Chief of Staff, Operations

Distribution:

NTCGLAKESINST 5216.5M

Lists I, II (Case B), III-A, B, C  
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Chapter 1


INTRODUCTION
1.0  Definitions.  For the purpose of this instruction, the following definitions apply:

     a.  Installation.  All roads and real property situated within the boundaries of the Naval Training Center (NTC) complex, Recruit Training Command, Naval Hospital, all family housing: Forrestal, Nimitz Village, Halsey Village, Fort Sheridan, Glenview; the Supply Annex; NTC Golf Course; Buildings 3200 and 3400; Burkey Mall and all 96 facilities of the real estate owned, leased or controlled by the U.S. Government contiguous to these areas except the Veterans Hospital, North Chicago.

     b.  Installation Commander.  Commander, Naval Training Center (CNTC), Great Lakes.

     c.  Physical Security.  That part of security concerned with physical measures designed to safeguard personnel; to prevent unauthorized access to equipment, installations, material and documents, and to safeguards against espionage, sabotage, damage and theft.

     d.  Areas of Security Interest.  Any building, space, security cage and/or office, the entry into which would give either direct or secluded access to U.S. Government mission stock, classified information/material, money, pilferable and/or sensitive property.

e. Physical Security Survey.  A specific on-site internal 

examination/evaluation of physical security and loss prevention programs of an activity to determine the activity's vulnerabilities and compliance with physical security policies.  They are used primarily as a management tool by the surveyed command and program manager. 

     f.  Director, Department of Public Safety (DDPS).  The basic function of the DDPS is to assist Chief Of Staff by determining the adequacy of the installation Physical Security and Loss Prevention Plan by identifying those areas in which improved physical security and loss prevention measures are required.

g. Waivers/Exceptions.  All activities will review their 

existing security posture and determine modifications necessary to conform to reference (a).  Basic principles, objectives, and processes must be achieved, and waivers or exceptions to them are not appropriate.

a. A 10 percent deviation from physical security requirements is authorized without need of waiver or exception. New construction, upgrade or modification to existing facilities must conform with standards contained in reference (a).
(1) Exception.  A written approved long term (36 months or longer) or permanent deviation from a specific provision as specified in, reference (a). Exceptions require compensatory or 

     equivalent security measures. 

(2)  Waiver.  A written temporary relief, normally for      a period of 1 year, from specific standards            imposed by reference (a), pending actions or           accomplishment of actions which will result in         conformance with the standards.  Interim               compensatory security measures are required.  

     i.  Firearms.  Pistols/revolvers, crossbows, rifles, shotguns and other instruments designed to expel a potentially lethal projectile, as designated by the CNTC.

1.1  Purpose.  To establish policy and standards for physical security and loss prevention at NTC Great Lakes and supported activities.  Specifically, this instruction will:


a.  Establish uniform minimum physical security and loss prevention standards.


b.  Provide guidance for evaluating, planning, and implementing the installation physical security and loss prevention plan.

     c.  Relate physical security measures to assets requiring protection.

     d.  Provide a basis for determining cost effective physical security and loss prevention measures/upgrades.

     e.  Assist those responsible for physical security and loss prevention in their efforts to carry out their assigned tasks.

1.2  Scope.  This instruction sets forth NTC Great Lakes responsibilities for Physical Security and Loss Prevention of the installation.  It classifies various security hazards, details management actions which must be employed to provide an acceptable physical security posture, and selectively sets minimum physical security requirements.  







Chapter 2

Security Planning

2.0 General

     a. Tenant commands on board NTC Great Lakes will develop and maintain a physical security plan for their activities that take into account the NTC Great Lakes physical security plan.  These plans will be coordinated with the NTC Great Lakes Director of Public Safety.

     b. Tenant commands will comply with the NTC Great Lakes physical security requirements.

2.1 Requirements

a. NEW CONSTRUCTION: All new construction will comply with the requirements of Ref. (a) and this instruction.  Plans for new 

construction will be reviewed by the Director of Public Safety or designated representative during the design process and various review phases to ensure that physical security, loss prevention, antiterrorism, and force protection measure are adequately incorporated. 


b.FACILITY MODIFICATIONS: All facility modifications to 

existing buildings, facilities, sites, etc., will comply with the requirements reference(a)and of this instruction.  The Director of Public Safety or designated representative will review proposals for these modifications during the design process and review stages to see that physical security, loss prevention, antiterrorism, and force protection measures are adequately incorporated.  Issues which cannot be resolved at the local level because of lack of necessary funding or other reasons outside the control of the local command (e.g., appropriate and adequate clear zones) will be resolved by the parent Echelon 2 command.

Chapter 3

PHYSICAL SECURITY MEASURES

Part One

Key Security and Lock Control

3.0 Purpose and Scope 

a. This chapter prescribes policies, responsibilities and 

procedures for the operation and maintenance of the installation key and lock control system and for the physical security of facilities.  Tenant activities will comply with their own lock and key control procedures and implement it in their Command's Physical Security Plan in accordance with reference (b).

3.1  Security of Buildings
     a.  Each department or tenant activity has the primary responsibility for internal security of the structures and facilities assigned to them.  It is the responsibility of each Commanding Officer, Officer in Charge and Department Director to enforce internal security of building regulations in their assigned areas.  The NTC Department of Public Safety will patrol all common areas (streets, roads, perimeters, etc) and physically inspect the structures and facilities external doors and windows.  Structures and facilities found to be secure need not be reported, however; all violations of building security will be reported to the NTC Department of Public Safety Dispatcher, who will notify the NTC Department of Public Safety Supervisory Police Officer, and the NTC CDO.  The NTC Department of Public Safety Dispatcher will also notify the duty personnel of the building, or the command key holder.  The Police Officers will remain on the scene until contact is made with that command's representative, or otherwise directed by a Public Safety Supervisor.  The NTC Department of Public Safety Dispatcher will make the appropriate blotter entries.

     b.  All NTC Great Lakes assigned buildings and spaces will be secured at the close of the normal workday or when not occupied by assigned personnel.  All unnecessary utilities will be secured and all exterior doors, windows, and, other openings which could provide access, will be secured and locked.

     c.  Individuals assigned to work in buildings or spaces after normal working hours (1630 Mon-Fri or weekends and holidays) will ensure all means of access to the area not under their immediate observation are closed and locked.  The NTC Department of Public Safety must be notified of each incident where mission necessity requires a space to be open and unoccupied.

     d.  When a building or space is assigned to more than one department, on a dual occupancy basis, the senior Department Director will be responsible for the security of the building or space.

     e.  Where there is evidence of possible forced entry into buildings, spaces, doors, or windows, the NTC Department of Public Safety will be notified immediately.   NTC Department of Public Safety personnel will secure the immediate area until the area has been cleared and investigated by personnel on the scene.

3.2  Lock and Key Control
     a.  Definitions.  For the purposes of this section, the following definitions will apply.

         (1) Administrative Locks and Keys.  Keys to administrative offices, desks, lockers, etc, which do not contain areas of security interest.

         (2) Areas of Security Interest.  Any building, space, security cage and/or office, the entry into which would give either direct or secluded access to U.S. Government mission stock, classified information/material, and pilferable or sensitive property.

         (3) Key Control Cabinet.  The main key repository maintained by the Staff Civil Engineer.

         (4) Combination Locks. All locks not requiring keys to operate a mechanical locking device. Changing of combinations on combination locks meets rotation requirements contained herein.

         (5) Cylindrical Locks.  A type of lock that is built into doors.


    (6) Deadbolt.  An additional bolt that is operated manually and is not actuated by a spring.  When locked, the bolt cannot be retracted by end pressure.   

         (7) Duplicate-Keys.  Extra keys or more than one key to any locking mechanism.

         (8) Key Cabinet.  A repository designed for key storage constructed of at least 20-gauge steel or material of equivalent strength and with the ability to lock/secure.

         (9) Key Control Register.  The form/log used to record the issue and receipt of keys.  The Key Control register is maintained on file for three months after the last key issue date.

         (10) Locking Device.  Any mechanical or electro-mechanical device intended to be used to secure or open a door, window, gate or other opening.

         (11) Master Key.  A key that will actuate all the locks of a system.  The system usually consists of a series of locks using the same type of key to activate the locking mechanism.

         (12) Operating Keys.  The keys normally used to activate one locking mechanism.  Each key will operate only the individual lock for which the key is designed.

         (13) Padlock.  A type of mechanical lock that is removable from a separately installed latch and locking eye and used to secure openings.

         (14) Security Locks and Keys.  Locks and keys used to secure 

areas of security interest.

     b.  A command Key Control Officer will be designated in writing by the Commanding Officer.  Personnel selected should have a  current security clearance equal to the highest level of classified material held at the command, or at least Secret.  The Key Control Officer is directly responsible, to the CO, for the operation and general function of the facility key and lock control program.

The NTC DDPS is designated as the NTC Key Control Officer. Included within this program are all keys, locks, padlocks and locking devices used to protect or secure restricted areas and installation perimeters, security facilities, and areas of security interest.  Not included in this program are keys, locks and padlocks for convenience, privacy, personal use, or otherwise defined as administrative locks and keys.

     c.  Each Tenant Command/Activity Key Control Officer will be designated, in writing, by their Commanding Officer.  At those activities where the security key and lock program is too small to warrant a subordinate designation, the activity Director of Public Safety assumes this function.  

     d.  The Key Custodian should be designated in writing, by the Key Control Officer, with a copy of the appointment sent to the DDPS.  The selection should be a person with a security clearance at least equal to the assets controlled by the key and lock program.  Each custodian may have sub-custodians as operationally necessary to accomplish the mission.  Their respective department heads should designate Key sub-custodians or tenant commands and approved in writing by the Key Control Officer.  Sub-custodian's security clearance should be equal to the highest classified level of material secured.

Each custodian will inventory keys issued to custodial and sub-custodial key log accounts at least quarterly.  The key custodian will be responsible to the Tenant Command/Activity Key Control Officer for all security locks and keys controlled by that functional area.

     e.  A strict control over keys to buildings and areas designated as Restricted Areas.  Duplicate keys, to these Restricted Areas, will not be made without approval from the NTC Key Control Officer (NTC DDPS).  The request will be in written form from the activity head.  No person, except in the performance of official duties, may use, possess, or transport any key making device, locksmith tools or lock picking tools on the installation without written authorization from the CNTC or his/her designated representative.

     f.  Master keys and operating keys to security areas will not be issued for personal retention or removed from the installation.  When keys are not in use, they will be secured in key cabinets.  Key cabinets will be located in buildings or rooms with structural features, which forestall illegal entry and will be securely attached to the structure to prevent easy removal.  Key cabinets will be locked except to issue, return, or inventory keys.

3.3  Areas of Responsibility for Lock and Key Control

     a.  The NTC Director of Public safety as the Installation Key Control Officer is responsible for advising and training Command Key Control Officers and general supervision.  In addition, NTC Director of Public safety is responsible to:

         (1) Advise the CNTC, and Key Custodians on all matters related to lock and key control program changes.


    (2) Approve or disapprove key control subsystems submitted before the system is implemented.

         (3) Ensure investigation of the loss, theft or damage of locks and keys within the security lock and key control system.

         (4) Provide for inspection of locking devices during

non-duty hours by Department of Public Safety personnel.

         (5) Approve or disapprove all requests for duplicate master keys.

     b.  The Command Key Control Officers will:


    (1) Provide quarterly status reports/information to the DDPS at Physical Security Review Committee (PSRC) Meetings.

         (2) Provide administrative supervision over the security lock and key program.

         (3) Establish and supervise the operation of the central key cabinet.

         (4) Inspect lock and key control procedures for subsystems implemented for compliance with this instruction.

         (5) Prepare and forward through the chain of command all loss prevention inspection reports, pertaining to this program, indicating violations of procedures, to the NTC DDPS.

         (6) Approve or disapprove all requests for fabrication of duplicated security keys, excluding the Restricted Area keys,

         (7) Coordinate all procurement of locking devices and hardware with Supply and Logistics.

         (8) Ensure all key custodians perform lock and key inventories at least quarterly.  The key control officer will conduct an annual inventory of all controlled issued keys in the program and will maintain appropriate logs and records.  Inventory record(s) must include the number of keys in the subsystem, keys on hand and account for the difference, including any keys signed out for personal retention by name and key serial number.  The record(s) of the rotation will be maintained until completion of the next scheduled rotation.

         (9) Retain sufficient padlocks for emergency use by the Department of public Safety personnel.

     c.  Commanding Officers, Officers-in-Charge and Department Directors will:

         (1) Furnish the DDPS with a copy of the appointment letter for the key custodian within their activity.

         (2) Establish a department, tenant activity lock and key control subsystem of all keys not controlled directly by the central key cabinet.

         (3) Prepare a lock and key control system procedure based on reference (e).

     d.  Key Custodians will be responsible for:

         (1) Implementation and administration of an approved lock and key control subsystem within his/her department or activity according to reference (e).  

         (2) Reporting the loss, theft or damage of locks and keys to the DDPS.

         (3) Maintaining written records of inventories, annual lock and key rotation, and key control logs.

         (4) The custody and control of all duplicate keys not used for daily operations.

         (5) Supervision of keys stored within key cabinets.

         (6) The key cabinet index is a typed listing of all keys stored inside the repository by key serial number and by location of the lock it actuates. The key cabinet index (must be located in a secure place, preferably with key codes and locks). The key cabinet index should be used as the basis for daily, monthly and annual inventories of the keys controlled from the repository.

         (7) Conduct a physical inventory by serial number of all locks and keys within the key cabinet control to include any keys issued for personal retention.  A written record of the inventories will be maintained locally until completion of the next scheduled inventory of the same time frame (i.e., quarterly, and annually).

         (8) Rotating all security locks within the key cabinet control at least annually or when compromised, lost or stolen.  A record of the rotation, by key serial number and lock location will be maintained locally until completion of the next rotation cycle.

         (9) Ensure that a designated individual conducts a inventory of each key cabinet at the beginning and end of each workday.  A report of discrepancies must be made to the Installation Key Control Officer and to the DDPS if the discrepancy is in connection with a high security lock/key.

        (10) Ensure each key control log specifies number of keys on hand, keys issued by serial number, to whom (printed name, signature and signature of person receiving keys when turned in).


f.  EXCEPTION - The Lock and Key Program implemented for the Pre-Trial Confinement Facility is maintained in accordance with SECNAVINST 1640.9B and OPNAVINST 1640.9B.  The ACOS, Base Operations and Chief Petty Officer in Charge, PCF, supervise this program.  Key loss is investigated and reported to the Bureau of Naval Personnel as required.


Chapter 3

Part Two


MISSING LOST STOLEN RECOVERED (MLSR) GOVERNMENT PROPERTY

3.4  Purpose and Scope  

     a.  Efficient management of the Navy's assets is a matter of top priority to all personnel.  In order to accomplish this, it is essential to have an effective loss prevention and physical security program.  An important part of these programs is the MLSR reporting system, which has enabled the Navy to better recognize its physical security needs and to significantly reduce its property losses.

     b.  The most common reasons for the larceny of government property is the sale of the item for profit, individual use, or to barter for service, merchandise, or other forms of contraband.  Stolen or lost property for which there is recorded identifiable data is frequently recovered by law enforcement agencies because the pertinent information has been inserted into the National Crime Information Center (NCIC).  The recovery of property is usually contingent on the extent of relevant data provided by the custodian.  The MLSR property reporting system enhances the investigative process and provides data to determine the rate and trend of government property losses.

3.5  General Policy.

     a.  MLSR reports on government property will be submitted by the responsible department/activity having custody or signature responsibility of the property/material missing.  NTC Physical Security Officer will assign the MLSR number.  All missing, lost, stolen or recovered property will be reported within two workdays on a completed DD Form 200, to the NTC DDPS. 

     b.  It is the responsibility of all NTC, Great Lakes personnel to be familiar with the policy and procedures associated with the MLSR system.

3.6  Authority.  The MLSR program is applicable to government property only.  The system is controlled through reference (c), which is also applicable to Arms, Ammunition and Explosive (AA&E).  In accordance with applicable instructions, the Missing, Lost, Stolen or recovered government property must be reported through the chain of command to the Chief of Naval Operations (CNO).

3.7  Investigations.  Immediate mandatory reporting of all missing, lost, stolen or recovered sensitive material incidents is required to the NTC DDPS and nearest or supporting NCIS field component, as appropriate.  All MLSR reportable property incidents will be reported to the NTC DDPS and he/she in turn will notify NCIS when appropriate.  Justification for declining of an investigation by NCIS will be fully explained in the initial MLSR or survey report.  MLSR/survey reports declined or not investigated by NCIS will revert back to the Criminal Investigations Division of the NTC Department of Public Safety for investigation.  A final MLSR report (if applicable) will not be submitted until all investigative and administrative actions are completed and the case closed.  MLSR reports must be initiated by the individual command.

3.8  Reportable Items

     a.  All serialized or unserialized firearms, weapons, ammunition, explosives and other destructive devices regardless of value which are coded as sensitive AA&E in references (a) and (d) will be reported using the MLSR system.

     b.  All serialized government property and government property valued at $100.00 or more will be reported using the survey report (DD Form 200) using format provided in reference (c).

     c.  Narcotic losses are not include under the MLSR program and shall be reported as prescribed in Chapter 21 of the Manual of the Medical Command.

     d.  All other government property considered to be "sensitive items" regardless of the actual or estimated amount as stated in reference (b).

3.9  Responsibilities.

     a.  Commanding Officers, Officers-in-Charge, Department Directors and Activity Heads.  Upon notification that government property under their cognizance and control is missing, lost, stolen or recovered will initiate the following actions:

         (1) Immediately notify the NTC Department of Public Safety of the incident and obtain a MLSR report number.

         (2) Obtain pertinent information regarding the incident, i.e., description of property, manufacturer, value, model, serial number, circumstances of loss or recovery, when last accounted for, suspect(s), principal custodian, causation, physical security deficiencies, how and geographical location where item was secured, degree of control, access of the area, and if negligence involved, etc. 

         (3) Complete preliminary MLSR report.

     b.  Director of Public Safety.  Upon notification that government property/sensitive material has been discovered missing, lost, stolen or was recovered will:

         (1) Where appropriate notify NCIS of the incident and upon their declination, of follow-up investigation, direct a Department of Public Safety detective to initiate an investigation.

         (2) Notify NCIS if missing/recovered items are AA&E or other sensitive materials.


    (3) Ensure the MLSR Program is properly maintained as outlined in Reference (c).


c.  Comptroller will:  Receive a copy of MLSR report/ICR.


Chapter 3

Security of Communications Systems

3.10 Policy  

a. Communications systems play a major role in support of NTC 

Great Lakes Public Safety's mission, providing operational communications.  These are attractive targets due to limited staffing, isolated location and mission.  Therefore, security for these systems must be an important part of each command's/activities physical security program.

b. Access will be controlled at all communications facilities; 

ONLY AUTHORIZED PERSONNEL WILL BE ALLOWED TO ENTER.  Any communications facility at NTC Great Lakes will be designated and posted as a Restricted Area.

c. Because operations, maintenance, and communications 

personnel at the facility or mobile system are the most important factor in security, each specific facility will ensure implementation of a training program to ensure that assigned personnel understand their day-to-day security responsibilities, are familiar with the vulnerabilities of the facility, and are prepared to implement emergency security actions.  The training program will include the following:

(1) Security procedures and personal protection skills for 

assigned personnel.

(2) The use of weapons and communications equipment for 

protecting the facility or mobile system.

(3) Awareness of local terrorist threats and other activity 

in the area.

     d. Each specific command/facility, utilizing a communications system will develop a security operational concept of standards for their mobile systems to describe the minimum level security for the system in the expected operational environment.

Chapter 4

The Department of Public Safety

4.0  Composition.  The following personnel staff the Department of Public Safety:











     Number of 

                                                       Personnel

      Title                         Rank/Grade         Assigned
DDPS                   



LT                 1

COP                       

   GS-11                1

Deputy COP (Admin)        

   GS-10                1

Deputy COP (Operations)   

   GS-10     

    1

Training Instructor                   GS-09                1

Command Investigator


   E-6         
    1

Detective                             GS-07                5

Security Assistant                    GS-07                1 

Security Specialist

             GS-07

         1

Supervisory Police Officer 

   GS-07


    4

Lead police officer 

        GS-06                4

Patrol Officer                        GS-4/5


   55

Law Enforcement Specialist            E-4/6                5

Military Working Dog Handler          E-4/6                4

Animal Warden                        WG-5/5                2

Communications Dispatcher             GS-04                9

Lead Communication Dispatcher         GS-05                1    

Armory Division                       E-4/7                8

Marine Training Cadre                 E-5/7                2

Chief Master-at-Arms/LCPO

   E-7                  1

Sentry Division        


   GS-04               17  

Secretary                             GS-05                1

Computer/ADP Specialist               GS-08                1         

Auxiliary Security Force (ASF)       O-3/E-3              72












  ___


Total









  199

Note: Administration and Badge & Pass are contracted.

4.1  Tours of Duty

      a. The following personnel work Monday-Friday and are on call 24 hours a day for emergencies:

         (1) DDPS.

         (2) COP.

         (3) Deputy Chiefs of Police.



   (a) Administration



   (b) Operations


    (4) Armory Division.


    (5) Badge and Pass Division.

         (6) Administration.

         (7) Marine Training Cadre.

     b.  The following personnel work a rotating shift and are subject to recall for emergencies:

         (1) Supervisory Police Officers.

         (2) Lead police officers.

         (3) Command Investigator

         (4) Detectives.

         (5) Patrolmen.

         (6) Animal Warden.

         (7) Dispatchers.

         (8) Sentry Division.


    (9) ASF.

4.2  Training.  Civilian police officers receive 400 hours of basic law enforcement training, and ten weeks of training with a Field Training Officer (FTO). Military police personnel receive an initial 80 hour Basic Security/Law Enforcement Phase I training course to include the Illinois Traffic Regulations/Code.  Phase II (refresher) training is conducted annually consisting of a 40 hour course as outlined in Ref(a) Chapter 9, and local law enforcement training courses are used as required.  Roll call training is used daily to reinforce current and new policies.  On-the-job training is used to assist new personnel in grasping department policies and procedures.  Minimum training requirements are outlined in Ref(a), with all records of training being maintained for 1 year after the individual's employment is terminated with this Department.

4.3  Auxiliary Security Force
      a. Mission.  Used to augment the NTC Great Lakes permanent security force during increased threat conditions, or when directed by CNTC.  It is responsive to the overall direction of the NTC Great Lakes Director of Public Safety.  The ASF will be utilized to perform the functions listed below:


    (1) Containment of a crisis situation.


    (2) Protection of the lives and well being of people.


    (3) Assist in the apprehension of criminal/terrorist

             elements.


    (4) Participate in patrols as armed patrolman and conduct

             drills to enhance capabilities and proficiency.


    (5) Supplements patrol function and provide additional

             security measures as directed.

Chapter 5

Part 1

Installation Access

5.0  Purpose and Scope.  This chapter prescribes policies, responsibilities and procedures for access, movement and identification of individuals employed, stationed or visiting the installation.  And, it is applicable to all persons entering, while upon, and while departing the installation.  

5.1  Definitions
     a.  Employee.  Any civilian who is paid from federally appropriated or non-appropriated funds and assigned to work on the installation.

     b.  Contract Employee.  An individual working for a contractor whose contract is valid and whose work site is on the installation.

     c.  Visitor.  Any person, civilian or military, not employed by or assigned to this installation and its activities thereon.  Visitors are categorized as follows for the purposes of this chapter.

         (1) Official Visitor.  Individuals from other government installations or activities visiting in an official capacity.

         (2)  Social Visitor.  Individuals attending approved social activities or other areas and patients of the medical command on other than official U.S. Government business.

         (3) Business Visitor.  Individuals representing civilian concerns interested in the sales of equipment/material or the awarding of contracts, to include those visiting in connection with precontract negotiations, or seeking assistance on existing contracts.

         (4) Service Representative.  Employees of equipment suppliers assigned to perform maintenance or repair on their equipment.

         (5) Utilities Representatives.  Employees of various utilities (gas, electric, telephone, etc) who are assigned to perform meter readings, coin collecting, repairs, maintenance and inspection of their equipment.

         (6) Commercial Vendors/Deliveries.  Individuals delivering material or services to activities on the installation.  This will include taxis and limo's rendering services to the base.

     d.  Escort System.  Escorting is a method to control visiting personnel within a restricted area.  The escort must remain with the visitor at all times while within the restricted area.  Escort personnel may be civilian or military and will normally be from the 

office of the person visited.

5.2  General Policy
     a.  All military personnel, civilian employees, vendors and visitors to the Installation will be required to provide picture identification when, and if, requested by gate sentry personnel, to verify identity, prior to admittance.

     b.  Access to the Installation will be granted only to those persons who have official recognized business to conduct with NTC Great Lakes, or tenant activities.  Casual visiting of employees by non-employees at work sites or on the installation will not normally be permitted except by specific permission of the individual's direct supervisor.  All persons entering or leaving will do so under the control of security/sentry personnel, who will establish in each individual instance, and in accordance with this chapter, the persons right to enter, or they will deny entrance based upon reasonable cause or order.

     c.  Visitor entry into the installation will only be through the Badge & Pass Office located in Building 130 inside the main gate. 

Visitors holding authorized identification cards may use any gate opened and manned by sentries.

     d.  Security/sentry personnel will differentiate between the permission for the entrance of vehicles (under Chapter 3 of this instruction) and permission for persons to enter onto the installation.  Permission for one does not automatically mean permission for the other.  Vehicles and people are separately controlled and separately granted entry.

     e.  Personnel or vehicles will only be denied entrance to the installation by the CNTC or his/her designated representative.

5.3  Military Personnel.  

     a.  Active duty military personnel may enter at any time after presentation of a valid Armed Forces Identification Card, DD Form 2, if requested, to the sentry on gate duty.

     b.  Dependents with a valid Uniformed Services Identification Card, DD Form 1173, retired military personnel, with a valid Armed Forces Identification Card, DD Form 2 (Ret), and children of active duty and retired military personnel (10 years of age or older) with proper identification may enter the installation at any time.

     c.  Children of military/retired personnel under the age of 10 require an adult to escort them onto the installation.

5.4  Civilian Employees
     a.  Civilian employees who possess either an Optional Form 55 or 9ND-NTC-5512 Identification Card will be authorized entry into the installation at any time.

     b.  Civilian contractors who work at the installation will be issued identification cards by the Department of Public Safety Badge & Pass Office.

     c.  Civilian employees of the Navy Exchange (NEX) will carry an Identification Card issued by the Officer in Charge of the NEX.

     d.  Civilian employees who terminate (voluntarily or involuntarily) their employment at NTC Great Lakes or tenant activities will surrender their vehicle decal and identification card to the NTC Department of Public Safety on their last day of employment.    Notification, by the supervisor of the terminating employee, is required in writing, to the Director of Public Safety, when an employee terminates.  Employees unable to produce identification cards or vehicle decals upon termination will provide the NTC Department of Public Safety with a written explanation.

5.5  Installation Visitors
     a. Official Visitors
        (1) Law enforcement and investigative agents of civil or military agencies will be admitted to the installation upon presentation of satisfactory identification.  Such agents will not proceed with any official activity until the purpose of the visit has been evaluated and permission granted by either the Commanding Officer, Executive Officer or CDO of the activity involved.  The agent or representative will be directed by the gate sentry to the Badge and Pass Office located in Building 130 to obtain assistance.  The NTC SJA's Office must be notified (extensions 3805, 2480, 6626 or 3974) prior to contacting the appropriate Command.

        (2) If the purpose of the visit is to serve civil process, warrant, or subpoena, permission to do so must be granted by the individual(s) with authority over that person being served.  The actual service must be made in accordance with all applicable laws and must be served in the presence of a member of the affected Command.

        (3) No person will be allowed entry on the installation to effect an apprehension without the specific permission of the Chief of Staff (COS) (extension 3400) or his/her delegate.

        (4) Military personnel will not be delivered to a civilian law enforcement agency without the specific permission of the individual  member's chain of command.    

        (5) VIP visitors will be passed through the gate and the NTC COS (extension 3400) or NTC CDO (extensions 3300 or 3939) will be immediately notified of the visitor's presence on the installation.

    b.  Business Visitors
        (1) The basic regulations for the control of commercial solicitation onboard the installation are contained in reference (e). These regulations provide that entrance to the installation by solicitors and agents for the purpose of conducting public business is 

strictly controlled by the COS or his/her delegate.

        (2) Visitors in the following categories will be admitted only after clearance from the COS, his/her delegate, or the NTC Public Affairs Office (PAO).

            (a) Representatives of news agencies.

            (b) Photographers, including any visitor who carries a

                camera (of any type) if there is not an open house in

                effect onboard the installation.

    c.  Social Visitor
        (1) Groups and organizations desiring to visit the installation for educational or informational purposes will be permitted to enter upon the approval of the COS, his/her delegate or the NTC PAO.  In the case of visitors to installation facilities, a designated representative of the activity visited, will conduct the tour.  Tours are arranged through the NTC PAO.

        (2) Distinguished persons (flag officers, senior government representatives, etc) will be admitted without delay.  The gate sentry will notify the DDPS during normal working hours and the Supervisory Police Officer and NTC CDO after normal working hours/weekends/holidays.

        (3) Individuals attending authorized social functions with prior knowledge of the DDPS will be admitted to proceed directly to and from the location of the function.  (Guest lists must be submitted to the DDPS in advance).

        (4) Visitors must stop at Building 130, and obtain a visitor's pass to enter the installation.  Badge and Pass (B&P) desk must have prior approval from the person that is being visited or the visitor must be met at Building 130.  

5.6  Debarment from the Installation
     a.  Individuals who are barred from the installation by the CNTC will not be permitted to enter the installation.

     b.  Civilians/visitors who show evidence of being under the influence of alcohol or drugs will not be admitted to the installation. 

     c.  Individuals visiting employees for purely personal reasons without the express permission of the employee's direct supervisor 

will not be allowed entry onto the installation.

     d.  Peddlers, solicitors, creditors, repossessors and other like categories of individuals, except when specifically authorized by the CNTC, will not be allowed entry onto the installation.

     e.  Except as otherwise authorized, individual participation in 

picketing, demonstrations, sit-ins, protest march, political speeches and similar activities onboard the installation will be cause for removal and debarment from the installation.

     f.  Individuals who wish to distribute material such as pamphlets, handbills, flyers, newspapers, magazines, leaflets, petitions, etc, are prohibited except through regularly established and approved distribution outlets or unless prior approval is obtained from the CNTC.

     g.  Individuals displaying or wearing offensive or degrading signs, placards, or stickers, whether hand carried, affixed to or painted upon clothing, or clothing items, such as hats or baseball caps, vehicles or other objects, are prohibited.

     h.  The following procedures are used to issue a bar letter:

         (1) Temporary bar letters (72 hours in duration) will be prepared by the NTC Department of Public Safety, if needed, after normal working hours/weekends/holidays.

         (2) Permanent bar letters will be prepared by the NTC SJA and delivered to the subject in person or by registered mail (return receipt requested).

         (3) Bar letters will specify the reason for the action and the period of time the barment action is effective.

         (4) The individual barred may request in writing that the CNTC reconsider the barment action.  This request must be submitted within seven (7) days of receipt of the bar letter.  A record of the CNTC's decision upon reconsideration will be maintained on file in the NTC SJA's office.

         (5) Bar letters are automatically withdrawn at the end of the barment period.

         (6) Sentries are notified of newly barred personnel as the SJA's office updates the barment list.  A current copy of the barment list is available in the Department of Public Safety Communications Office.

Chapter 5
Part 2


Material Movement Control

5.7 Purpose and Scope. 

     This section prescribes policies, responsibilities and procedures applicable to public, commercial and military vehicles while entering, operating on and departing the installation.
It includes all motor vehicles, motorcycles, mopeds and bicycles operating on the installation are governed, in part, by the provisions of this section.

STATE OF ILINOIS TRAFFIC RULES AND REGULATIONS APPLY TO ALL AREAS OF THE INSTALLATION.

Material control is required for commercial and military vans/trucks, full or partially loaded or empty, entering or departing the installation.  Vehicles exempted from this requirement are as follows: Emergency vehicles, military command pickups and carryalls not carrying cargo, U.S. Mail vehicles, PWC emergency services vehicles, explosive-loaded vehicles (only authorized to use main gate unless otherwise directed by Ordinance Officer), cash collection vehicles (armored cars), PWC trash collection vehicles, forklifts and forklift lowboys, personnel baggage of military accompanied by owners, vendors vehicles authorized entry on the installation, open vans and trucks, (i.e. stake truck) flatbed trucks by their design, and any vehicle displaying advertisement or used to transport material for profit, (i.e., soft drinks, candy, etc).

5.8 General Policy and Procedure.  

a. The occupants of any vehicle seeking entrance on NTC Great 

Lakes installation must meet the requirements of this instruction which does not constitute automatic entrance to the installation of the vehicle.  

b. Only persons holding valid driver's licenses are authorized

to operate motor vehicles, motorcycles (any two wheel vehicle propelled forward by a motor) on all properties under the jurisdiction of NTC Great Lakes and they will comply with all safety provisions of reference (c) and the State of Illinois.  In addition, any person operating a bicycle on all properties under the jurisdiction of NTC Great Lakes will also comply with all safety provisions of reference

(d) and the State of Illinois.  

     c. Seat belts will be utilized by operators and passengers of all vehicles while in motion onboard the installation.  Children who weigh less than 40 pounds or who are 4 years of age or less will be in a child safety seat secured by a seat belt while the vehicle is in motion.

     d. Military personnel/passengers operating motorcycles will wear a Department of Transportation approved helmet, chin strap affixed under their chin, shatter resistant eyeglasses, goggles, or face shield attached to the helmet, long sleeve shirt or jacket, full length trousers, full fingered gloves, hard soled shoes or boots and a brightly colored retro-reflective safety vest (130 square inches minimum of reflective area) at all times (on and off the installation).  ALL civilian personnel operating a motorcycle within the confines of the NTC complex must wear the same type safety equipment listed above.

     e. Also, included under this chapter are persons utilizing skateboards and roller blades/skates.  The use of these items requires the user to employ safety gear: proper helmets, pads, etc.  
     f. In addition, no person will stand or ride in the back of an open vehicle (a vehicle with a sunroof, pick-up truck, or sport utility vehicle, etc) aboard the properties of this Installation.

     g. Property Pass (NAVSUP Form 155), authorizes removal of certain specifically described government or private property from the installation through control points or gate areas.  A property pass will accompany government property from the installation through any perimeter gate.  Property passes will be inspected by gate sentries or police officers during random vehicle inspections.  If Department of Public Safety personnel suspect the authenticity of the signature, entries of documentation or a property pass issued at the installation, or another installation, they will notify the Supervisory Police Officer and seek confirmation for verification of property.  Personnel will also be detained if there is a lack of proper documentation or where serial numbers are not annotated on the property pass, if applicable, or other appropriate documentation.  Other typical proof of ownership or authorized documentation is: Government/commercial bills of lading, SERVMART receipts showing proof of recent purchase, Requisition and Invoice/Shipping Document (DD 1149), Blanket Purchase Authorization (BPA) (NSC 4225/1) and Material Inspection and Receiving Report (DD 250).

5.9 Hazardous Material.  Hazardous materials include but are not limited to, explosives, gases, flammable liquids, flammable solids, spontaneously combustible materials, materials dangerous when wet, oxidizers and organic peroxides, poisonous and infectious materials, radioactive materials, and corrosives.  The physical security of all arms, ammunition, and explosives will be closely coordinated with the DDPS and in complete compliance with NTCGLAKESINST 8020.1, Chap. I, section 5.  All movements of hazardous material on the installation shall:

     a.  Be transported in approved conveyances.

b.  Never exceed 25 miles per hour within the installation.

     c.  Enter/exit the main gate only.

     d.  Be escorted by Department of Public Safety vehicles while on the installation.

     e.  Travel to points of destination by the shortest route available.

     f.  Notify the recipients and Department of Public Safety prior to all movements on the installation.

     g.  Not occur during inclement weather (causing unsafe road conditions) or during heavy traffic hours.

5.10 Movement off the Installation.  Movement of hazardous material off the installation will be in accordance with state traffic regulations.

5.11 Arms, Ammunition and Explosives (AA&E).  Movement of all AA&E on the installation will be handled in the same manner as hazardous material addressed in paragraph 7.2 of this instruction.

Chapter 5

Part Three

Area Protection and Control

5.12 Restricted Areas.  The security areas are listed

below by priority to the mission of NTC, Great Lakes.  Areas designated as restricted areas are established by the Commanding Officer who has jurisdiction over the area.  

The installation is designated a NON-RESTRICTED area and various critical facilities and buildings are designated RESTRICTED areas.  All persons are forbidden to enter established restricted areas, inactive, and/or secured buildings, unless their official duties require such entry.  All restricted areas will include procedures for conducting administrative inspections of persons and vehicles entering and leaving such areas.  Procedures shall be reviewed by the cognizant Staff Judge Advocate (SJA) to ensure legal requirements are met.  All restricted areas will be posted at points of ingress and boundary fence lines with restricted area signs as directed by reference (a). 

Enforcement of movement control systems for restricted areas rests

primarily with the activity personnel who normally work in the areas.

If this control is based on personal recognition, all personnel in restricted areas will be instructed to consider each unrecognized individual as a person whose authorization to be in the area is in doubt, and to maintain observation of and report them to their supervisor, the Director of Public Safety, or other appropriate authority.  If security badges are used, all personnel will be similarly instructed to consider each unbadged or an apparently improperly security badged individual as a person whose authorization to be in the area is in doubt, and to similarly report their presence. 

All personnel and vehicles entering NTC and all restricted areas therein subject to inspection. Those who refuse inspection of the vehicle will not be allowed to enter. A sign will be prominently displayed in front of entry points notify personnel that they and their vehicles are liable to inspection. The cognizant Staff Judge Advocate (SJA) to ensure legal requirements are met shall review procedures. 

     a. Restricted-Areas Designated as Level One Areas.  A personnel identification and control system is required.  Ingress and egress is controlled: an electronic control system with the capability to recording entry and departure may be used; use of electronic access control systems and CCTV are permitted.  


   The following areas have been designated as Level One restricted areas by Great Lakes CNTC.

        (1) Military Working Dog Kennel.


   (2) Building 5, Locksmith Shop.

        (3) Building 130, Communications Room.


   (4) Building 6, Evidence Room.

        (5) Building 3400


   (6) Building 914, Pre-Trial Confinement Facility.

     b.  Restricted Areas Designated as Level Two Areas.  The same measures specified for Level One, and during normal working hours, use of an access list and entry and departure log is suggested but not required.  After normal working hours, all personnel must be logged in and out. (An electronic control system with the capability of recording entry and departure may be used to accomplish this).  When  secured, it must be checked at least twice per 8-hour shift, or at least once per 8-hour shift if adequately protected by an IDS.  This will be accomplished by mobile patrols, with the results being reported and logged by the Department of Public Safety dispatcher.

   The following areas have been designated as Level II restricted areas by Great Lakes CNTC.

        (1) Building 4, Armory.

        (2) Building 120, Ammunition Magazine.

        (3) Building 3200, Computer Room.


   (4) Building 621, RADIC Room.


   (5) Building 1212, Small Arms Marksmanship Trainer (SAMT) and             Armory.


   (6) Building 3400, Computer Room.

     c. Restricted Areas Designated as Level Three Areas.  The same measures specified for Levels One and Two, except as follows:  personnel identification and control system including an access list and entry and departure log.  After normal working hours, all personnel must be logged in/out.  Only visitors must be logged in/out during normal working hours.  When the area is secured, it must be checked at least twice per 8-hour shift, or at least once per 8-hour shift if adequately protected by an Intrusion Detection System (IDS). This will be accomplished by mobile patrols, with the results being reported and logged by the Department of Public Safety dispatcher.

At the time of publication of this instruction there are no level three areas on the installation.

5.13 Jurisdiction.

     a.  NTC Great Lakes, is a concurrent jurisdiction area.


    All law enforcement activity onboard the installation will be performed by the Great Lakes NTC Department of Public Safety, Naval Criminal Investigative Service (NCIS) or other federal law enforcement agencies.  No criminal investigations will be conducted by any other Command or facility aboard the NTC Complex.  Access to the Installation, by any civilian law enforcement agency for any official purpose concerning members of the installation will be permitted by authority of CNTC, the NTC Command Duty Officer (CDO) and/or the DDPS. Tenant activity Commanding Officers or CDPS will be notified if the incident concerns a member of their command prior to the member being contacted.

     b.  The authority of Department of Defense (DOD) Police, Master-at-Arms, sentry personnel, and Auxiliary Security Force (ASF) personnel to enforce military laws, orders, and instructions by apprehension, if necessary, is derived primarily from the CNTC.

     c.  The CNTC can exercise administrative control over civilians on the installation and can legally:

         (1) Have civilians removed from the installation by use of reasonable force, if necessary.

         (2) Bar any civilian from entry into the installation for good cause.

         (3) Limit access to the installation to those having 

legitimate necessity for entry.

         (4) Limit and regulate items permitted to be brought on the installation by those permitted entry.

         (5) Have all individuals and vehicles entering and leaving, or staying on the installation inspected in accordance with the administrative inspection policy.


    (6) The CNTC's control of situations that arise may be extended by the use of the Auxiliary Security Force (ASF), composed of military personnel.

5.14 EMERGENCY POWER.  Restricted areas provided with protective lighting should have an emergency power source located within the restricted area.  Emergency power systems will be tested periodically to ensure they are in operating order, when required.

5.15 WIRING SYSTEM. Multiple circuits may be used to advantage in protective lighting systems.  The circuits should be so arranged that the failure of anyone lamp will not darken a long section of a critical or vulnerable area.  The restricted area protective lighting system should be independent of other lighting systems.

Chapter 5

Part Four

Vehicle Parking 

5.16  PARKING OF PRIVATELY OWNED VEHICLES  Parking regulations on 

the installation will be in accordance with Chapter 5 of reference (e).  In addition: 

a. Privately owned vehicles will not be parked in any 

restricted area.

b. Privately owned vehicles will not be parked near doorways 

leading into or from buildings primarily used for the manufacture, repair, rework, storage, handling, packaging or shipping of government material and supplies.

5.17 Government Vehicles
     a.  All U.S. Government owned/leased vehicles will be allowed on/off the installation through any gate open and manned by sentry personnel.  U.S. Mail vehicles which are clearly marked or known to be such will be permitted entry and exit.

     b.  Personnel operating a U.S. Government vehicles off the installation are required to comply with all Navy safety/driving regulations and the State traffic code.

     c.  Government vehicles, while on the installation, will remain clear of all warehouse doors unless on official business that requires access to such doors.

5.18 Responsibilities
     a.  The NTC DDPS is responsible for:

         (1) Granting of access to and control of motor vehicles

             within the installation.

         (2) Developing and enforcing regulations and instructions

             governing the operation of vehicles on the installation.

         (3) Establishing enforcement measures for traffic regulations

             and instructions.

         (4) Initiating the investigations of all vehicle accidents on

             the installation.

         (5) Initiating action, through the Public Works Center, for

             posting and removal of traffic signs and other control

             devices.

     b.  Departmental Directors, tenant activity Commanding Officers and Officers in Charge are responsible for taking appropriate disciplinary action against violators reported by the NTC Department of Public Safety.

     c.  Individuals subject to this instruction are responsible for:

         (1) Understanding and complying with this instruction and

             chapter.

         (2) Proper operation of privately owned vehicles within the

             installation by themselves and those they sponsor.

 Chapter 5

Part Five


PERSONNEL AND ADMINISTRATIVE VEHICLE INSPECTION

5.19 Purpose.

Administrative vehicle inspections are deemed reasonably necessary at NTC Great Lakes to protect the premises, material, and utilities from loss, damage or destruction and to protect the installation from the adverse effects of contraband property and unlawful weapons.

5.20 Scope.

     a.  Administrative Random vehicle inspection of all vehicles entering/leaving this installation is ordered and directed by the CNTC, according to procedures authorized by him.  The procedures contained herein shall be followed when conducting administrative vehicle inspections.

No person or group may be exempted from, or singled out for, such inspections.  The instruction regarding such inspections will be coordinated, by the CNTC, in advance of implementation, with the NTC Staff Judge Advocate, to ensure strict adherence to either mandatory inspection of all vehicles or a structured random inspection pattern.  

         (1) The vehicle inspection will include the hood/motor compartment of the vehicle.

         (2) The interior of the vehicle to include the glove box and under/behind the seat(s).

         (3) The trunk/truck bed area including the wheel wells.

         (4) Any containers within any of the above areas.

     b.  The scope limitations contained above apply only to the random administrative inspections of vehicles.  The scope of searches or inspections conducted on grounds other than "administrative inspections" shall be determined by the circumstances of the particular case.

     c.  Incoming persons and vehicles, All personnel and vehicles entering NTC and all restricted areas therein subject to inspection. Those who refuse inspection of the vehicle will not be allowed to enter. A sign will be prominently displayed in front of entry points notify personnel that they and their vehicles are liable to inspection, Procedures shall be reviewed by the cognizant Staff Judge Advocate (SJA) to ensure legal requirements are met. may not be inspected over the objection of the individual.  However, those who refuse to permit inspection will not be allowed to enter. And, if the vehicle has a DOD decal, it will be removed from their vehicle. Persons who refuse to submit their vehicle to an authorized inspection while on board or upon departure may be detained long enough to obtain a warrant for search of the vehicle, issuance of a letter barring future entrance to the installation, or such other action as may be appropriate.  

     d.  Military personnel who object to inspection of their vehicle while exiting the installation will be informed that the inspection has been directed by the CNTC which they are ordered to comply with and advised that failure to comply could result in criminal prosecution or adverse administrative actions.  The property and vehicles of the military personnel may then be inspected, as previously ordered, over their objections.  If reasonable force

appears probable, the DDPS or his/her designated representative will be contacted prior to the continuation of the inspection.  A continuation may or may not be authorized by the DDPS at this point.  If authorized, reasonable force may be used and the inspection conducted over the objections of the individual.

     e.  The property and vehicle of civilian personnel who continue in their refusal may be inspected over their objections, using reasonable force, if necessary, and with the approval of the DDPS or his/her designated representative on a case by case basis.  The civilian and his/her property/vehicle will be detained until a decision has been reached.  

     f.  A written log of all vehicles stopped and inspected will be maintained.  It will contain the driver's full name, vehicle license plate number, and the results of the inspection (negative for no find and positive for situations where an incident complaint report (ICR) resulted).

     g.  Police/sentry personnel conducting the inspection at the designated start time will commence counting vehicles, stop the random selected number vehicle and direct it to the inspection area, where it will be inspected.  Restart the count again each time the random

number is reached and repeats the process until the designated stop time.  If traffic backs up causing more than seven (7) vehicles to be delayed, release the traffic until only seven (7) vehicles remain, maintaining the count as he/she does so.  This may result in some vehicles being passed through the inspection station that would otherwise have been stopped and inspected.

     h.  During the course of this inspection only police and credentialed Federal agents conducting official business, fire and medical vehicles, and bonafide individual medical emergencies requiring immediate medical attention will be afforded unimpeded passage.

     i.  Personnel found in possession of contraband, unlawful weapons, or items reasonably believed to be evidence of a crime, will be detained/apprehended.

         (1) Civilian personnel will be detained only so long as is reasonably necessary to obtain the name, address, and other identifying data and the evidence is safeguarded.  In all cases where a reasonable belief exists that evidence of a major crime (murder, rape, armed robbery, crimes involving children, etc.) has been found, the vehicle, possible evidence and individual(s) will be held for 

turnover to the Naval Criminal Investigative Service (NCIS).  In all cases, an Incident/Complaint Report (OPNAV 5527/1Jun98) and other required documents will be properly completed.

         (2) Military personnel will be detained only so long as necessary to complete all police related matters and paperwork.  In all cases where a reasonable belief exists that evidence of a major crime (as stated above) has been found, the vehicle, possible evidence and the individual(s) will be held for arrival of a detective.  In all cases the DDPS or his/her designated representative will be notified immediately.

     j.  Searches of vehicles other than administrative searches on the installation by Department of Public Safety personnel will be accomplished over the objections of the individual only by authority of the COS or the individual's Commanding Officer.  Probable cause must be established and authority granted on a Command Authorization for Search and Seizure (OPNAV 5527/9), based upon an Affidavit for Search and Seizure (OPNAV 5517/10) signed by the appropriate Commanding Officer.

     k.  A vehicle search for suspected criminal activity may be accomplished by Department of Public Safety personnel by authority of a Permissive Authorization for Search and Seizure (OPNAV 5527/16) when agreed to and signed by the individual whose rights are being waived.


l.  Naval Criminal Investigative Service (NCIS).  Naval Criminal Investigative Service (NAVCRIMINVSERV) personnel, upon presentation of their special agent credentials when entering or leaving Navy installations, vehicles used by them in the course of their official business, and all occupants therein are exempt from administrative inspections, per reference (a).

Chapter 5

Control and Accountability of Personal Weapons

5.21 Scope and Background
a. All personal weapons brought aboard NTC Great Lakes 

property, must be registered with the Department of Public Safety within 72 hours after being introduced onboard.  Weapons which must be registered will include: any firearm of .12 caliber and above; air guns; stun guns; CO2 powered paint guns; knife with blade over three (3) inches long.  

b. Registration will be in accordance with NTCGLAKESINST

5500.8C series.

       c.  Except as authorized by CNTC, COS(OPS), or DDPS, no person, military, civilian, contractor or visitor, will possess, carry, use, conceal, store or exercise control over any dangerous weapon.  

5.22 PRIVATELY-OWNED (PERSONAL WEAPONS) PROHIBITED

a. THE USE AND/OR POSSESSION OF PRIVATELY OWNED (PERSONAL)

WEAPONS AND AMMUNITION BY MILITARY AND CIVILIAN PERSONNEL WHILE IN THE PERFORMANCE OF ASSIGNED DUTIES IS STRICTLY PROHIBITED.

b. Only Government-owned weapons and standard military ammunition 

officially issued for on-duty use in the performance of law enforcement/physical security functions may be carried by NTC Great Lakes Public Safety members.

c. Off-duty security force personnel (Department of Public 

Safety, ASF, Armory, etc.) are not authorized to keep government-owned weapons in private residences, either on or off the installation.  Government-owned weapons will ONLY be stored in approved security containers or armories.  WEAPONS MUST BE RETURNED TO APPROVED STORAGE AFTER COMPLETION OF DUTY OR TRAINING.

5.23 Storage.

a. Personal weapons introduced into/onto NTC Great Lakes 

installation or activity will be stored in an approved armory or weapons container.  Personal weapons will not be kept or stored in barracks, bachelor officer housing, bachelor enlisted housing, evidence lockers (unless the weapon is controlled as actual evidence), or with any security force (NTC Great Lakes Public Safety Department, Navy Hospital, RTC, etc.) in-service storage areas/containers.

5.24 Lost, Sold or Stolen Personal Weapons and/or Ammunition(s)

(a) The loss or sale of personal weapons and/or ammunition will 

be promptly reported to the Director of Public Safety.

(b) Discovery of stolen personal weapons and/or ammunition will

be immediately reported to the Director of Public Safety.

5.25 Concealed Weapons.  PERSONAL WEAPONS WILL NOT BE CARRIED CONCEALED ABOARD ANY NTC GREAT LAKES INSTALLATION OR ACTIVITY AT ANY TIME. Except as authorized by law.
Chapter 5

Part Seven

Emergency Planning

5.26 Emergency Planning
a. NTC Director of Public Safety/activity commanding officers will plan for increasing vigilance and restricting access at this installlation/ activities under the following situations:

(1) National emergency.

(2) Disaster.

(3) Terrorist threat conditions (Chapter 12).

(4) Significant criminal activity.

(5) Civil disturbance.

(6) Other contingencies that would seriously affect the 

ability of this installation's personnel to perform their mission.

a. CNTC/facility commanding officers will develop and establish 

systems for alerting and the evacuation of personnel, setting recognizable alarms established for potential emergencies. 

b. Contingency plans will be exercised, by each command/ 

activity, to validate their effectiveness, at least annually, including systems for alerting and evacuation of personnel.

Chapter 6

PROTECTIVE BARRIERS

6.0  Purpose.  Physical barriers control, deny, impede, delay and discourage access to restricted and non-restricted areas by unauthorized persons.

6.1  Physical Barriers.  A structural perimeter barrier consisting of chain link and wrought iron fencing on three sides protects NTC Great Lakes.  The fourth side is approximately half a mile of waterfront, which is not protected by structural/physical barriers.  Permanent exceptions N00210-E01-87 and N00210-E04-85, have been granted for these barrier deficiencies.  Normal procedures compensating for these deficiency are to trim the boughs of affected trees, and to trim bushes in the clear zone to a height not to exceed 6 inches.  These measures enhance visibility in the area of the fence line.  During THREATCON CHARLIE and DELTA, ASF patrols, MWD foot patrol teams are utilized to compensate for these deficiencies.  Restricted areas are posted, fenced, or locked, in accordance with reference (a).

6.2  Clear Zones. Clear zones will be maintained on both sides of and between permanent physical barriers of restricted and non-restricted areas.  An inside clear zone will be at least 30 feet.  An outside clear zone will be at least 20 feet.  The patrol division for deficiencies such as damage, debris, or normal deterioration inspects clear zones.  Discrepancies are noted on the daily desk journal, and reported to the Public Works Center for repair, by the Department of Public Safety Security Specialist Via Director, Department of Public Safety.

Chapter 7






PROTECTIVE LIGHTING

7.0  Security Areas.  Protective lighting is utilized in all, but not limited to, the facilities listed as Level I or Level II, in this instruction.  Protective lighting is also utilized in the following

areas:

     a.  Boat Marina.

     b.  Fuel Storage Areas.

     c.  Steam Plant.

7.1  Lighting Systems in Use.  There are other than protective lighting for security areas listed above, continuous fixed incandescent type flood and glare luminaries on the perimeters (mounted on buildings and poles).  Lights are utilized for security illumination of workers entering and departing during hours of darkness, and for security of supplies and equipment stored on the outside of buildings.  Lights are operated both manually and by photo electric cells.  Shadowed areas, caused by structures within or adjacent to restricted areas, will be illuminated (Buildings 4, 120, etc.).  Each new system, will be designed to provide overlapping light distribution.  Equipment selection will be designed to resist the effects of environmental conditions, and all components of the system located to provide maximum protection against intentional damage.

Controls and switches for restricted area protective lighting systems should be inside the protected area or otherwise secure so that they cannot be turned off by unauthorized persons to facilitate their concealment.  High impact plastic shields may be installed over lights to prevent destruction.

7.2  Inspection and Maintenance Responsibilities.  Each tenant command will be responsible to ensure proper exterior lighting in congregating areas: sidewalks, doorways, parking lots, etc.  These deficiencies will be forwarded to NTC DDPS Security Specialist, in memo form, for action, via NTC Department of Public Safety.  NTC Department of Public Safety, Staff Civil Engineer, and Public Works Center personnel are responsible for the inspection of security lighting with the maintenance under the jurisdiction of the Public Works Center.  

7.3  Actions to be taken in the event of power failure.  In the event of a commercial power failure, the Public Works Center will be notified and is responsible for the starting of generators and transferring auxiliary power to priority areas without their own emergency generators.

7.4  Emergency Generators.  Public Works Center personnel will test emergency generators monthly (at a minimum) and the results of the test will be recorded and kept for 3 years or until the next scheduled Inspector General (IG) inspection.

CHAPTER 8

INTRUSION/DETECTION SYSTEMS
8.1  Scope.  Intrusion Detection Systems (IDS) are designed to detect, not prevent actual or attempted penetrations.  Therefore, an IDS is useless unless it is supported by near-real-time assessment systems and prompt security force response when the systems are activated.  IDS must contribute to the overall physical security posture and the attainment of security objectives.  The IDS used at NTC, Great Lakes are of the proprietary type.  The IDS monitoring/recording equipment, for all IDS at NTC Great Lakes, is located within a constantly manned security force communications center, maintained and owned by the Command.  Each IDS will be compatible with all terminals at the Department of Public Safety dispatcher office.

8.2  Responsibilities
     a. Director of Public Safety.

   Will provide and monitor the central alarm console located in the Department of Public Safety Communications Department in Building 130.  Is responsible for ensuring user commands follow established procedures in alarm use and will provide qualified personnel to monitor the Alarm Control Panel.

     b. Commanding Officer, Officer in Charge, Department Director of the User Activity is responsible for the proper installation, hook up, and maintenance of all alarms in their buildings as well as ensuring system compatibility with the NTC Department of Public Safety Alarm Control Panel.

8.3  Standards for Selection.  The standards for selection concerning installation of IDS systems will be as follows:

     a.  The central control panel monitor (located in building 130) will provide both a visual and an audible alarm.  

     b.  All IDSs will provide an alarm signal at the monitoring station when the system is in the BURGLARY or TROUBLE mode.

c.  All sensors, transmitters, transponders, control units and 

other IDS components associated with a protected zone will be physically located within the protected area, or, if not practical  because of design or safety constraints, will alternatively be located within enclosures that are resistant to physical attack and are protected by sensors that will detect unauthorized opening or tamper. 


d. Keyswitches, controllers, or other mechanisms used to activate and deactivate the IDS will be installed inside the protected area.  Alarm activation delay devices are available which will allow sufficient time for personnel to exit the protected area after the system is activated.

     e.  An opening and closing schedule will be developed for each alarm system.  The opening and closing schedule will be filed at the 

Department of Public Safety Communications Division office and will state at which time and on which days the activity will normally be opened and closed.

8.4  Maintenance.  
Maintenance of the individual IDS is the 

responsibility of the contracting activity.  Maintenance will be performed on all IDSs quarterly, by qualified, cleared technicians or contractors.  Emergency maintenance will be performed immediately or the system will be logged out with the Department of Public Safety dispatcher and Police patrols will be increased in the unprotected area.  The testing of all IDS systems will be frequent enough to ensure system reliability, with the results logged and recorded.  Monthly testing of emergency power generators will be accomplished by the Public Works Center.  The Department of Public Safety dispatcher will maintain a logbook to record all alarm signals. This entry will include the time of the initial (as well as each subsequent) alarm, the identification of the officer(s) dispatched, the resolution or outcome of the patrol officer's response and date, time and name of person notified.  

8.5  Testing.  The testing of all IDS systems will be accomplished, frequently enough to ensure system reliability, by the NTC DDPS Security Specialist, or designate, assisted by the activity owning the system.  Test results will be logged and recorded by the DDPS Security Specialist, and will be maintained on file for a period of 3 years, or until the next Mission Capability Assessment, whichever is greater.

8.6  Alarm Response Procedures.  When responding to an alarm, proper procedures and good communications are mandatory.  Responding security units will follow the standard operating procedures set forth by the Department of Public Safety.  The measure for response by the first law enforcement patrol is for a priority A assets and life threatening situations: 5 minutes.  For all others:  15-45 minutes.

8.6A  Authorized Alarm Recall Personnel

 a.  Each alarm "customer"/"end user" will provide current/up-to-date call back/key holder information to the NTC DDPS, who is responsible to make the information available to the Communications Room supervisor.  The Communications Room supervisor will ensure this information is placed into the proper logbook.  


 b.  When an alarm is accidentally activated and the Department of Public Safety Dispatcher receives a telephone call from the "user", the caller's name will be checked against the current recall list for authorization.  A patrol unit is still required to respond and to verify the identity of the caller and establish the fact of the accidental activation.

Chapter 9 

Security Education and Training

9.0  Security Education Program

a. General

(1) The security responsibility of every member of NTC Great 

Lakes, military and civilian, must be stressed in a continuous, vigorous security education program.

(2) The program will include antiterrorism and force 

protection, for all hands.  The Department of Public Safety cannot do it alone without the active interest and support of everyone.

(3) Commanders and supervisors can make a significant 

contribution to security, antiterrorism, and force protection by developing an awareness and conscious concern for security within their organizations.

b. Requirement

(1) The Security Education Program will be developed and

established at each activity to ensure that all assigned personnel, military and civilian, recognize and understand their responsibilities and role.

(2) The Security Education Program will include all 

pertinent aspects of physical security, law enforcement, and loss prevention programs including those specifically related to force protection and antiterrorism.  Many aspects of these programs have a direct personal application to activity personnel.  

(3) Initial security instruction:  All personnel, military

and civilian, will receive initial security instruction.

(4) Refresher security training will be given to the extent

necessary to ensure personnel remains mindful of and proficient in meeting their security responsibilities.

c. Objectives

(1) To involve individually and collectively all military

and civilian personnel in the protection of installation assets.

(2) To instruct each individual and keep him/her proficient 

in the security procedures applicable to the performance of his/her duty.

(3) To ensure that all personnel understand the need for 

security, as well as the possible consequences to their co-workers of security lapses or breakdowns.

        (4)  To ensure that general security measures in effect and the reasons for them are fully understood by all personnel.  If they do not understand why, they are less likely to comply.


Chapter 10


SECURITY FORCE COMMUNICATIONS

10.0  Scope.  When the Emergency Operations Center (EOC) is activated, it will assume communications net control on channel 1.  When the emergency is resolved, the net control will revert back to the Department of Public Safety Dispatcher.  The Department of Public Safety Dispatcher has the capability to talk directly to North Chicago Police Department via radio using their frequency for emergencies as an alternate to the telephone system.

10.1  Testing.  All communications equipment (fixed, mobile or portable) will be tested daily, to ensure they are operating properly. The emergency siren is tested monthly by the Department of Public Safety Dispatcher, results recorded and any discrepancies corrected immediately.  Maintenance inspections of all communications equipment will be conducted monthly by PWC electronics personnel.

10.2  Equipment 
     a.  The Department of Public Safety Dispatcher located in Building 130 is equipped with a base station, standby portable radio and telephone systems.

     b.  Police mobile patrols, at the Great Lakes complex and Ft. 

Sheridan Sub-station, are equipped with a mobile radio installed in 

their vehicles and a multiple frequency radio for use outside their units.

     c.  Armory vehicles are installed with mobile radios and armory personnel are issued portable radios.


d.  Fort Sheridan is equipped with a communication sub-station, standby portable radio and telephone systems.


e.  The fire dispatch console also contains a duel cassette recording machine which will record all 911/emergency line calls.  This cassette recorder will also record the secondary non-emergency lines.  This equipment requires a maintenance contract which will be reviewed every 12 months.  

Chapter 11

Security Devices and Equipment

11.0  Security devices, Weapons and Equipment.  The following controlled/special equipment is required in the performance of Law Enforcement and Physical Security duties.  In all instances, related equipment will conform, as a minimum to local state codes.  Body armor and protective masks should be available for issue to security force members.

11.1 Vehicles:  Security/law enforcement vehicles used in concurrent jurisdiction areas, on or off NTC Great Lakes, will conform to local and state requirements for the equipping and certification of law enforcement emergency vehicles.  Security/law enforcement vehicles will be used by security force personnel solely for the performance of assigned security/law enforcement duties. Also, operational endeavors place the security/law enforcement vehicle and security force personnel in hazardous positions which results in placing great dependence for their safety on the reliability of their vehicle.  Therefore, vehicles will be replaced when they are no longer adequately reliable for the performance of security/law enforcement functions.  

     a. Patrol vehicles (marked and unmarked).  These vehicles 

must be distinctively marked.  Distinctively marked security/law enforcement vehicles patrolling throughout NTC Great Lakes, including housing areas, parking lots, restricted areas and roadways, contribute significantly to reducing crime.

Vehicles will be painted the manufacturer's standard gloss white.  The word "Police" in 4 inch reflectorized blue letters will be centered on the rearward facing vertical portion of the trunk lid and to the top front vertical side of both front fenders.  A Department of Public Safety logo, of either magnetic or decal manufacture will be applied to the front doors of the vehicle.

      b. Vans (Prisoner Transport)

11.2 Weapons:  THE USE OF PRIVATELY OWNED WEAPONS AND/OR AMMUNITION(S) WHILE ON DUTY IS PROHIBITED.  Security/law enforcement vehicles will be equipped to provide for rapid access by NTC Department of Public Safety members, to all their assigned weapons (e.g., shotguns) in a manner that does not require them to unnecessarily expose themselves to danger in order to get to their weapons.  Simultaneously and no less importantly, access to the weapons and their use by others (e.g., detainees) must be prevented.  To this end, an electronically operated shotgun mount with a concealed release will be used when shotguns are carried in the vehicle's interior.

     a. 9MM Pistols with holsters and belts.

     b. .12 Gauge Shotguns.

     c. The only ammunition authorized will be government-owned, officially procured, and issued for use in the specific weapon carried.

     d. Night sticks,("Retractable Baton" or "Sidehandle")

     e. Riot Batons,(As needed).

     f. Chemical Weapons/Pepper Spray

11.3 Radios

     a. Base Stations.

     b. Portable radios - as required.

     c. Mobile radios - installed in each vehicle.

11.4 Miscellaneous


(1) Radar Units (fixed and portable).


(2) Breathalyzer.


(3) Traffic Cones.


(4) ID Camera.


(5) Laminating Machine.

     (6) Appropriate Safes and Security Containers.


(7) Narcotics Detection Kits.


(8) Tape Recorders.


(9) Polaroid Cameras.


(10) Riot Control Equipment.


(11) Handcuffs.

Chapter 12

SEIZURE AND HOLDING OF CONTRABAND PROPERTY/EVIDENCE

12.0  Purpose.  This chapter declares and defines property considered contraband and prohibited to possess on the installation.  It establishes policies governing seizure and disposition of property.  It applies to all individuals on the installation.

12.1  Contraband Property.  Property which is defined by the Navy Regulations/Instructions/Directives and State of Illinois as illegal to possess and subject to forfeiture upon lawful seizure.

12.2  Prohibited Property.  Property other than contraband, the possession of which is prohibited by order of the CNTC or by instruction/regulation/directive.  The following items are additionally prohibited on this installation:

     a.  Alcoholic Beverages.  The possession and use of alcoholic beverages by any person under the age of 21 on this installation is prohibited.

         (1) Alcoholic beverages may be consumed on this installation within the confines of authorized club/messes, BEHs (E7 and above), BOH, government housing and authorized command sponsored picnics.

         (2) Alcoholic beverages may be dispensed or consumed in other areas only with the approval of the CNTC.

         (3) Sale of alcoholic beverages at the NEX outlets is authorized to personnel 21 years of age or older only.

         (4) Alcoholic beverages will not be sold at authorized clubs/messes to be consumed anywhere except in those areas without the specific permission of the CNTC.

     b.  Firearms.  The possession, carrying and keeping of weapons on the installation is strictly forbidden, except as stated below:

         (1) Department of Public Safety personnel authorized by the CNTC or his/her designees to carry weapons while in the performance of their duties.

         (2) Properly registered unloaded weapons may be kept in government housing.  Weapons in BEH/BOHs are strictly forbidden at all times.

         (3) Agents or representatives of civil, military or federal law enforcement agencies will be admitted to the installation and allowed to carry their firearms on official business.  The NTC DDPS will be notified when the above personnel are on the installation.

     c.  Tear Gas.  The possession, carrying, and keeping of tear gas canisters (i.e., mace, pepper spray, etc) by anyone, other than authorized law enforcement officials on duty is strictly prohibited.  Civilian permits to carry tear gas are not recognized on the installation.

     d.  Knives.  Knives with a fixed/folding blade longer than three (3) inches will not be carried, openly or concealed, by individuals.  Contractors and employees whose duties require such a knife will be permitted to use the knife on the job, but not to carry the knife attached to the person other than at the job site.

     e.  The possession, display, distribution/sale of promotional material relating to controlled substances (i.e., T-shirts, posters, jewelry, bumper stickers, etc.) is prohibited on the installation.

The above definitions of contraband and/or prohibited property do not apply to items received into or shipped legally from the installation/ tenant activity mission stock or operating supplies.

12.3  Seizure of Property/Evidence.  

     a.  Department of Public Safety personnel will seize contraband and/or prohibited items when possessed in violation of instructions or statute, when incidental to the lawful detention or apprehension of an individual, or when necessary to prevent the commission of an offense. Action will be taken and the property/evidence processed according to the Standard Operating Procedures set forth for the NTC Department of Public Safety.  






      Chapter 13


THREAT CONDITION (THREATCONS) FOR COMBATING TERRORISM
13.0 Introduction. Indications and warnings of terrorist activity 

against naval installations and personnel are normally received from U.S. security authorities or through the security agencies of other 

countries.  The declaration of a terrorist THREATCON and implementation of measures may be decreed by the Installation Commander or COS, Operations following receipt of intelligence through official or unofficial sources which when analyzed warrant reaction.  Lateral, as well as vertical, reporting is required to ensure dissemination of the THREATCON to potentially affected areas.

NOTE:  THERE ARE SERIOUS CONSIDERATIONS TO BE MADE IN PREPARATION FOR THESE THREATCONS.  EACH DEPARTMENT/FACILITY IS REQUIRED TO PREPARE THEIR PERSONNEL WITH ANY EDUCATION/PREPARATION NECESSARY TO PERFORM THEIR DUTIES DURING THESE THREATCONS. EACH COMMAND IS RESPONSIBLE FOR ARRANGEMENT OF BERTHING OF THEIR ESSENTIAL PERSONNEL.

FOR EXAMPLE, THE PUBLIC WORKS CENTER (PWC), MUST ENSURE THEIR ENGINEERING STAFF IS PREPARED/TRAINED TO EVALUATE STRUCTURE SAFETY OF DAMAGED BUILDINGS.  THIS PERTAINS TO BOTH BOMB TREATS/INCIDENTS AND THREATCONS.

THE PWC MUST ALSO ENSURE THERE ARE LICENSED DRIVERS FOR THE VEHICLES REQUIRED TO ACTIVATE THESE THREATCONS.  FOR EXAMPLE, PWC MUST HAVE LICENSED VEHICLE OPERATORS FOR THE HEAVY EQUIPMENT REQUIRED TO MOVE SUCH ITEMS AS THE JERSEY BARRIERS.  PWC WILL IS REQUIRED TO PROVIDE THE SHUTTLE BUSES UTILIZED IN THREATCONS CHARLIE AND DELTA.  AT LEAST 11 SHUTTLE BUSES WILL BE REQUIRED FOR SERVICE, WITH APPROPRIATELY TRAINED AND LICENSED DRIVERS.

NTC SUPPLY AND LOGISTICS MUST READY THE STORES AND EQUIPMENT REQUIRED FOR THIS PROGRAM, WHILE TRAINING OPERATIONS IS RESPONSIBLE FOR PROVIDING THE MEALS.  

MWR WOULD DEVELOP AN ESSENTIAL EMPLOYEE ROSTER AND PLAN TO PROVIDE CHILD CARES IN BUILDING 153.  MWR WILL BE REQUIRED TO PROVIDE SOME FORM OF DISTRACTION/ENTERTAINMENT IN BUILDING 4, 525, 440, 80H AND 81H (PREFERABLY A FEW LARGE SCREEN TELEVISIONS FOR EACH SHELTER.)
13.1  Threat Assessment Guidelines
      a.  General Guidelines.  The following assessment factors provide for uniform implementation of security alert conditions.

          (1) Existence.  A terrorist group is present, or able to gain access to a given country, locale or installation.

          (2) Capability.  The acquired, assessed or demonstrated

level of capability to conduct terrorist attacks.

          (3) Intentions.  Recent demonstrated anti-U.S. terrorist activity or assessed intent to conduct such activity.

          (4) History.  Demonstrated terrorist activity over time.

          (5) Targeting.  Current credible information on activities indicative of preparations for specific terrorist operations.

          (6) Security Environment.  The internal political and security considerations that impact on the capability of terrorist elements to carry out their intentions.

      b.  Threat Levels are based on the degree to which combinations of the following factors are present:

          (1) Critical. Factors of existence, capability and targeting must be present.  History and intentions may or may not be present.

          (2) High. Factors of existence, capability, history

and intentions must be present.

          (3) Medium. Factors of existence, capability, and history  must be present.  Intentions, which are also factors of existence, may or may not be present.

          (4) Low. Existence and capability must be present.  History may or may not be present.

          (5) Negligible. Existence and/or capability may or may not be present.

      c.  Security environment is considered separately as a modifying factor and may influence the assigned threat level.

13.2  Threat Conditions

 a. THREATCON NORMAL: A general threat of possible terrorist activity exists, but warrants only a routine security posture.

      b.  THREATCON ALPHA:  This condition applies when there is general threat of possible terrorist activity against any CONUS installation or its personnel of a nature or extent which is unpredictable and when the circumstances do not justify full implementation of measures of THREATCON BRAVO.  However, it may be necessary to implement selected measures from THREATCON BRAVO.  The measures of this threat condition must be capable of being maintained indefinitely without causing hardship to the installation or its mission.  The Great Lakes NTC Complex is in THREATCON NORMAL daily, unless the COS, Operations or higher authority declares a higher threat level.

NOTE:  NTC Department of Public Safety will be responsible for distribution of THREATCON signs to BEHs and BOH facilities.  They will also be responsible for distribution of the THREATCON signs at various major points on NTC Complex.

          (1) Measure 1: Every three hours (by public address systems, NAVY TV, etc.), remind all personnel, including dependents, to be suspicious and inquisitive about strangers, particularly those carrying suitcases or other containers; be alert for unidentified vehicles on, in or near the vicinity of the naval installation and be aware of any unusual activity or abandoned suit cases or parcels.  This information should be disseminated with the official Plan of the Day and/or at quarters.  Military members are responsible for briefing their dependents. PAO will make TV announcements regarding the particular THREATCONS in effect.  

              (a) Randomly check ID cards of all personnel in

                  vehicles and pedestrians at all gate's.

         
    (b) Inform dependents, via USN TV, of existing

                  threat condition measures in effect and

                  possible delays involved within each threat

                  condition measures and requires each individual

                  command to disseminate information at quarters

                  and morning meetings.  Dependents, living

                  onboard military installations, should be aware

                  of any suspicious deliveries or personnel

                  lingering around government quarters.  Report

                  same to Security representatives immediately.

          (2) Measure 2: Ensure the NTC Director of Public Safety or other appointed personnel, who have access to plans for evacuating and sealing off buildings and areas where either an explosion or attack has occurred, available at all times.  Keep all key personnel who may be needed to implement security plans on call.  The NTC CDO will verify names and phone numbers of tenant command and department security representatives and/or security officers.

              (a) ACOS, DDPS, COP, Deputy Chief's of Police, and

                  Marine Cadre will remain in communication with

                  the Department of Public Safety.








    OFFICE       BEEPER



DDPS



2386/3841/4720   216-0075                






COP



4251/5660
       694-1530













DEPUTY CHIEF'S OF POLICE             




  Administration         4795




  Operations             4215




MARINE CADRE


3197/5462   216-0079




NTC CDO



3300/3939
   









GLFD
(bldg 106)

3324/2135










NCIS




  5655
   

Note: Contact NTC Department of Public Safety Communications for NCIS notifications.




PWC CDO



 4820










AFFECTED COMMANDS
_________________________








_________________________








_________________________

  

          (3) Measure 3: The Command Duty Officers are responsible for ensuring all buildings, rooms and storage areas NOT in regular use are secure.  The NTC CDO will contact each Command, including tenant Commands, for self-assessment of closures. Each CO/OIC shall report back to the NTC CDO within one hour of notification.

              (a) Randomly inspect the interior of Center command                       buildings and exterior of all NTC buildings in                        regular use for suspicious activity or packages.

          (4) Measure 4: Security spot checks will be increased as  directed CNTC or his/her delegate utilizing on duty                   personnel and the ASF, of vehicles and persons, entering              the installation and non-classified areas under the                   jurisdiction of the installation or command.

              (a) NTC Department of Public Safety will initiate                         vehicle and personnel spot checks, throughout each                    24-hour period, at random locations throughout the                    NTC installation as directed by the CNTC.
          (5) Measure 5: NTC Department of Public Safety is responsible to evaluate access points for vehicles and personnel, as required, commensurate with a reasonable flow of traffic.

(a) Gate 3 will be open 24 hours and will be the access point for all commercial vehicles and buses.  Manned with one gate sentry and one armed ASF or NTC Department of Public Safety member. Commercial deliveries (including pizza deliveries) but excluding taxis and limos, which can use the other open gates, but identification must be verified of all passengers and drivers by gate personnel.

(b) Gate 4 will be open to inbound and outbound traffic from 0530-1800.

(c) Gate 5 will be open from 0600-1800, for construction vehicles ONLY.  One sentry, who will verify the vehicle driver's bill of lading, will man this gate.

(d) Foss Park gate and gates 2, 5A, 9, 12, and 20 will be closed.

(e) Gate , RTC Main Gate and Gate 7, Camp Moffet Main Gate hours will maintain regular hours with a gate sentry.

(f) The visitors pass log will be completely filled out; full name and description of vehicle will be written in the vehicle pass.

(g) CBU-401, PWC (ext. 3362 or 3360 during business 

     hours and 4820, PWC Trouble Desk, during non-

                   working hours), OIC Navy Cargo Handling              


    Battalion 7 (NCHB7) (ext. 6746), will ensure that 


         heavy equipment is available for pre-staging 



         concrete vehicle barriers needed to secure                            roadways. NTC DDPS requires notification of any                        change in status of capabilities to move these                        barriers.

              (h) PWC will furnish cones, stop signs, paint,

                  etc., to highlight and direct traffic away from

                  barriers.

          (6) Measure 6: As a deterrents apply one of the following measures from THREATCON BRAVO individually and/or randomly:


(a) Secure and regularly inspect all buildings; rooms




   and storage areas not in regular use.

              (b) At the beginning and end of each workday and

                  at other regular and frequent intervals,

                  inspect the interior and exterior of buildings

                  in regular use for suspicious packages or

                  activity.



    (c) Check all deliveries to messes, clubs, etc.

                  (advise all dependents to check all home

                  deliveries).
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              (d) As far as resources allow, increase

                  surveillance of domestic accommodations,

                  schools, messes, clubs, commissaries and other

                  soft targets to improve deterrence, defense and                       build confidence among staff and dependents.

             PRIVATE 
             

              (e) The NTC Department of Public Safety Supervisory                      Police Officer will regularly tour all security                      posts.

1
              (f) Departments will conduct frequent inspections

                  of all secured areas.

          (7) Measure 7: The NTC CDO will be responsible to notify ALL CDPS to review all plans, orders, personnel details, and logistic requirements related to the introduction of a higher THREATCON.

              (a) NTC Director of Public Safety will review plans for

                  Implementing higher THREATCONS.

              (b) NTC Director Public Safety Officer will notify                        galley for bag lunches for NTC Department of Public                   Safety personnel, as required.

          (8) Measure 8: NTC Department of Public Safety will review and implement, as appropriate, security measures for high-risk personnel.  For example, use of inconspicuous body armor during travel and general public meetings is recommended.  High risk personnel include, but are not limited to, flag officers, high profile commanding officers, command duty officers, officer of the day, security personnel (military and civilian) including duty watchstanders, and their dependents.  Coordination of protective measures with NCIS is recommended.  Also recommended is limiting calendar and itinerary dispersal/ dissemination.  

PRIVATE 
        (9) Measure 9: As appropriate, NTC DDPS will consult local authorities on the threat and mutual anti-terrorism measures. The following telephone numbers ring directly into the appropriate communications center.  The numbers followed by (e) indicate emergency lines.

2









 
      PHONE #




NORTH CHICAGO POLICE DEPARTMENT          578-7796




LAKE COUNTY SHERIFF




 549-5200




WAUKEGAN POLICE DEPARTMENT


 360-9000




LAKE BLUFF POLICE DEPARTMENT


 234-2151




LAKE FOREST POLICE DEPARTMENT


 234-2131




HIGHLAND PARK POLICE DEPARTMENT

 432-4878 (e)




GLENVIEW POLICE DEPARTMENT


 724-2131 (e)




HIGHWOOD POLICE DEPARTMENT               432-2151




ILLINOIS STATE POLICE (DIST 2, ELGIN)    742-3553 (e)




(10) Measure 10: Director of Public Safety will ensure the GLFD routinely check equipment and remains at a high state of alert.

      c.  THREATCON BRAVO: Midwest military installations targeted by terrorists.  Action possible.  This condition applies when an increased and more predictable threat of terrorist activity exists. The measures in this condition must be capable of being maintained for weeks without causing undue hardship, without affecting operational capability, and without aggravating relations with local authorities.

          (1) Measure 11: Repeat measure 1 and warn personnel of any other form of attack to be used by terrorists.

          (2) Measure 12: Keep all personnel involved in implementing anti-terrorism contingency plans on call.  This includes but is not limited to:




ACOS, Base Operations, NTC Great Lakes




Director of Public Safety, NTC Great Lakes




Security Manager, NTC Great Lakes




Special Agent in Charge (SAC and Assistant SAC,

               NCIS)




Security Officers, all tenant commands, on board




NTC Great Lakes




DDPS Security Specialist, NTC Great Lakes





Disaster Preparedness Officer, NTC Great Lakes




Public Affairs Officer, NTC Great Lakes




Staff Judge Advocate, NTC Great Lakes

Each Command is required to provide a current list of mission essential personnel, to the DDPS; providing, in alphabetical order, last name, first name, rank, social security number, number of building assignment and telephone number.



    (a) While on call, security personnel will

                  provide phone numbers where they may be

                  immediately contacted with the exception of

                  short trips (less than one hour) through the

                  Great Lakes area.



    (b) NTC CDO will notify ALL department heads of

                  actions being taken and why.

              (c) NTC DDPS, ASF Coordinator and CBU-401 OIC will

                  review recalls procedures for their units.

          (3) Measure 13: Check plans for implementation of the measures contained in next THREATCON.



    (a) Each Security Officer will review plans for

                  implementing higher THREATCON.



    (b) All vehicle barricades will be removed from

                  their storage area by CBU-401, PWC and NCHB7,

                  and placed in an area adjacent to the

                  utilization sites.  The barricades will be

                  placed in a manner not to impede the flow of

                  vehicle and pedestrian traffic.  

          (4) Measure 14: Where possible, cars and such objects 

as crates, trash containers, etc, are to be moved at least 100 feet from buildings, particularly those buildings of a sensitive or prestigious nature.  Commanding Officers will achieve 100 feet or more vehicle standoff from high-density targets (galleys, schoolhouses, etc.).  Consider the application of centralized parking.



    (a) NTC DDPS will contact CNTC and advise using

                  centralized parking.  If centralized parking

                  is instituted, the 30' clear zone inside

                  fence lines will still apply.



    (b) NTC Department of Public Safety will ensure parking                   restrictions are enforced.

          (5) Measure 15: All units/departments, will secure and regularly inspect all buildings, rooms and storage areas not in 

regular use.  NTC Department Of Public Safety (Operations Division) will increase physical check/inspection of all building and areas.

          (6) Measure 16: ALL units/departments, at the beginning and end of each workday and at other regular and frequent intervals, inspect for suspicious activity or packages the interior/exterior of buildings in regular use.  NTC Department Of Public Safety and ASF will conduct these activities at irregular intervals.



    (a) NTC DDPS will compile reports of objects within

                  25 meters of the security boundary of sensitive

                  buildings and forward to ACOS (Operations) with

                  recommendations.

          (7) Measure 17: The NTC Post Office (Building 1120) and all other Navy member/civilians responsible for handling mail, will examine all mail for letter or parcel bombs (This examination is increased above normal).

          (8) Measure 18: Check all deliveries to messes, clubs, etc (remind dependents to check all home deliveries).



    (a) Each Department will be responsible for

                  checking their own deliveries, i.e. galleys,

                  clubs, etc.



    (b) ALL sales personnel, job applicants and

                  visitors will be authorized entry ONLY when

                  escorted by representatives of there

                  destination.



    (c) No food deliveries from off-base establishments

                  will be authorized.



    (d) ALL limos, taxis and buses are required to have

                  proper identifications, along with all

                  occupants.  

          (9) Measure 19: As far as resources allow, increase surveillance of domestic accommodations, schools, messes, clubs, commissaries and other soft targets to improve deterrence, defense and to build confidence among staff and dependents.



    (a) NTC Department Of Public Safety will increase                         exterior surveillance of senior officer quarters,                     Forrestal School, each child day care facility, and                   Burkey Mall, during opening and closing times. 

          (10) Measure 20: Make staff and dependents aware of general situation in order to stop rumors and prevent unnecessary alarm.




(a) ALL Supervisory Police Officers will advise there

                   Law Enforcement personnel of the general situation.  




(b) Marine Cadre will advise ASF personnel of the

                   general situation and place them on standby

                   alert for recall, if deemed necessary.




(c) PAO will notify the television station and

                   have the general situation broadcast.




(d) NTC Department of Public Safety personnel are                         responsible to change signs, at various locations,




    indicating THREATCON status. These include, but are                    not limited to: BEHs, BOH, exit doors and emergency                    exits, NEX facilities, mess facilities, MWR                            recreation facilities, clubs, etc. They are to affix                    one to each door. Personnel will compile a list of                     all locations posted and the number of signs. They                     will also list any locations where personnel refuse                    the posting of the signs.

          (11) Measure 21: At the early stage, inform members of local security committees (PSRC/PSRB) of action being taken and why.  The DDPS will call a meeting of the PSRC/PSRB to discuss action being taken.

          (12) Measure 22: Upon entry of visitors to the Command, physically inspect them and a percentage (to be determined by DDPS dependent upon circumstances) of their suitcases, parcels, and other containers.




(a) All Commands will provide the DDPS with a list of 


         employees assigned to work on or enter the NTC 


         Complex, (listed alphabetically, last name, first 


         name, social security number, work section and 


         phone number).




(b) Vendors enter via Gate 3.  Contractors may enter                      through Gate 5, and Gate 1 during hours when Gate 5                    is closed, if they have an approved ID card; are on                    an access list; or provide sufficient evidence of                     conducting other legitimate business on the NTC                       Complex.  (Example: bill of lading to deliver goods                    to a location on the Complex.)  Contractors will be                    limited to job sites and eating facilities.  During                    these THREATCON stages NTC Department of Public                       Safety will conduct periodic job site checks to                       ensure compliance.




(c) On ALL NTC Complex Quarterdecks, building

                   personnel will inspect all INCOMING "visitors"

                   packages, briefcases, parcels, and other

                   containers.




(d) PRIVATE PARTIES: The sponsor must provide a list of                    guests to NTC DDPS or COP, to be endorsed by the                      sponsor's CO.

          (13) Measure 23: Wherever possible, operate random patrols                 to check vehicles, people and buildings.




(a) Commercial passenger vehicles, i.e. airport

                   limo, PACE buses or Greyhound Buses will enter

                   and exit at Gate 3.  A Gate sentry will board

                   the vehicle; inspect baggage, and verify ID's of

                   disembarking passengers. 



     (b) ALL vehicles regardless of DOD decal or pass are                 subject to inspection 




(c) Limos and taxis may pick-up and deliver

                   scheduled fares ONLY.

    
     (14) Measure 24: Protect off-base military personnel

and military transport in accordance with prepared plans.  Advise all commands and departments to brief transportation coordinators and drivers to institute vehicle security inspections and checks, with special emphasis for vehicles operated off the installation.  Remind drivers to lock parked vehicles and to institute a positive system of checking before they enter and start their vehicle.

 
     (15) Measure 25: Implement additional security measures for high-risk personnel, as appropriate.




(a) DDPS will review additional security measures

                   and recommendations for high risk (flag

                   officers, COs, dignitaries, etc.) personnel.

          (16) Measure 26: Brief personnel who may augment guard force on the use of deadly force and/or rules of engagement.




(a) ASF, CBU-401 and the DDPS personnel will be briefed 


    on the rules of deadly force and rules of 


              engagement to be utilized.



(17) Measure 27: As appropriate, NCIS and NTC DDPS, will consult local authorities on the threat and mutual anti-terrorism measures that may require application.   

          (18) Measure 28: Provide increased security surveillance of waterfront areas including wharfs, piers, caissons, critical communications facilities/assets etc.  NTC Department Of Public Safety will increase mandatory security checks/inspections of all AA&E sites, communications and critical assets.

          (19) Measure 29: DDPS Security Specialist will ensure all vital alarm systems are checked routinely.  NTC Department Of Public Safety/GLFD will increase their inspection of buildings and fire alarm systems to ensure they are working properly and can provide the earliest possible warnings.

      d.  THREATCON CHARLIE: Great Lakes NTC Complex installation is targeted by terrorists.  Action imminent.  This condition is declared when an incident occurs or when intelligence is received indicating that some form of terrorist action against the installation or personnel is imminent.  Implementation of this condition for more than short periods will probably create hardship and will effect the peacetime activities of the installation and its personnel.

          (1) Measure 30: Continue all THREATCON BRAVO measures and/or introduce those outstanding.



    (a) ALL civilian dependents, residing in Base

                  Housing (this excludes Main side Housing) will be



        strongly urged/encouraged to leave Housing and 


        either:




   [1] return to their home of record,

                  [2] visit/stay with friends or relatives off

                      base, or 

                  [3] be prepared to be enclaved on NTC Mainside

                      if THREATCON Delta is instituted.  NO PETS,

                      OF ANY KIND, WILL BE ALLOWED WITH

                      DEPENDENTS BEING ENCLAVED ON NTC MAINSIDE. 

                      NO PETS WILL BE ALLOWED TO REMAIN IN

                      HOUSING AREAS.  Residents are requested to

                      arrange for boarding of household pets.  

                      INDIVIDUALS WITH ALLERGIES OR SPECIAL

                      CONDITIONS MUST NOTIFY THE NTC CDO

                      IMMEDIATELY FOR SHELTER PLACEMENT.  ONCE

                      EVACUATED, NO ONE WILL BE ALLOWED TO RETURN

                      TO HOUSING.



    (b) A 1900 curfew, for non-duty related pedestrian 


        traffic, in Base Housing will be in effect. (This 


        excludes member's enroute to meet Off-Base shuttle  


   reporting for or returning from duty).  Violation 


        of the curfew will require non-judicial punishment 


        for the responsible military member.  This is a 


        temporary condition.  All essential personnel will 


        be berthed aboard NTC by their Commands.

          (2) Measure 31: Keep all personnel who are responsible for implementing anti-terrorist plans available at their places of duty.



    (a) All Department of Public Safety, ASF & CBU-401

                  personnel will remain on base (Port and

                  Starboard duty - 12 hours ON 12 hours OFF tours

                  of duty will be in effect).  Building 6, will

                  be secured for berthing of all Security

                  Department, ASF and CBU-401 personnel.  The

                  DDPS will provide cots, blankets, towels, etc.



    (b) ALL non-essential activities/functions (i.e.

                  McDonald's, the mini-marts, all Clubs,

                  Exchanges, Commissaries, recreational services,

                  etc.,) will close for business.  All essential 


        military personnel will be re-assigned as necessary.  


   They will also work Port and Starboard duty - 12 

       
   hours ON 12 hours OFF tours.



    (c) Only, Police, Fire, ambulance, and other essential

                  personnel, as dictated by the crisis or

                  emergency, and on-base shuttle traffic, will be    

                  authorized aboard the NTC Complex.  A 400-foot                        standoff, for parking, will be achieved for vehicles                   allowed to move aboard Base. Only mission essential                   repairs will be performed by PWC.  All

                  requests for movement by PWC personnel require                        prior approval from the Department of Public Safety                   Supervisory Police Officer.



    (d) PWC will provide an Off-Base Shuttle service,

                  for essential personnel.  It will begin with

                  pick-up points at the school bus stops

                  throughout Forrestal and Halsey Villages.  The

                  shuttle will have specific pick up points for

                  persons in Nimitz Village.  It will operate 24

                  hours, have an armed guard aboard and will

                  carry passengers to Gate 3, where they will

                  disembark.  (ENCLOSURE A)



    (e) PWC will provide an On-Base Shuttle

                  service, for essential personnel, which will

                  operate from Gate 3 parking lot, to various                           locations on NTC.  The shuttle will make a                            continuous circuit of NTC Simplex to allow for                        embarking and disembarking of passengers.  It will                    operate 24 hours, have an armed guard aboard and                      will carry passengers in a circuitous route around                    the NTC Simplex and then back to Gate 2, where they                   can disembark.

          (3) Measure 32: Limit accesses points to absolute minimum.

(a) Gates 1, 3, & 6 will be open 24 hours.  Gates 4, & 7 are closed.  Gate 5 is closed and all commercial, construction and delivery vehicles ONLY will utilize Gate 5A.  Gate 5A will be open and manned 0600-1800 hours daily.  The manning for the open gates will require two (2) armed gate guards. These guards my consist of one-armed ASF or NTC Department Of Public Safety personnel.  NO FOOT TRAFFIC IS AUTHORIZED THROUGH THE GATES UNLESS OTHERWISE SPECIFIED.



    (b) Police personnel, ASF, CBU-401, and VIPs with                         their privately owned vehicles (POVs) will be the

                  ONLY personnel utilizing GATE 1.  They're parking

             is designated behind Building 111.  There will be NO              FOOT TRAFFIC AUTHORIZED through GATE 1.



    (c) Camp Barry, via Gate 3, will be designated parking

        for non-resident ESSENTIAL personnel ONLY.  PACE 

   buses and airport transport vehicles, etc. will drop 
   off their passengers.  There will be two On-Base            Shuttle Bus starting points. The first will be at           the West Side of the Hospital Bridge and the second,         on the East Side of Camp Barry Bridge. At Gate 3,           all passengers will load and unload in the parking          lot adjacent to Gate 3.  The passengers will                proceed, on foot to the East Side of Corps School           Barracks 127H and embark or disembark the on-base           shuttle.  On the return trip, the on-Base shuttle           will proceed west bound on 9th Street, around               Corps School, Building 130H, dropping passengers on         the east side of the Corps School Barracks Building         127H. Passengers will embark or disembark at this 


   location.  The Camp Barry shuttle will utilize the          parking lot of Building 73, to turn around.  Persons         utilizing Camp Barry for parking will proceed to the         East Side of Camp Barry bridge to board the on base

                      shuttle.  They will also disembark at this point.

    (d) All other ESSENTIAL personnel will utilize Gate 3;




   all hospital appointments(EXCEPT emergencies) 


             will be rescheduled.  Main Side housing residents                     will have limited on/off Base access from their                       residences. NO FOOT TRAFFIC is authorized. 

PRIVATE 
                  THIS GATE WILL BE UTILIZED FOR HOSPITALtc  \l 1 "                  THIS GATE WILL BE UTILIZED FOR HOSPITAL"
                  EMERGENCIES.  THE VEHICLE WILL BE STOPPED, AN

                  ESCORT PROVIDED TO THE HOSPITAL, AND ALLOWED

                  TO CONTINUE ON TO THE EMERGENCY ROOM (WITH AS

                  LITTLE DISRUPTION AS POSSIBLE), WHERE THE

                  PATIENT WILL DISEMBARK AND THE VEHICLE PARKED

                  IN THE HOSPITAL SOUTHWEST CORNER PARKING LOT, NOT

                  OUTSIDE THE EMERGENCY ROOM.    


    (e) Gate 5A - All commercial and delivery vehicles.  NO                   FOOT TRAFFIC is authorized.



    (f) Gate 6 RTC Main Gate - Parking at North Porter

                  Parade Ground.  Mission essential personnel

                  only with their POVs.  MISSION ESSENTIAL, ONLY,

                  FOOT TRAFFIC IS AUTHORIZED.  



    (g) Gate 7, Camp Moffet: the only traffic

                  authorized is FIRE, POLICE, AMBULANCE and




   authorized PWC vehicles escorted by NTC Department                    Of Public Safety or ASF. Essential recruit                            processing personnel will park at North Porter                        Parade Grounds.  Buses carrying new recruits will                     pull into Gate 6 parking lot.  Personnel will                         disembark and be marched to Building 1405, via the                    Buckley Road tunnel.



    (h) Building 3200, East Gate will remain open for 

                  residents of Forrestal Village to enter

                  complex.  Mississippi Street, Gate 9, will be

                  the only ingress/egress for DRMO, Supply, CBU-

                  401 and Forrestal Village residents.



    (i) Building 3400 will require frequent patrols. 

                  They employ full time, 24 hour armed security.

                  No parking is permitted in the east parking lot

                  or within 80 feet of the Building in the west

                  parking lot.



    (j) Forrestal Village: Meridian Drive and Great

                  Lakes Drive at Buckley Road will be secured. 

                  Forrestal and Cavin Drive entrance/exit will be

                  secured.  The only entrance/exit into Forrestal

PRIVATE 
                  Village will be through Mississippi Streettc  \l 1 "                  Village will be through Mississippi Street"
                  Gate. 

              (k) All signs that designate Housing as 


   
                   Government property will be covered.



    (l) Halsey Village: Saratoga Gate will be secured.

                  Langley Gate will be the ONLY entrance/exit

                  point.  



    (m) Nimitz Village: Lewis Ave entrance will be

                  secured.  The west drive entrance at Buckley

                  will be secured.  Ray Street will be the only

                  entrance/exit to Nimitz Village.  Ray Street

                  North Gate will be secured. Spaulding Street at

                  the north end, along side building 1506 will be

                  blocked off with jersey barriers.  



    (n) FT Sheridan: South Gate will be secured.  

                  Entrance/exit through truck gate PRIVATE 
ONLY. 

          (4) Measure 33: Strictly enforce control of base entry, and increase searches of vehicles.



    (a) NO taxi or limo services will be authorized on

                  NTC Great Lakes Complex.  Pace and Greyhound

                  buses, as well as all other means of public

                  transportation, will utilize Gate 3 for

                  passenger ingress/egress.  The passengers will

                  walk to or from the On-Base Shuttle service

                  which will originate on the East Side of Camp

                  Barry Bridge and the west side of 9th Street bridge                   (on the Hospital side).  The On-Base Shuttle service

                  will utilize Building 73 parking lot for turn

                  around, and it will make various stops on NTC. 

                  (Corps School, Hospital 200H, Building 1A

                  parking lot, Building 1, Building 2, and

                  northbound along Paul Jones Street to Building

                  834 parking lot, where they will turn around and

                  travel southbound on Paul Jones to Culverius

                  Avenue, westbound to Isherwood Avenue and South

                  Bound to Farragut where it will turn eastbound

                  to return to Building 73.  (See ENCLOSURE A)



    (b) Departments and activities will stagger there

                  working hours to minimize traffic tie-ups at

                  gates.



    (c) Commercial vehicles, vendors and repairmen will

                  be escorted at all times, if available, by a

                  member of the Department of Public Safety, or a

                  representative from the department or command,

                  being serviced.  The escort will remain with

                  the vehicle/passengers the entire time aboard

                  NTC Great Lakes.



    (d) No sales persons or job applicants will be 

                  authorized on the NTC Great Lakes Complex.

          (5) Measure 34: Enforce centralized parking of vehicles away from sensitive buildings.



    (a) ALL vehicles parked on NTC Complex, not already

                  parked in the locations listed below, will be

                  relocated, by the owner, or designated driver,

                  to any of the following locations:




   [1] the parking lot at Isherwood & Bronson,



 
   [2] the 415 parking lot, 

                  [3] Constitution Field, 

                  [4] the Outdoor Playing Court, located on Paul

                      Jones, between Clark & Fullam Avenue, or

                  [5] the parking lot at the southwest corner of

                      Building 200H, at 6th and D Street and the south

                      Hospital parking lot.  

(6)   Measure 35: Issue weapons to guards if not already completed.

NOTE:  Refer to NTC Department of Public Safety Standard Operating Procedure (SOP) 059/97.  (ENCLOSURE B).

        (7) Measure 36: Introduce increased patrolling of installation to include waterfront areas, wharfs, piers, caissons, critical communication facilities/assets, dry docks, etc.  Where available, use MWD Team Patrols in addition to vehicle and foot patrols.

NOTE:  Refer to NTC Department of Public Safety Standard Operating Procedure (SOP) 059/97, for specific assignments of personnel.  (ENCLOSURE B).



    (a) CNTC will implement NTC Headquarters and

                  THREATCON Command Center with armed guards.



    (b) The Department of Public Safety will obtain vehicles

                  from the Motor Pool for increased patrol of NTC

                  Great Lakes Complex.



    (c) Absolutely NO unauthorized vehicle or foot

                  traffic will be allowed on the Lake front.

          (8) Measure 37: Protect all designated vulnerable points (VPs), including critical utilities or junctions and give special attention to VPs outside naval installation/activities. Request assistance from local civil authorities in patrolling, observing, and reporting around and about installation and off-base housing areas and locations.  Request utility companies (gas, water, phone and electric, etc.) increase security measures to the facilities which provide service to the installation.

          (9) Measure 38: Erect barriers and obstacles to control traffic flow.


NOTE:  Refer to NTC Department of Public Safety Standard Operating Procedure (SOP) 059/97.  (ENCLOSURE B)

          (10) Measure 39: Consult local authorities about closing public and military roads and facilities that might make sites more vulnerable to terrorist attacks.

       e. THREATCON DELTA: This condition applies in the immediate area where a terrorist attack has occurred or when intelligence has been received that terrorist action against a specific location is likely.  Normally, this THREATCON is declared as a localized warning.

          (1) Measure 40: Continue to introduce all measures listed for THREATCON ALPHA, BRAVO, and CHARLIE.



    (a) Secure base to all but required personnel.



    (b) All truck traffic will be directed to Gate 5A

  
             where the vehicle will be searched and with the                       required escort, it will proceed for delivery.




   Escorts can be obtained from available personnel of                   NTC, SSC, etc.



    (c) ALL remaining civilian dependents will be

                  removed from Housing and enclaved aboard NTC

                  Great Lakes Mainside.  The civilian dependents

                  will be required to provide their own bedding/ 


        blankets.  NO ONE WILL BE ALLOWED TO RETURN TO 


        HOUSING, FOR ANY REASON.  The Off Base shuttle 


        service will pick-up passengers at pre-designated 


        locations and will provide transport to NTC Main 


        Side Gate 2.  Then, on the East Side of the Camp                      Barry bridge, the On-Base shuttle will provide 


        transportation to the temporary shelter.  

                  [1] On NTC Main Side, Buildings 4, 440, 525 (The  



       Factory) and (available space in) 62, 
               

  will be utilized to house the remaining

                      civilian dependents.  Galley 535 will

                      provided meals for these dependents.  On

                      NTC Hospital Side, Buildings 80H, 81H and

                      (available space within) 200H, will be

                      utilized.  Meals will be provided at the

                      Hospital Galley for these dependents.  If 
  


  
       additional accommodations are required, the



       RTC Drill Halls, Buildings 800, 1000, 1200 will 



  be utilized.  Meals will be provided at an RTC





  Galley.  

PLAN:  Assignments to each Building will be made using last name alphabetical order.  Building 4, families whose last name begins with letters A through D; Building 525, families whose last name begins with E through I; Building 440, families whose last name begins with letters J through M; Building 81H, last names which begin with N through R and Building 80H, last names which begin with S through Z.  

This plan is adjustable, at the discretion of the shelter facility manager, with the approval of the NTC DDPS, via the MWR CDO.

The facility personnel and/or residents will set up a FIRE WATCH in each of these facilities.  

Each shelter will require a facility manager, an assistant manager, nurse, and staff, provided by the Command occupying the building, to perform registration and building maintenance and sanitation (although shelter residents should be asked to assist.  Each shelter will require an adequate supply of drinking water, 2 quarts (minimum) per person per day (depending on weather); 5 gallons of water per person per day (all uses)(depending on weather); 1 toilet per 20 persons; and 2,500 calories per person per day (approximately 3 1/2 pounds of unprepared food).  

The shelter manager is responsible for ensuring that a simple record is kept of every person who is housed in his/her shelter.  Upon arrival at the shelter, in the reception area, the family or individual will register, by completing a 3 X 5 index card with the following information:  last, first and middle names for husband and wife (include wife's maiden name); names and ages of all family members; any health problems, housing address; date arrived; and, later, date departed and address to which they return, if different from housing address.  It is important that people be registered as soon as they arrive in the shelter, or as soon as practical.  After registration, the family or individual should be provided with beverages and snacks and regular meal service as soon as possible.  Hot meals should be provided twice a day.  Additionally, a midday lunch should be provided for children, the aged, expectant and nursing mothers, workmen and enclaved persons doing heavy work.  




   [2] The identified Buildings (with the

                      exception of Buildings 62 and 200H) will

                      have individual (taped off) floor space

                      for sleeping.  Five-foot wide aisles will

                      be measured off for every two rows of

                      "bed" space, along the length of the

                      facility and after every 10 spaces, along

                      the width of the facility.  Dependents

                      with small children and/or infants MAY BE

                      assigned to the BOH or Navy Hospital, if

                      space is available.  This is for

                      consideration and comfort of the other

                      families.  




   [3] Office space will be provided, at each

                      shelter, near building telephone

                      facilities, for an Administrative staff,

                      provided by each Building's Command,  who

                      will, among other duties, maintain a list

                      of residents, attempt to arrange for

                      special needs (special diets, etc) and a

                      system of record keeping to facilitate

                      returning the building to its original

                      condition upon closing, and document any

                      damages and related expenses.

                  [4] NTC Supply and Logistics will provide

                      port-a-potties, portable sinks, water, soap, 
                       toilet paper, paper towels, garbage containers 



       along with garbage bags, as required, at each                         shelter. NTC Training Operations will provide                         meals and any additional food supplies, to feed                       the enclaved civilian dependents, etc.

NTC Supply and Logistics will prepare a Shelter Manager's Kit (one kit per each 100 persons) for each facility (Buildings 4, 62, 525, 80H, 81H, 200H, and 440) contained in a footlocker or similar container, containing the following supplies:


Office supplies: 12 pencils; 12 ballpoint pens; 1 package of 3 by 5 inch cards; 2 clipboards; 2 paper tablets; 1 pencil sharpener; 1 stapler; 1 box staples; 1 box paper clips; 1 package carbon paper; 1 box thumbtacks; 2 rolls masking tape; 1 roll scotch tape; 1 package rubber bands; 1 pair scissors; 12 file folders; 24 file folder labels; 

Toiletries: 2 packages disposable diapers (40); 2 boxes sanitary napkins; 6 boxes facial tissue; 2 package antiseptic pre-moistened towels (40); 12 rolls of toilet tissue; 


Other items; 2 boxes trash bags; 3 package paper napkins; 2 boxes assorted sized safety pins; 3 flashlights; 2 electric lanterns; 6 flashlight batteries; and 2 lantern batteries.   

These supplies will be labeled for each Building and stored within the Supply and Logistics facilities.  Immediately upon notification of THREATCON DELTA, the Department of Public Safety will coordinate delivery with Supply and Logistics, for the supplies to each Building reception area where they will be turned over to a Building staff member.  Supply and Logistics will maintain 20% of these supplies for immediate use, with the ability to purchase the remainder on short notice.




   [5] Department of Public safety and Naval Hospital                        personnel, must inspect these facilities to                           ensure safety and sanitation conditions are met.

              (d) To control pedestrian traffic, RTC Recruit Training,

                  SSC and Corps School recruits/students will be 


        marched, in formation, to the Galley for meals, 


        during a specified schedule (to accommodate enclaved

                  persons), but at all other times, housed in 


  
        barracks or attending schools.  Student population 


        will be utilized, as needed, by direction of ACOS, 


        Base operations.

          (2) Measure 41: Augment Police/Guards as necessary.  Request additional qualified watchstanders from other departments and commands, as deemed necessary.


     (3) Measure 42: Identify all vehicles already on the 

installation within operation or mission support areas.



    (a) Identify all vehicles parked near NTC

                  Headquarters, THREATCON Command Post, Security

                  Headquarters and the Navy Hospital and start a

                  systematic removal of those vehicles.  They

                  will be relocated to designated parking areas.

          (4) Measure 43: Inspect all vehicles entering the complex or installation, to include vehicle contents.

          (5) Measure 44: Control all base access points and implement positive identification of all personnel.



    (a) 100% identification check/vehicle searches will

                  be conducted.

          (6) Measure 45: Search all suitcases, briefcases, packages, etc, brought into the installation or command.  (Utilize explosives trained MWDs when available.)



    (a) Inspect all NON-Department of Public Safety                           Personnel entering Department of Public Safety                        buildings, 4, 6, 120,130 and MWD Kennel and inspect                   all briefcases, packages and containers entering the                   building.



    (b) All Commands will implement berthing security

                  watches, from NTC Great Lakes Complex personnel

                  not assigned other duties, at each point of

                  ingress/egress, to conduct positive ID 

                  checks of all personnel entering berthing

                  buildings.

          (7) Measure 46: Control access to all areas under the jurisdiction of the Naval installation or command concerned.



    (a) NO AUTHORIZED contractor personnel will be

                  aboard Great Lakes NTC Complex without specific

                  permission from CNTC.



(8) Measure 47: Make frequent checks on the exterior of buildings and of parking areas.

          (9) Measure 48: Minimize all administrative journeys and visits.

         (10) Measure 49: Re-consult with local authorities about closing public and military roads and facilities that might make sites vulnerable to terrorist attack.



    (a) The On-Base Great Lakes Credit Union and Armed

                  Forces Bank will be open ONLY 1000-1400, during 

                  which time they will maintain their ATMs.  The U.S.                   Post Office will maintain their regular schedule.



    (b) The Co-Op Preschool Center, Building 153 will

                  remain open for the use of mission essential

                  personnel ONLY.  MWR childcare members will

                  provide staffing.  MWR Child Development

                  Department will be responsible to provide these

                  services during these THREATCONS and ensure the

                  facility is properly equipped to handle infants,                      toddlers and preschoolers.  Essential personnel are                   required to make prior arrangements for school-aged                   children.

         (11) Measure 50: Man posts as necessary to prevent attack against vulnerable facilities outside the base boundaries, (e.g. emergency power generators close to base boundary, microwave relay towers located off base, etc.)

Appendix A


BOMB THREATS

1.  Background. This appendix will establish the procedures necessary to optimize personnel and facility safety while enabling an expeditious and orderly search of an area under a bomb threat.

2.  Definitions. A bomb threat may derive from information received via telephone or in writing that an explosive device has been planted or from the discovery of a suspicious object that does not belong in that area and cannot be readily identified as "safe".  Bomb threats can entail the actual planting of an explosive device or simply the communication of such a threat, but in all cases will be treated as if a real bomb is involved.  Homemade bombs are known as Improvised Explosive Devices (IED's), and can be made with little or no effort from the bomber.

3.  Information.

    a.  Explosive devices can be introduced on board NTC in any form, such as:

        (1) Mail -- either packages or letters.

        (2) Hand carried -- purses, packages, lunch boxes, etc.

        (3) Thrown -- over fence or through windows.


   (4) Vehicle - car, truck or van laden with explosives.

    b.  It is absolutely imperative that only trained explosive ordinance disposal personnel handle, touch, disturb, or attempt to deactivate any suspected object.  DO NOT TOUCH ANY SUSPECTED OBJECT, AND DO NOT TOUCH/TURN ON OR OFF ANYTHING ELECTRICAL.

    c.  The Great Lakes NTC Complex bomb threat response is to evacuate the target area and create a "safe zone" (656 ft = 1/8 mile) around it. 

4.  Action.

    a.  Person receiving the bomb threat.

        (1) If the threat is received by any means other than telephone, immediately notify Security (ext. 3333/3430 [on-Base] and off-Base, 911 or any Base payphone).  If the threat is delivered by a physical object, such as a written note, minimize the handling of the document in order to preserve any fingerprints.  Preserve the item and turn it over immediately to Security personnel.  If a suspicious object is noticed or a vehicle appears to be abandoned, immediately notify the Department of Public Safety.

        (2) Telephone Threat
            (a) Attempt to alert another person of the threat,

                without warning the caller (i.e., wave, motion,

                written note, etc.).  The second person, if

                available, should listen to the conversation to

                provide a second witness to verify and amplify

                the details contained in the call.

            (b) Keep the caller on the telephone as long as

                possible to complete the bomb threat checklist, the

                OPNAV Form is located on the inside back page of each 


 NTC TELEPHONE DIRECTORY, and for more specific




 detailed information another form begins on 




 Page 71 of this instruction.  DO NOT, under any 



      circumstances, attempt to transfer the call.  



      Encourage the caller to talk freely.  Listen for voice 


 or speech peculiarities and try to distinguish

                background noises which might help to locate the

                caller.  Be alert for the repeated use of certain

                words or phrases.  Listen for accents, national

                or regional.  Record the data and precise time

                the threat is received. Take notes while the
                caller is talking.  Do not wait until the caller

                has hung up and then try to reconstruct the                           conversation. There are specific questions listed in                  Annex II, which may be used to prolong the           

                conversation.

            (c) When the call is terminated immediately place the

                phone line on hold for at least five (5) minutes.

                Take note of the exact time.  Notify Department of                    Public Safety at extensions 3333/3430 (on Base, or 911                 from off Base or on-Base payphones) on a telephone                    line different from the incoming call line.

            (d) Immediately notify the senior officer or petty

                officer in the threatened building of the

                reported bomb threat.

            (e) Turn the bomb threat checklist over to the

                initial responding police unit.

    b.  Senior Officer or Petty Officer in the targeted building will pass the word to evacuate the building:

        (1) Every attempt will be made to implement a "low key" evacuation order by word of mouth. No references to a "bomb" threat will be made.  Avoid creating a panic situation.

DO NOT TOUCH ANYTHING ELECTRIC.  DO NOT TURN LIGHTS OFF OR ON AND 
DO NOT PULL FIRE ALARM.

        (2) Ensure personnel are evacuated to a distance of no 

less than 200 meters (656 feet, approximately 1/8 of a mile) from the danger point to a pre-determined muster point.  Each Command will identify muster points for emergency evacuations.

        (3) Ensure all windows and doors are opened or remain open, as staff evacuates the building.  


   (4) When requested by Department of Public Safety, use personnel familiar with the building to look for strange foreign objects.  

    c.  NTC Great Lakes DDPS/COP/SUPERVISORY POLICE OFFICER (after hours) will: 

        (1) Proceed to the scene and act as On-Scene Commander (OSC) until relieved by Superior Chain-of-Command.

        (2) Dispatch all required Police units to assist and supervise building personnel to evacuate and cordon off the area.  Solicit and evaluate reports of unauthorized or suspicious


personnel/objects in the area.

 
   (3) Close all gates, directed by OSC.  


   (4) Notify NCIS, extension 5655, or duty beeper number.  

        (5) Ensure no portable radio communications occur within

50 meters (164 feet) of the danger point.

        (6) Supervise the search using available Police personnel, on shift, and building supervisors familiar with the building.  Instruct personnel not to touch any suspected device(s).  

        (7) While evacuating the building, ensure all doors and windows are open, and contact Public Works Command (PWC), ext. 4463, during regular working hours and ext. 3939, duty CDO, for after hours and weekends, to ensure gas and power supplies are shut off.

        (8) Clear building 10 minutes prior to threatened

detonation time (if any) to allow for clock malfunctions, and wait 1 HOUR after detonation time to resume the search.

        (9) If incendiary explosive device (IED) is located, clear building of all search teams, and have the Department of Public Safety Dispatcher contact the EOD team and request their presence (the EOD team is not requested until a suspicious package or object is located); update information to personnel on the telephone notification list, Pages 85 and 86.  

        (10) Evaluate necessity of evacuating building(s) in the immediate area of threatened building.


   (11) Providing a device is found, after EOD renders the device safe, a search for a secondary device must take place.  Persons familiar with the location will again search the building.  


   (12) After the searches are completed, the CO will determine a return to work/duty for personnel.

    d.  Department of Public Safety Dispatcher will:  

        (1) Notify persons identified on Bomb Threat Telephone Notifications, Pages 68 and 69.

        (2) Broadcast over the radio, which gates are to be 

closed.


   (3) If directed, recall all off-duty Department of Public Safety personnel 

and/or ASF.

    e.  CNTC will:


   (1) Control overall base operations, ensuring mission accomplishment to the maximum degree possible under existing circumstances.

        (2) Provide status reports to higher authority.

    f.  COS as EOC Coordinator will:  upon notification that a bomb threat has been received, standby to activate the EOC, which, to ensure safety, must be searched for bombs, prior to use.  If a bomb is discovered or detonated:

        (1) Implement the DPP, activate the EOC, and act as the EOC Commander.

        (2) Determine pertinent facts and ensure individuals listed on Pages 77 and 78 are informed of the situation.

        (3) Maintain a running log of all pertinent occurrences and times.

        (4) Commence OPREP-3 notification procedures (Annex I).

        (5) Keep the CNTC continuously informed, either by telephone or messenger, of operations.

    g.  ACOS will, upon notification that a bomb threat has been received:

        (1) Report to the EOC for a briefing.

        (2) Report to the scene and function as the On Scene Commander (OSC).


   (3) Identify primary gates; direct all others to be closed.

        (4) Direct all recall of police, Gate Sentries and ASF personnel.


   (5) Direct medical teams to location of casualties.


   (6) Determine which recovery/search teams are required and initiate recalls procedures.

        (7) Coordinate all evacuation and search procedures; utilizing ASF Search Teams.


   (8) Direct Department of Public Safety to ensure personnel do not re-enter building until its safety is determined.

        (9) Keep EOC Coordinator informed of status.

    h.  Senior Officer/Supervisor of affected building(s) will remain on site to assist the OSC as directed.

    i.  Officer-In-Charge, CBU-401 will:

        (1) Direct search for casualties.

        (2) Direct clean-up operations.

    j. Commanding Officer, Public Works Center will:

       (1) Examine structural damage and determine if building is safe to re-enter.


  (2) Provide blueprints of affected building.

       (3) Initiate actions to stop/control/correct gas leaks, broken water lines and electrical lines.

       (4) Keep EOC Coordinator continuously advised.

   k.  Commanding Officer, Naval Hospital will: 

       (1) Activate and dispatch medical teams.

       (2) Monitor treatment of casualties.

       (3) Ensure disposition of each case is recorded.

       (4) Keep EOC Coordinator continuously advised.

   l.  Fire Chief will:

       (1) Ensure prompt response of all required units.

       (2) Promptly notify the Department of Public Safety Fire Division units if mutual aid is required.

       (3) Promptly notify neighboring fire departments, if additional assistance is required.

   m.  On Duty Chaplain will:

       (1) Ensure chaplains are stationed at medical triage area and the hospital.

       (2) Is ready to provide follow-up counseling and assistance to those physically and/or psychologically injured by events.

   n.  CDO's will:

       (1) Notify their respective Commanding Officers and Executive Officers.

       (2) Standby to assist when directed.

       (3) The NTC CDO will also:

           (a) Notify CNTC, COS, ACOS, PAO, CBU-401, component

               Command CDPS (RTC, SSC, PWC) and Duty Chaplain,

               notifications listed as his/her responsibilities.  

           (b) Report to the EOC; act as the EOC Coordinator

               until relieved by the COS.

           (c) Prepare OPREP-3 message for release by EOC

               Coordinator.

       (4) When directed, SSC CDO will assume the duties as Team Leader of the Survivor Registration/Welfare Team.

5.  Maintaining the security of threatened building.  The DDPS will, once a threatened building has been thoroughly searched, direct personnel to be stationed inside each entrance to inspect all packages, briefcases, etc. that enter the building.  The procedure will remain in force for at least four hours, or until the COS determines return to normal, from the last time a threat was received.  Should additional threats be received on the same building, CNTC or COS will determine whether or not to evacuate and then re-search the building.  Normally, once a building has been thoroughly searched and kept secured, no further action beyond external perimeter points will be necessary.

6.  Release of information.  All inquiries for information concerning incidents covered by this appendix shall be referred to the PAO.

7.  Bomb Threat Checklist.  A supply of bomb threat checklist 

forms, or the NTC Base Telephone Book (which contains a copy of the OPNAV Bomb Threat form on the inside back cover) shall be 

maintained at all telephones, duty desks, watch stations, and BEH/BOH offices.


BOMB THREAT TELEPHONE NOTIFICATIONS

TIME:_______________________________   MALE:____________________

LOCATION:___________________________   FEMALE:__________________

ADDITIONAL INFORMATION:_________________________________________

________________________________________________________________

DEPARTMENT OF PUBLIC SAFETY DISPATCHER NOTIFIES:
                    NON-WORKING      WORKING

                       HOURS         HOURS       TIME CONTACTED   

NTC CDO              3939/3300       ACOS/2961   ______________               

FIRE DEPARTMENT         (B) 3324     3324        ______________                               (E) 3333     3333                     

NAVAL HOSPITAL              4560     4560        ______________        (Quarterdeck)      

COP      


   RECALL BILL   4251/5660   ______________ 

Director Public Safety RECALL BILL   2386        ______________

DUTY NCIS AGENT       DUTY LIST      5655        ______________ 

IMMEDIATE RESPONSE
WAUKEGAN FIRE BOMB SQUAD  24 HOUR PHONE NUMBER   ______________ 

                          847 625-6335/6






 NON-EMERGENCY NUMBER






 847 249-5410           _______________

COOK COUNTY BOMB SQUAD
 REGULAR WORKING HOURS






 1-708-865-4913






 24 HOUR NUMBER 






 847-294-4733           _______________

6+ HOURS RESPONSE
ARMY EOD TEAM,        24 HOUR PHONE NUMBER

FT McCoy        (DSN) 280-3315 or 608-388-3315   _______________ 

NAVY EOD TEAM, CRANE, IN        

QUARTER DECK

AFTER-HOURS NUMBER   DSN 482-3300   (812)854-3300   ___________                              

CRANE, IN. EOD TEAM

DAYTIME NUMBER       DSN 482-1598   (812)482-1598 ______________ 

                      NON-WORKING     WORKING

                        HOURS         HOURS      TIME CONTACTED
NTC CDO NOTIFIES:
CHIEF OF STAFF (COS)  RECALL BILL     3401/3400  _______________ 

ASST CHIEF OF STAFF   RECALL BILL     2961       _______________

(ACOS)

PUBLIC AFFAIRS OFFICER  RECALL BILL   2201/2430  _______________

(PAO) DUTY PAGE #847-203-9049

     CELL PHONE #847-302-0880

COMMANDER NTC         RECALL BILL      3400      _______________

RESCUE RESPONSE TEAM

LEADER (CBU-401) OOD                   4937      _______________ 

  AFTER 1800  OOD 847-216-6571

              CDO 847-216-6570

RTC CDO                4962/3          3148      _______________      







    ASK FOR SENIOR WATCH OFFICER


SSC CDO                3536            3536      _______________ 

PWC CDO                4820            4820      _______________ 

CHAPLAIN, IF APPROPRIATE               5610      _______________ 

FOR NON-DUTY HOURS CONTACT

NTC/CDO FOR RE-CALL BILL


BOMB THREAT CHECKLIST 

NOTE:  AS SOON AS POSSIBLE NOTIFY ANOTHER PERSON OF THE THREAT BY WAVING, MOTION, WRITTEN NOTE OR OTHER MEANS WITHOUT ALERTING THE CALLER.  KEEP CALLER TALKING AS LONG AS POSSIBLE.  FILL IN REPORT BELOW.  DO NOT HANG UP!  (COMPLETE AS INFORMATION IS RECEIVED).

TIME AND DATE OF CALL:  _________________________________________

WHAT IS CALLER SAYING?  __________________________________________

_________________________________________________________________

_________________________________________________________________

ASK THE CALLER THESE QUESTIONS:

1.  WHEN IS THE BOMB GOING TO EXPLODE? __________________________

2.  WHERE IS THE BOMB RIGHT NOW?  _______________________________ 

3.  WHAT DOES IT LOOK LIKE?  ____________________________________ 

4.  WHY DID YOU PLACE THE BOMB?  ________________________________ 

_________________________________________________________________

5.  ARE YOU ANGRY AT SOMEONE OR SOMETHING?  _____________________ 

_________________________________________________________________

6.  FROM WHERE ARE YOU CALLING?  ________________________________

7.  WHAT IS YOUR NAME - ADDRESS - TELEPHONE NUMBER?  ____________

_________________________________________________________________

_________________________________________________________________

CHECK AS APPROPRIATE: ____MALE  ____FEMALE  ____ADULT ____CHILD

VOICE: ____ LOUD ____ SOFT ____ HIGH PITCH ____ DEEP ____ RASPY

       ____ UNPLEASANT ____ INTOXICATED ____ OTHER 

SPEECH: ____ FAST ____ SLOW ____ DISTINCT ____ DISTORTED

        ____ STUTTER ____ LISP ____ NASAL ____ OTHER

LANGUAGE: ____ GOOD ____ FOUL ____ POOR ____ OTHER

ACCENT: ____ LOCAL ____ RACIAL ____ FOREIGN ____ REGIONAL

        ____ TYPE 

MANNER: ____ CALM ____ ANGRY ____ RATIONAL ____ IRRATIONAL

        ____ COHERENT ____ INCOHERENT ____ RIGHTEOUS 

        ____ EMOTIONAL ____ NERVOUS LAUGH

BACKGROUND NOISES: ____ OFFICE MACHINES  ____ FACTORY MACHINES

                   ____ TRAINS ____ PARTY ATMOSPHERE ____ MUSIC

                   ____ AIRPLANES ____ QUIET ____ ANIMALS




    ____ VOICES ____ BEDLAM ____ STREET TRAFFIC

                   ____ MIXED

ADDITIONAL INFORMATION: _________________________________________

_________________________________________________________________

NAME: ___________________________________________________________



LAST



 FIRST               MIDDLE

TELEPHONE: ____________________________ COMMAND: ________________ 

CODE: _____________________________

ACTIONS TO TAKE IMMEDIATELY AFTER CALL:

1.  NOTIFY YOUR SUPERVISOR.

2.  NOTIFY GREAT LAKES POLICE DEPARTMENT (EXT 3333 FROM ON-BASE TELEPHONES AND 911 FROM ON-BASE PAY TELEPHONES AND HOUSING).

3.  TALK TO NO ONE CONCERNING THE CALL UNLESS INSTRUCTED TO BY YOUR SUPERVISOR OR POLICE DEPARTMENT REPRESENTATIVES.


Appendix B


HOSTAGE/SNIPER PLAN

1.  Purpose.  To circulate/announce/promote/publicize policy and operational guidelines for a hostage/sniper situation onboard NTC.

2.  Background.  During recent years there has been an increasing number of incidents in which captors have taken hostages, for either criminal or political purposes, to force authorities to meet their demands.  This trend in the civilian community may also occur in the military environment.  The complex nature of the hostage/sniper situation dictates a coordinated team response.  Such a situation occurring on NTC would require employment of a variety of personnel and equipment.  For this reason, continuing liaison with other activities and agencies, including the Naval Criminal Investigative Service (NCIS),  Federal Bureau of Investigation (FBI), neighboring Police Department(s), and all military commands in the Great Lakes area is necessary.  Initially, the response to these situations rests with the NTC Department of Public Safety, which will take appropriate action to minimize danger to personnel and property.

3.  Action.  

An individual discovering a sniper or hostage-taker will report the known details immediately to the Department of Public Safety (ext 3333 on-Base or 911 Off-Base/Housing/On-Base public telephones).  If a phone is not available this information should be delivered to Department of Public Safety by the quickest available means.  Upon notification of a hostage/sniper incident, the following actions will be taken:

IF COMPLAINT INITIALLY RECEIVED IN POLICE COMMUNICATIONS:
    a.  Department of Public Safety Dispatcher will:

        (1) Dispatch mobile police units to confirm an actual incident exists, verify the specific situation and establish a security perimeter.

        (2) Notify the NTC Department of Public Safety Supervisory Police Officer, Deputy Chiefs of Police (DCOP), COP, DDPS and NTC CDO.

        (3) Upon verification that an actual incident exists, notify NCIS (ext. 5655).  

        (4) Establish Initial Containment Phase.  

        (5) After direction from DDPS, COP, DCOP, or broadcast, over the radio, which gate is the primary gate.  And, institute the following:

 
       Gate traffic:

(a) Immediately notify the NTC DDPS Supervisory 

    Police Officer via dispatch of the hostage/

                sniper incident.  The DDPS Supervisory Police will                     immediately adjust according to circumstances a

                "primary gate", at the effected Command, through

                which all response personnel will enter.  All

                other gates, within that Command, will be closed

                to both incoming and outgoing traffic.

            (b) Incoming traffic will be admitted only through

                the primary gate and limited to COs, XOs, ACOS

                of component commands, NCIS and FBI agents, Base

                police/security personnel, PAO, and others designated

                by the COS/EOC Coordinator.  Building 42, the

                Family Service Center, is designated at the Navy

                Command Information Brief (CIB) location.  Press

                representatives will be escorted to Building 42.

            (c) Outgoing personnel will be allowed to proceed

                through the primary gate once identification is

                established.  However, they will be unable to

                return unless they are on a specific  mission.

                A search of questionable outgoing vehicles is

                authorized.

            (d) Gate sentries will be assisted by the ASF Team

                and security forces.

            (e) Traffic directors will be placed at the gate

                entrances to redirect incoming traffic after the

                gates have been closed.

        (6) Dispatch traffic directors to re-direct non-essential vehicles from effected gate entrances.

        (7) Unless otherwise instructed by the DDPS, COP, DCOP, or Supervisory Police Officer, instruct gate sentries to prohibit entry to the effected Command, except for CNTC, NTC COS, NTC ACOS, PAO, Commanding Officers and Executive Officers and CDPS of component commands, NCIS and FBI agents, NTC Department Of Public Safety, and ASF.  All above persons will be directed to the primary effected gate and be required to show proper identification.


   (8) Alert the medical and fire departments.


   (9) When directed by the DDPS, COP, DCOP, or SUPERVISORY POLICE OFFICER, recall all Police personnel.  Have them respond to a predetermined muster point.

    (b) First police Unit On-Scene will:

        (1) Proceed and upon arrival at scene, report back to the Department of Public Safety dispatcher, request assistance and assume duties as OSC/OIC, until relieved by higher authority.


   (2) Establish a perimeter around the location of the incident.

Identify location of On-Scene Command Post relaying this information to dispatch.

        (3) Begin obtaining information, and relay to the DDPS, COP, DCOP, or Supervisory Police Officer:

            (a) Specific location of incident and

                hostages/suspects.

            (b) Description of hostage/suspects.

            (c) Type and estimated number of weapons used.



  (d) Possible avenues of escapes.

            (e) Areas or streets that are unsafe for units to

                enter.

        (4) Determine response route.  

The most direct route from the primary gate to the scene of the incident, will be designated and the information disseminated to all concerned early in the operation.  The route will be controlled by police security and ASF team personnel.

IF COMPLAINT INITIALLY RECEIVED BY A POLICE UNIT:
    (a) First police Unit On-Scene will:

        (1) Notify dispatch of complaint and proceed to confirm an actual hostage/sniper incident exists; report back to the Department of Public Safety dispatcher, request assistance and establish a security perimeter/Initial Containment Phase.  

        (2) Notify DDPS, COP, DCOP or Supervisory Police Officer, via radio of incident and assume responsibility as OSC/OIC until relieved by higher authority and institute the following:



  Gate traffic:

            (a) Immediately notify the NTC Department Of Public Safety                 Supervisory Police Officer via dispatch of the                        hostage/sniper incident.  The Supervisory Police                      Officer will immediately adjust according to                          circumstances, a "primary gate", at the effected                      Command, through which all response personnel will                    enter.  All other gates, within that Command, will be                 closed to both incoming and outgoing traffic.

            (b) Incoming traffic will be admitted only through

                the primary gate and limited to COs, XOs, CDPS of

                component commands, NCIS and FBI agents, Base

                police/security personnel, and others designated

                by the COS/EOC Coordinator.  Building 42, the

                Family Service Center, is designated at the Navy

                Command Information Brief (CIB) location.  Press

                representatives will be escorted to Building 42.

            (c) Outgoing personnel will be allowed to proceed

                through the primary gate once identification is

                established.  However, they will be unable to

                return unless they are on a specific  mission.  A

                search of questionable outgoing vehicles is

                authorized.

            (d) Gate sentries will be assisted by the ASF Team

                and security forces.

            (e) Traffic directors will be placed at the gate

                entrances to redirect incoming traffic after the

                gates have been closed.

        (3) Identify location of On-Scene Command Post.

        (4) Determine response route.

The most direct route from the primary gate to the scene of the incident, will be designated and the information disseminated to all concerned early in the operation.  The route will be controlled by police security and ASF team personnel.

        (5) Begin obtaining information, and relay to the DDPS, COP, DCOP, or Supervisory Police Officer:

            (a) Location of incident and hostages/suspects.

            (b) Description of hostage/suspects.

            (c) Type and estimated number of weapons used.



  (d) Possible avenues of escapes.

            (e) Areas or streets that are unsafe for units to

                enter.

            (f) Establish Initial Containment Phase.  

The OIC's immediate task is to contain the situation within a 200 yard radius (this distance will be determined by the type of weapons being utilized by the offender(s) until NCIS assistance arrives, while ensuring maximum safety for all concerned.  Responsibility for actually dealing with the crisis rests with the COS/EOC Coordinator in conjunction with those at the actual scene including the OSC, FBI, and NCIS.  Whenever possible, no action will be taken in the initial containment phase to deal with the hostage/sniper.

       

 [1] Inner Perimeter. The purpose of inner

                    perimeter is to contain the suspect in as

                    small an area as possible.  It should be

                    established within a 200 yard radius, in

                    consideration of location, population, weapon

                    safety, and the safety of responding units. 

                    All nonessential personnel will be

                    immediately evacuated from within the inner

                    perimeter.  If possible, visual contact with

                    the suspect should be maintained without

                    compromising cover or concealment of law

                    enforcement personnel.  Communications with

                    the suspect should be limited and brief.  No

                    statement will be made offering solutions or

                    decisions, or committing to a response.




 [2] Outer Perimeter. A second outer perimeter 100 



     yards outboard from the inner perimeter (300 yard 



radius from hostage site) will be established.  



     Distances are nominal and flexible as dictated by                     circumstances Whenever possible equipment should                      be used, supplemented by personnel, to establish                      the perimeter.  The limits of the outer perimeter 


     should be expanded beyond the perceived necessary 



boundary to preclude having to expand the boundary 



later.  All pedestrian and vehicle traffic 




     entering or leaving this area is restricted.

            (g) Detain witnesses in this safe area; obtain names

                and addresses.

    b.  Department of Public Safety Dispatcher will:

        (1) Dispatch mobile police units to assist OSC/OIC.

        (2) Notify the NTC CDO.

        (3) Notify NCIS (ext. 5655 or duty beeper number).  

        (4) After direction from DDPS, COP, DCOP, or Supervisory Police Officer, broadcast, over the radio, which gate is the primary gate. 

        (5) Dispatch traffic directors to re-direct non-essential vehicles from effected gate entrances.

        (6) Unless otherwise instructed by the DDPS, COP, DCOP, or Supervisory Police Officer, instruct gate sentries to prohibit entry to the effected Command, except for CNTC, NTC COS, NTC ACOS, PAO, Commanding Officers and Executive Officers and CDPS of component commands, NCIS and FBI agents, NTC Department Of Public Safety, and ASF.  All above persons will be directed to the primary effected gate and be required to show proper identification.


   (7) Alert the medical and fire departments.


   (8) When directed by the DDPS, COP, DCOP, or Supervisory Police Officer, recall necessary all security personnel.  Have them respond to the a predetermined muster point.

    c.  Upon receiving notification from dispatch that a hostage/sniper condition exists, the following actions will be taken:

        (1) DDPS, COP, DCOP, Supervisory Police Officer's will:

            (a) Identify primary gate; direct closing of other

                gates, if necessary; and notify gate sentries.

            (b) Determine the necessity for direct recall of off-

                duty police and ASF, and, if so determined, order

                dispatch to recall same.  

            (c) Position Patrol and ASF Personnel.

            (d) Proceed to the scene and take the following

                actions:



      [1] Assume responsibility of OSC until relieved

                    by higher authority, and then act as the

                    incident commander for emergency units.

                [2] Establish On-Scene Command Post.  



      [3] Instruct the Department of Public Safety       

                    dispatcher to notify NCIS of situation.

                [4] Coordinate additional unit response to the

                    scene.

                [5] Coordinate evacuation of all non-essential

                    personnel from the area, including personnel

                    in buildings located in the inner perimeter.

        (2) The NTC CDO will also:

            (a) Notify CNTC, COS, PAO, and EOC/OSC Service Team

                Leaders.

 

  (b) Activate the EOC, if required, and act as the EOC

                Coordinator until relieved by the DPO or COS.



  (c) Notify NAVHOSP (ext. 5555), and request a

                psychiatrist is sent to the EOC.

        (3) DDPS will:

            (a) Contact the COS and request appropriate

                hostage/sniper phase level (utilizing plan in

                Chapter 11 of this instruction) be implemented.

            (b) When directed, implement the actions, outlined in

                Chapter 11 of this instruction.

        (4) Commander, Naval Training Center (CNTC)  will:

            (a) Control overall base operations ensuring mission

                accomplishment to maximum degree possible under

                existing circumstances.

            (b) Keep higher authority informed of the evolving

                situation.


       (c) Determine if deadly force should be

                used/authorized.

        (5) COS for Operations, NTC will:

            (a) Implement DPP, activate EOC, and act as EOC

                Coordinator.

            (b) Verify that NCIS, the Department of Public Safety Fire                 Division, and Medical have been notified.

            (c) Identify primary gate; direct closure of all

                others.


       (d) Commence OPREP-3 notifications.

                [1] Location of incident and hostages/suspects.

                [2] Description of hostages/suspects.

                [3] Type and estimated number of weapons used.

            (e) Direct activation of the CIB.

            (f) Keep CNTC continuously informed.

            (g) If required Liaison with NCIS and/or NTC Department Of                 Public Safety to support negotiations with hostage                    takers, as appropriate.

            (h) Ensure hostages and other involved personnel 

                receive necessary medical and/or psychiatric

                attention as required after the crisis is

                terminated.

        (6) Senior NCIS Agent present will:

            (a) Serve as an advisor to the EOC Coordinator.

            (b) Establish liaison with the FBI and keep the EOC

                Coordinator advised of FBI SWAT Team

                availability.


  An armed hostage-taker or sniper situation may require the services of a Special Weapons and Tactics Team (SWAT).  As no such military team is available locally, the FBI SWAT Team will be necessary.  NCIS will be called immediately upon determining an armed hostage-taker or sniper incident exists onboard NTC.  NCIS will request SWAT Team assistance, with concurrence of CNTC and keep the EOC Coordinator informed as to the team's probable response time.  NCIS has the authority to request NIPAS (Northern Illinois Police Alarm System), Lake County Sheriff Department Swat Team, North Chicago Police SWAT Team or the Waukegan Police Department SWAT Team if NCIS determines the need of their services. 

                [1] SWAT Team Commander upon arrival will goto the                        command post and become an advisor to the EOC. The                     SWAT team will have control of their team  ONLY                       UPON THE ORDER, FROM THE EOC COORDINATOR, TO                          ASSAULT will the SWAT Team Commander assume total                     control and then only as it regards to the assault                     phase of the incident.

            (c) Provide negotiators who will handle all

                negotiations with the suspect(s).  Emphasis

                should be placed on identifying the suspect(s) to

                determine if SWAT Team should be requested.

            (d) Ensure the following actions are performed after

                the crisis is terminated:

                [1] Arrest the sniper or captors.




 [2] Treat the scene as a crime scene; protect and

                    recover evidence.

                [3] Debrief hostages and security personnel.

        (7) Assistant Chief of Staff, NTC will:

            (a) Report to the EOC for a briefing.

            (b) Verify the location of the incident and the On-

                Scene Command Post.

            (c) Ensure a safe perimeter has been established

                around the danger area.

            (d) Coordinate actions among recovery team, and

                NCIS/FBI/NTC Department of Public Safety personnel.

            (e) Perform those actions directed by the EOC

                Coordinator.


       (f) Dispatch NTC CDO to primary gate to coordinate

                essential personnel arrivals.

        (8) Commanding Officer, PWC will: 

            (a) Provide blueprints/drawings of incident buildings

                to the OSC.

 
       (b) Alert and direct personnel capable of controlling

                utilities within the building where the

                suspect/hostage(s) are located.

            The NCTAMS Representative (telephone service), extension 2091 (Mon thru, Fri 0730-1600) or beeper 1-708-693-5837, will be requested by the Department of Public Safety or NCIS, to make all lines in the incident area inoperative, except for one which will be designated for communications between the negotiator and the suspect.  If no telephone lines are available at the incident location, consideration should be given to placing an instrument in a position where the suspect can gain access to it.  This will be coordinated through NCIS and the negotiator.

            (c) Provide an unmarked military vehicle, with                            limited fuel, if the EOC Coordinator decides to

                allow a hostage/sniper/hostage incident to move.

            (d) Upon request of OSC, initiate required actions to

                disconnect specific utility lines into the area

                where the suspect hostages are.


       (e) Keep the EOC Coordinator continuously advised.


   (9) ACOS-Training Operations will:

             (a) Ensure messing is available for all response

                 personnel.


        (b) Provide special dietary requirements for

                 hostage(s) and demands for special or unusual

                 food by captors.



   (c) Keep the EOC Coordinator continuously advised.

        (10) ACOS-Housing will: 

         
  (a) Provide lodging for members of the FBI, State,

                and local law enforcement agencies.



  (b) Establish a "waiting area", at either BOH,

                Building 62 Lobby, or RTC Visitors Center,

                Building 1313, (to be determined by the location

                of the incident), for families of hostages,

                suspects, and victims who may be on base; provide

                lodging or assist in identifying lodging in town.

            (c) Keep the EOC Coordinator continuously advised.

        (11) Commanding Officer, Naval Hospital will: 

             (a) Detail one psychiatrist to report to the EOC.

             (b) Dispatch medical team to OSC to provide

                 assistance as necessary.

        (12) Senior Chaplain will:

             (a) Report to the EOC.

         
   (b) Direct chaplains to "waiting area" either BOH, 

                 Building 62 or Building 1313, RTC, to support

                 families of hostages and victims.

        (13) Public Affairs Officer (PAO) will:

             (a) Proceed to the EOC.

             (b) Activate the CIB when directed.

             (c) Authorize admission of specified press

                 representatives.

             (d) Escort press representatives to/from CIB.

             (e) Conduct press briefing(s), respond to inquiries,

                 etc., after consulting with the EOC Coordinator.

        (14) At the discretion/direction of the COS or                             DDPS, the following will be notified:

        (1) If and when directed, the RTC CDO will assist as directed.

        (2) When directed, the SSC CDO will assume duties as the Survivor Registration/Welfare Team Leader.

        (3) Commanding Officer, Public Works Center (PWC) will provide additional vehicles as requested.

        (4) ACOS, Quality of Life will provide powerboats, if required, for patrol purposes as requested.

        (5) Command CDPS will:

            (a) Notify their respective Commanding Officers and

                Executive Officers; request they proceed to the

                EOC/OSC, if required, entering the base through

                the primary gate, if off base.

            (b) Standby to assist as directed.

        (6) All Component Command Commanding Officers, will stand by and if and when directed, will report to the EOC to participate in a "think tank".

        (7) All Component Command Executive Officers if notified by NTC CDO, will report to the OSC to assist as directed,

4.  Communications.

    a. During the initial phase of the incident, radios will be used to notify and coordinate personnel.  An alternate radio position/frequency will be utilized for the incident.  Once the incident is stabilized, radios will be used only as either an alternate form of communication or when speed is essential.  Whenever possible, telephone communications will be used for increased security and reliability.

    b. Response team personnel will use standard radio frequencies.

       (1) NCIS hostage negotiators and supervisors assigned to the operation will use the NCIS radio communication frequencies.  If negotiations are handled by telephone, the negotiators will be located with or immediately adjacent to the On-Scene Command Post, so that the EOC Coordinator may be continually apprised of the negotiation status.  

    c. Assault.  


  During hostage negotiations, it is conceivable that the suspect may kill one or more hostages.  If he has killed once, it must be presumed that he may kill again .  The EOC Coordinator 

must consider changing from a containment policy to an assault mode in order to preserve as many lives as possible; the decision to authorize the use of deadly force against the suspect must be made within the perimeters of the specific situation. CNTC will decide the need to assault and take appropriate action.  SWAT Teams will assume control when authorized by CNTC to use deadly force.  The SWAT Team Commander will keep the EOC Coordinator informed of all SWAT actions through the OSC.  

    d. Release of hostages/arrest of suspects.  


  At the conclusion of any incident, regardless of the outcome, NCIS will immediately debrief released hostages, and provide Special Agent arrest teams too physically take the suspect(s) into custody.

    e. Conclusion.  


  Once the incident has been concluded, NCIS agents must take immediate charge of the crime scene and thoroughly protect it.  Evidence must be collected and preserved for both evidentiary and intelligence purposes.  All information including facts, statements, pictures, drawings, logs, data sheets, and records must be readily accessible to and processed by the NCIS investigating team for accurate, legal/courtroom presentation, if required, critiques and training.

5.  Drill and reporting requirements.  The DDPS will schedule 

hostage/sniper drills at least annually during working hours.  Personnel for the "think tank" plus an NCIS negotiator should be prearranged.  Actions taken during drill should be as outlined above with the following exceptions:

    a.  Department of Public Safety Dispatcher will simulate the recall of personnel.

    b.  Gate sentries will simulate closing the gates.

    c.  EOC Coordinator will simulate OPREP-3 procedures.

    d.  Department of Public Safety, with concurrence of COS; will identify a group of people to act out the roles of a sniper or hostage-taker and hostage.  Individuals should be selected for maturity and ability to handle crises.

    e.  COS will brief the CNTC concerning the drill effectiveness.

Annex I   - Probable Targets

Annex II  - Auxiliary Security Force Requirements/Employment.


Appendix C


EMERGENCY OPERATIONS CENTER
1.  Purpose. The Emergency Operations Center (EOC) is the heart of all disaster response operations.  Here, all situations are monitored and recorded, decisions are made, and recovery operations are directed.  During crisis, the EOC will be operated on a 24-hour basis.

2.  Location. The location of the EOC is Building 1, Basement (formerly the Communications Center).

3.  Staff. 

    a. The following personnel are present at the EOC:


  1. EOC Coordinator.


  2. Component Command CDO's (as required).


  3. EOC Service Team


  4. Public Works Center CDO


  5. Staff Judge Advocate


  6. NTC Director of Public Safety


  7. Other members as required (i.e., NCIS, Red Cross, etc.)

    b. The following EOC members are located at the indicated position:


  1. OSC (at On-Scene Command Post).


  2. Public Affairs Officer (at CIB).


  3. Commanding Officer, Naval Hospital (at Hospital).

    c. Any member of the EOC team who becomes a hostage, or who has a family member who becomes a hostage, will be immediately relieved of all authority and responsibility concerning the operation.

    d. All NTC component and tenant command personnel including 

Commanding Officers are on call to the EOC Coordinator for briefings, consultations, and brainstorming.

4.  Equipment. The following equipment will be available at the EOC: portable lights, telephones (5), walkie-talkie type radios, manual typewriters, Great Lakes NTC Complex enlarged wall maps, tape recorder, telephone books for: Great Lakes NTC Complex, DOD OPNAV, CNET, CNTT, local communities, current recall bills for all Great Lakes NTC Complex Commands, chalk board and chalk (or equivalent), status boards, writing materials (pens, pencils, paper), log books and message forms.

5.  Recall of Key Personnel. All military and civilian personnel considered essential to the operation and recovery of Great Lakes NTC Complex in the initial phase of an emergency shall be recalled.  In most emergencies, personnel will be able to report directly to Great Lakes NTC Complex upon recall.  However, in some instances, such as riots or demonstrations aboard or near the Center, it is anticipated that all direct routes to Great Lakes NTC Complex will be blocked.  In this case, the recall will direct personnel to an alternate site determined by the circumstances.  Authorized personnel will be admitted to Great Lakes NTC Complex during the emergency by showing a valid Armed Forces Identification Card or a Civilian Employee Identification Card.

6.  Procedures. CNTC, (COS [Operations], in the absence of the CNTC) may institute a personnel recall based upon recommendation from EOC Coordinator to handle an emergency at Great Lakes NTC Complex.  The EOC Coordinator will determine, with the concurrence of the CNTC, whether all personnel or only key personnel will be recalled.  That information must be provided by each CDO.

7.  Action.  Commanding officers of component commands shall take the following actions to ensure effective recall upon the declaration of an emergency or disaster.

    a. Each command will maintain it's own telephone recall instruction, which includes all officer, enlisted staff, and key civilian employees.  Key military and civilian personnel, who must be recalled first, will be adequately identified on each recall bill.  Each key person shall be notified on his/her status on the recall bill.

    b. Each command will ensure its CDO has a copy of the command's current recall bill.

    c. Each command will ensure that CDO's, military and 

civilian personnel, are aware of the purpose and procedures involved in a recall and their inherent responsibility to respond to it.

    d. Each command will periodically (i.e., at least quarterly) exercise the recall list to ensure its accuracy and completeness, and that the procedures function as designed.  Personnel will not normally be expected to return to Great Lakes NTC Complex for drills.


Appendix D


PUBLIC AFFAIRS
1.  Policy. The Public Affairs Officer (PAO) is responsible for controlling the flow of information to the media during emergency situations.  Great Lakes NTC Complex's policy is to provide as complete and accurate information to the press as consistent with the need to first advise seniors in the chain of command of changing circumstances and with primary concern for the safety and security of all Great Lakes NTC Complex personnel and of the NTC mission.  Possible negative effects of failure to provide information to the media are numerous, underscoring the advisability of making frequent official news releases.

2.  Command Information Bureau (CIB).

    a. The following facilities will be available:


  (1) Briefing room.


  (2) Audio recording equipment to record news conferences and briefings.


  (3) Work area for media representatives, including desks and typewriters.


  (4) Telephones with off-base lines for media use.


  (5) Washroom facilities.


  (6) Access to food and drink.







    b. The primary site for the CIB will be at Building 42, Family Service Center. Depending on the disaster scenario, the CIB may be established elsewhere if deemed necessary by the EOC Coordinator.

    c. Staff personnel will include the PAO, one journalist, two clerk typists, one (still) photographer, one video camera team, and a minimum of two personnel for escort duty.  Additional personnel may be required based on the situation.

3.  Responsibilities.

    a.  The PAO will:


   (1) Activate the CIB when directed, and notify staff members.


   (2) Report to the EOC as soon as possible and obtain all available, essential information regarding what happened; when

and how did it happen; who was involved; injuries, fatalities, and damage, etc.


   (3) Detail photographers to provide a pictorial/videotape account of the incident.  In hostage/sniper incidents, provide one military photographer to security forces.  Photographers should be equipped with , and able to utilize, a camera with telephoto capabilities.


   (4) Notify the EOC Coordinator and CNTC when media representatives are on board.


   (5) Prepare any needed/desired press releases and have it approved by EOC Coordinator and CNTC before release to the media.


   (6) Predetermine a means for positive identification of media personnel (i.e. badge/pass system, and maintain them and be ready for distribution as required.


   (7) Provide escorts for media personnel whenever they are on board Great Lakes NTC Complex but away from the CIB.


   (8) Ensure CNTC and the EOC Coordinator review and approve the following before taking action:

       (a) Entry of the media through the inner/outer security perimeter.


       (b) The substance of PAO briefs on the status of the incident, recovery operations, etc.


       (c) Photographs of the suspects, victims, or incident scenes by the media, and release of Navy photographs to the media.  Ensure classified material is removed prior to civilians taking photographs.



  (d) Interview with CNTC, the EOC Coordinator, OSC, Police and other response team personnel.


   (9) Establish a policy for media use of recording devices, videotape, and motion/still photography. 


   (10) Develop guidelines for use by the Public Affairs team 

and provide counsel to CNTC and the EOC Coordinator regarding public affairs actions/requirements.  Guidelines will include the following:



   (a) Information. What information can be released?  What are the restrictions regarding the release of information? Will media representatives be allowed to monitor or review negotiator tapes?  Will photographs be released?  Will opponents' demands or political declarations be released?


   (12) Develop and maintain a current CIB checklist detailing CIB procedures.

4.  Execution.

    a. All public information concerning the commitments and operation of naval units will be coordinated through PAO.  CNTC or in his/her absence, the COS (Operations) will be the approving authority for all such releases.

    b. Information that could adversely affect the security of the United States, the mission of the Command, and/or safety of its population will not be disclosed.

Annex I


PROBABLE TARGETS

1.  The following buildings are considered possible targets as indicated:

    a.  PRIME -- any target which would provide immediate media recognition, money or weapons.

         Building 1               CNTC's Office and

                                  EOC


    Building 2C              CO, PSD & Disbursing Office

         Building 3               CO, SSC


    Building 4               Armory

         Building 11              Steam Plant


    Building 26              Armed Forces Bank


    Building 111             NEX Cashier Cage

         Building 120             Magazines

         Building 140             Port O' Call

         Building 200H            CO, NAVHOSP

         Building 290             Great Lakes Credit Union      
    
          Building 525             Club Nitro


    Building 1127            CO, RTC

         RTC Building 1200        Recruit Graduation Drill Hall


    Building 1490

    NEX, Cashier Cage

         Building 3400            Headquarters, Military Entrance                

              Processing Command, Navy Data

                                  Automation Facility, and Navy                        
              Regional Finance Center

         Building 3452            Navy Exchange

         Building 3451            Commissary

         ALL                      Barracks

         ALL                      Senior Officer's Quarters

b. HIGH VALUE -- An incident target hit for the purposes of 

causing confusion.

        Building 106              Department of Public Safety

        Building 110              Ross Auditorium

        Building 111              Navy Exchange Fleet Store


   Building 112

    U.S. Post Office

        Building 130              Department of Public Safety

        Building 153              MARS

        Building 180              Bowling Alley

        Building 229              Training Facility

        Building 239              Training Facility

        Building 325              Training Facility


   Building 914              Pre-Trial Confinement Facility


   Building 928              Galley

        Building 535              Galley

        Building 1128             Galley

        Building 1312             Recruit Clothing Issue

        Building 3200             Supply and Logistics

        Building 3215             CBU-401

        Building 3501             Warehouse

        Building 3502             Warehouse


   Building 3503             Warehouse

        Building 3504             Warehouse

        ALL                       School Buildings

    c.  Any facility, regardless of its function(s), is a possible target.

Annex II


AUXILIARY SECURITY FORCE REQUIREMENTS/EMPLOYMENT

Ref:  (a) Title 18 U.S.C. Section 1382

      (b) OPNAVINST 5530.14B

1.  General.  The ASF of the Naval Training Center (NTC) is charged with controlling and whenever necessary, the dispersal of persons participating in the disturbance/threat onboard the installation.  The authority for CNTC to remove or have removed from the installation all personnel not under military jurisdiction or to apprehend and detain such person is contained in reference (a).  The CNTC must take such actions as reasonably necessary and lawful to exercise this authority.  Reference (b) authorizes the Commanding Officer the use of personnel assigned to the ASF for this purpose.

2.  Background.  The term "civil disturbance" with its connotation of illegal activity is sometimes used to include a broad range of confrontations which vary in intensity and purposes from peaceful assemblies to violent and destructive attacks against people and property.  It should be emphasized that some demonstrations such as picketing or marches, when authorized by permit, are treated as lawful assemblies.

3.  Composition of the ASF.  The ASF is composed of military personnel from various tenant activities of the Great Lakes NTC.                 

4.  Planning Procedures.  Once information has been received that the possibility of a disturbance exists, the Supervisory Police Officer, DCOP, COP or DDPS shall assemble at a area designated by the COS to establish the procedures for handling the situation, taking into consideration the following:

    a.  The specific mission.

    b.  An orientation of the local situation detailing the type of abuse to which personnel may be subjected.

    c.  Avenues of escape for personnel involved in the disturbance.

    d.  Coordination of available assets, i.e., water trucks, security gates, medical, fire and surrounding law enforcement agencies.

5.  Operational Procedures.  Once the decision has been made to activate the ASF, by the DDPS, COP, DCOP, or Supervisory Police Officer, he will initiate the procedures to recall ASF personnel to muster at Building 6 to be:

    a.  Mustered.

    b.  Issued appropriate equipment.

    c.  Instructed and briefed in:

        (1) The specific mission of the ASF.

        (2) Rules of engagement (ROE) as they relate to the specific situation.

        (3) Rules of deadly force.

        (4) A briefing will be held to explain the current situation and the dangers associated with it. 

6.  Issue and Care of Equipment.  All ASF personnel shall be issued necessary equipment for the assignment.  The proper care and return of all equipment is the responsibility of the ASF member.

7.  Remaining on Post.  All ASF personnel will remain on their assigned post until properly relieved or secured by the ASF Commander.

8.  ASF Training.  The DDPS or his/her delegate is responsible for establishing  and administering a comprehensive training program to all personnel assigned ASF duties.

Annex III


Table of Acronyms

ACOS    Assistant Chief of Staff

ASF     Auxiliary Security Force

CDO     Command Duty Officer

CIB     Command Information Brief

CNTC    Commander, Naval Training Center

COP     NTC Department Of Public Safety Chief of Police

COS     Chief of Staff

DCOP
   NTC Department Of Public Safety Deputy Chief of Police

DOD     Department of Defense

DPP     Disaster Preparedness Plan

DPO     Disaster Preparedness Officer

DPTO    Disaster Preparedness Training Officer

DDPS    Director, Department of Public Safety

EOC     Emergency Operations Center

IDS     Intrusion Detection System

NTC     Naval Training Center

OSC     On-scene Commander   

OSCP    On-scene Command Post

PAO     Public Affairs Officer/Office

PWC     Public Works Center

RAT     Recovery Augmentation Team(s)

RTL     Recovery Team Leaders

S&L
   Supply and Logistics

SJA     Staff Judge Advocate

VP/VPs  Vulnerable Points
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