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NAVAL AIR STATION OCEANA
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NASOCEANAINST 5510, 2
11

20 JuL 1987
NAS OCEANA INSTRUCTIONS 5510.2

Subj: NAVAL AIR STATION OCEANA SECURITY PLAN FOR INFORMATION AND PERSONNEL SECURITY

Ref:  (a) OPNAVINST 5510, 16

1. Purpose. To provide personnel with regulations and guidance for classifying and safe-
guarding classified mater{al and to establ ish procedures for personnel securi ty,

2. Scope. This instruction is the basic directive for the impl ementation of the Department of
the Navy Securi ty program at this command, .

3. Objective. To implement appl icable requi rements of reference (a) and establ ish procedures
to assTst the Command Secur{ ty Manager in protecti ng, handling, controliing and accounti ng for
Classified materfal, and to ensure maximun uniformity and effecti veness in the application of
the security regulations contai ned in reference (a) by Naval Air Station Oceana,

4, Discussion. A viable information securi ty program must recefve command attention and
direction. It must function at all echelons in the chain of command and must be carried out by
personnel who are properly trained,

a. Reference (a) establ ishes overall policy req@rding informatfon and personnel securi ty,
In view of recent procedures to tighten securi ty, this instruction provides additional worki ng
guidance necessary for the overall handling of secur{ ty.

b. The provisions of this instruction apply throughout Naval Afr Station Oceana,

C. Departments are 1nvited to submit recommendations for changes and/or revi sions to this
instruction,

5. Responsibility

a. A1l individuals in the naval service and civilians employed by the Department of the
Navy are directly responsible for the securi ty of classified information,

b. The Command Security Manager is the Commanding Officer's advi sor and direct represen- :
tative and is responsible for impl ementi ng this {instruction,

c. Department heads and special assistants are responsible for compl fance wi th reference (a)
and this instructfon. They will ensure that all personnel are informed of their respon-
sibilities to safeguard classified information or equipment entrusted to them, They will
ensure that only the absolute minimun number of personnel with a need- to-know are authori 2ed
clearance and access to classified material.

5. KAtion

Distri buti on:
NASOCEAMA INST 5216. 1G
List 1, 2, 3, 4 (1 copy)
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CHAPTER 1
PROGRAM MANAGEMENT RESPONSIBILITIES
1-1 Command Management. The Commandi ng Officer 1s directly responsible for safeguardi ng all
classified Tnformation at NAS Oceana. He has del eqated the overall coordination of the Cammand

Security Program to the Adninistrative 0fficer/Cammand Securi ty Manager, Responsibilities for
various specific areas are further del egated and assigned as follows.

1-2  Command Security Manager. The Cammand Securi ty Manager is the principal advisor on infor-
mationand personnel security in the command and 1s responsible for the management of the
program. He/she will report to the Cammanding Officer on matters of security, but is respon-
sible to the Executive Officer for administration of the Information and Personnel Security:
Program. The Camnmand Security Manager will be appointed in writing and will;

1. Serve as the Cammanding Officer's advisor and direct representative in matters per-
taining to the security of classified information and personnel security.

2. Develop written command 1nformation and personnel security procedures, fncludi ng an
emergency plan.

3. Formulate and coordinate the securi ty education program for the command.

4, Ensure that threats to security, compromfses and other securi f.y violations are
reported, recorded and investigated.

5. Adninister the conmand's program for classification and downgrading of classified
informat{on,

6. Coordinate the preparation of classification guides in the command, 1f required.

7. Maintain 1iaison with the command's public affairs officer to ensure that proposed
press releases which could contain classified information are referred for security review.

8. Ensure compliance with accounti ng and control requi rements for classified materi al,
including receipt, distribution, inventory, reproduction and di sposi tion.

9. Formulate and coordinate physical security measures for protection of classified
material,

10. Ensure security control of c¢lassified visits to and from the command.
11, Ensure protection of 'c'lass*lfied information during unclassified visits to the command.

12, Ensure that all personnel who handle classified information or are assigned to sen-
sitive duties are appropriately cleared and that requests for personnel securi ty investigations
are properly prepared, submitted and moni tored.

13. Ensure that access to classiffed information 1s 1imited to those with the need to know.
14, Ensure that personnel security investigations, clearances and access' are recorded,

15, Coordinate the command program for continuous evaluation of eligibility for access to
classified information or assi gnment to sensitive duties,

1-3  Assistant Command Security Managers. The Assistant Command Securi ty Managers will assist
the Conmand Securi ty Manager in alT actions required to carry out the program as described in
this instruction and will be appointed in writing, Each of the Assi stant Command Security
Managers will be tasked with carrying out responsibilities that are di rectly in support of the
Security Progran. The Assistant Securi ty Manager for Information and Personnel Securi ty will
be responsible for: 3

1. The receipt, custody, storage, accountability and distribution of secret and con-
fidential classified material within the command and its transmission outside the command,
except the material distributed by the Cammun{ catfons Security Material System (CMS).
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2. Ensuring that physical inventories of secret and confidential classified material
are conducted at least twice annually,

3. Act as the Personnel Securi ty Officer and, as such, ensure that clearance and access
paperwork for military personnel is processed in accordance with reference (a) and this
instruction.

The Assistant Security Manager for Traini ng will be responsible for:
‘1. Training provided during the base indoctrination brief.
2. Training aides, such as films, bei ng available for general military traini ng.

3. Ensuring that the annual securt ty brief 1s conducted and that all personnel, civilian
and military, are offered an opportuni ty to participate.

4. Ensuring that posters and POD notes are utilized to publicize security requirements
and that the education program is providing information throughout the air stati on.

5. Acting as the Cammand Operations Security Officer, will be familiar with
OPNAVINST 3070.1 and CINCLANTFLTINST 3070.1 and responsibl e for training command personnel in
the process of denying adversaries {nformation about friendly capabilities and intentions by
fdentifying, controlling and protecti ng indicators associated with planni ng and conducting
military operations and other activities.

1-4  The Top Secret Control Officer (TSCD) is responsible under the Command Securi ty Manager,
for the receipt, custody, accountability and di stribution of Top Secret information within the
command and its transmission outside the command, except the mater{al distributed by the
Canmuni cations Security Material System (CMS). The Top Secret Control Officer will be
appointed n writing and will:

1. Inform the Commanding Officer, Executive 0fficer, Securi ty Manager and authori zed per-
sonnel who have the need to know of top secret material in his/her cus tody,

2. Ensure that top secret is not used by personnel working alone.

3. Personally receive, distri bute, stow and account for all courier mail and top secret
fnformation not distributed by the Communication Securi ty Material System.

4. Transmit top secret information within the command by dfrect personal contact.

5. Maintain a continuous chain of receipts for top secret material and a perpetual top
secret inventory of material recei ved, transferred or mafntained by NAS Oceana.

6. Maintain a disclosure 10g for each item of top secret information.

7. Ensure that physical inventories of top secret material are conducted at 1east once
annually and upon relfef of TSCO or the Cammandi ng 0fficer.

8. Maintain a current roster of personnel within the command who are authorized access to
top secret information.

1-5, ADP Security Officer. The ADP Securi ty Officer (ADPSO) will be appointed in wri ting and
is the colTateral duty of the Data Processing Department Head. The control and safeguard of
classified ADP storage medfa and output is required in a manner equivalent to that protecti ng
cl ass:il]flied documents of a similar classificati on. The ADPSO will comply with OPNAVINST 5239.1
and will:

1. Coordinate with the Cammand Securi ty Manager on matters concerni ng ADP security in
accordance with the security organi zational structure establ ished by the Commandi ng Officer.

2, Ensure that an activity ADP Securi ty Plan (AADPSP) is developed and mai ntai ned.
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3. Ensure that an ADP System Security Officer (ADPSSO) is appointed in wri ting where
applicable, When ADPSSO's are appointed, the ADPSO will advise and assist the ADPSSO's and
review their plans and procedures for compl eteness and adherence to policy.

4. Ensure that a Terminal Area Securi ty Officer (TASO) is appointed where applicable for
each remote terminal or cluster of interface devices,

5. Ensure that an Office Information Systems Security Officer (0ISSO) is assigned to each
Office Information System (01S).

6. Ensure that an effective activity Risk Management Program is impl emented.

7. Ensure that requests for accredi tation of ADP activities and networks are completed in
accordance with the procedures prescribed in OPNAVINST 5239.1 (serfes).

8. Ensure that all ADP secur{ ty incidents or violations are Tnvestiated, documented and
reported.

9. Ensure that securi ty requirements are included in 1ife cycle management documentation
as prescribed in SECNAV Instructions 5000.1 or 5231.1 (series), as appropri ate,

10. Ensure that all procurement documents or specifications approved within the activity
comply with appropriate ADP securi ty requirements.

11. Ensure the devel omment and testing of all contingency plans.

12. Ensure that Naval Audit Service (NAVAUDSYC) is advised of the development of an ADP
system, as applicable.

13. Ensure that accreditation support documentation is devel oped and mai ntai ned.

14. Assist the ADP securi ty staff in impl enenting their respective ADP security
responsibilities,

15. Ensure that applicable personnel security procedures are established for all ADP acti-
vities and networks.

16. Ensure that Security Test and Evaluation's (STAE's) are conducted.

17. Develop a Cammanding Officer's Risk Assessment Team Charter and Plan of Action and
Milestones (POASM).

18, Maintain an Tnventory of all command ADP and 0IS equipment.

19. Moni tor system activity to ensure compl fance wi th securi ty directives and procedures, .
including the types and sensitivity of the data handled by the ADP/OIS system.

20. Control, fssue and maintain passwords for terminal users.

21. Ensure terminal passwords are replaced at least every six months on a non-schedul ed
basis. . '

22. Ensure NAS Oceana compl fance wi th Department of the Navy (DON) Autamatic Data
Processing Program Reporti ng System (ADPPRS). :

1-6 Communications Material Systems (CMS) Custodian. The CMS custodian is responsible for
the Cammunications Materia ystem for ceana. He/she will carry out dutfes in accordance
with the Canmmunications Material Systems Manual (CMS-4) and will report to the Cammanding
Officer via the Executive 0fficer and Canmand Securi ty Manager.

1-7  Naval Warfare Publicatfons Library (NWPL) Custodian. The NWPL custodian is responsible
for the Naval Warfare Publica ons Library a ceana-and will carry out his/her duties in
accordance with NWP 0, Chapter II1. Naval Warfare publ ications, classified or unclassified, have
their own system for administrati on.
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1-8 Department Heads/Special Assistants. Department heads/special assistants are responsible
for ensuring that all classitfied information received, retained or imparted within their
department is afforded the safeguards outlined in reference (a). This is a continuing require-
ment which must be the subject of personal attention on a periodic basis. Positive and repeti-
tive action must be taken to preclude a complacent and apathetic attitude toward the security
of classified information by department personnel. Department heads/special assistants are
responsible for the promulgation of additional directives and/or guidance (with copies to the
Command Security Manager) that may be required to prevent unauthorized disclosure of classified
information under their control.

1. Department heads/special assistants will ensure that all persons who are to handle
classified information are immediately instructed in their responsibilities and cleared pur-
suant with reference (a).

2. Department heads/special assistants will designate in writing an officer, senior
enlisted or civilian to serve as the Department Security Coordinator. A signed copy of this
designation will be forwarded to the Command Security Manager.

1-9  Civilian Personnel Officer. The Civilian Personnel Officer is responsible for ensuring a
member of his/her staff 1s assigned the responsibilities of administering the personnel security
program for all civilians assigned to this air station. This involves the proper administra-
tion and processing of civilian security clearance requests in accordance with reference {a)

and NCPCINST 5521.1. It also involves the proper accounting, identification and control of

all civilian positions requiring clearances and the ability to report the same to the Command
Security Manager.

1-10 Department/0Office Security Coordinators. The department/office security coordinators
will be designated in writing by the appropriate department head and will report to the
Security Manager concerning attainment of all requirements within this instruction. The
department/office security coordinators are required to institute all requirements of this
instruction within their department. They will identify specific security requirements for
their organizational element and ensure proper and adequate procedures are followed at all
times. The department/office security coordinator will:

1. Be thoroughly familiar with OPNAVINST 5510.1 (series), Information and Personnel
Security - Program Regulation,

2. Serve as the department head/special assistant advisor and direct representative to the
Command Security Manager.

3. Formulate and coordinate the security education program within their respective
department.

4, Develop an emergency destruction bill.to be incorporated into the station's emergency plan
where required.

5. Ensure that threats to security, compromises and other security violations are reported
immediately to the Command Security Manager.

6. Ensure all department work is classified, declassified and downgraded properly or
referred to the Assistant Command Security Manager (Admin Support Services Supervisor).

7. Ensure compliance with accounting and control requirements for classified material,
including:

a. Receipt

b. Distribution
¢. Inventory

d. Reproduction
e. Disposition

f. Destruction

g. Storage



NASOCEANAINST 5510, 2
20 JuL 1967

8. Formulate and coordinate physical security measures for protection of classified
material/equimment.

9. Ensure security control of Classified visits to and from the command and that al}
requests for classified visits are submitted via the Cammand Securi ty Manager.

10. Ensure the protection of ¢l assified 1nformation during unclassified visits to the
command, :

11. Ensure compliance with the Tndustrial security program for classified contact with DOD
contractors. .

12. Ensure that all personnel who are to handle classified information/equi pment are

appropriately cleared and that requests for personnel securi ty investigations are properly pre-
pared, submitted and moni tored. )

13, Ensure that access to c] assified information/materi al/equipment is LIMITED to those
with the need to know.

14. Ensure department/office personnel have clearance and access recorded,

15. Continually evaluate access eligibility.
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CHAPTER 11
SECURITY EDUCATION

2-1 Purpose. Basic to the Securi ty Education Program is the appreciation for the need to
protect cTassified and sensitive information. The information security program is necessary
because there is information essential to national security or the ri ghts of individuals that

2-2 Objectives
1. The objectives of the security education program are to advise personnel of:
a. The need for protect{ ng classified and pri vacy information.

b. The adverse effects to the national securi ty resulting from unauthori zed
disclosure. ]

C. The personal responsibilities for protecting the infomation in their possession,
d. Specific securi ty procedures,
e. Procedures for challenging classification decisions,

f. Techniqes emp) oyed by foreign intelligence activities in attempting to obtain
classified information and their responsibility to report such attempts,

9. The hazards involved and the strict prohibition against di scussing classified
information over the tel ephone or in any such manner as to be intercepted by unauthori zed
persons.

h. Disciplinary actions that may result from violation of securi ty regulations.

*i. Indoctrinate personnel on the proper procedures for the handl ing, accountability
and storage of command cl assified material,

J. Indoctrinate personnel on the proper procedures for reporting and investi gating
command security violations,

2-3  Scope and Content. The Security education program is to be designed to result in the
posi tive reinforcement of sound security practices. Certain types of security bri efings are
required by the Securi ty Manual (OPNAVINST 5510.1). The Command Securi ty Manager or his/her
representative will conduct these briefings. The minimum requirements are:

1. Refresher Traj ning - given annually to all empl oyees through general mititary
training or civilian professional trainj ng.

2. Indoctri nation Briefing - given to all personnel as soon after reporting aboard as
possible,

3. OPSEC Bri efing - presented annually,
4. Counter Inte'lh'gence/Espionage Briefing - presented annually,

5. Debriefings - given to all individuals upon termination of servi ce, employment or
revocation of clearance.

2-4  Refresher Training. It is important that all enpl oyees, not only those having access to
classi¥ied Tnforma 1on, have a basic understanding of what is meant by "classified
information" and how 1t is protected. The General Military Traini ng directive, OPNAVINST
1500.22, describes the objectfves for Navy members. As a minimun, the command program is to
include an annual bri efing on security. The purpose of having this requirement, in addition to
other security bri efing requi rements, is to ensure that all empl oyees know there is information
to be protected and to give them all an fdea of how it is to be protected so they will
recogni ze breaches of security. Al personnel should know:
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1. Certain information, essential to national securi ty, requires protection from
disclosure to umauthori zed persons.

2. Information subject to the Pri vacy Act of 1974 is to be protected.
3. Classified material is marked to show the level of classification,

4. Only those who have been granted security clearances may have access to classified
information and then only on a need-to-know basis,

5. There are basic methods for storing and disposing of classified materi al.
6. That any breach of security must be reported at once to the Cammand Securi ty Manager,

7. That any contact in any form with any citizen of a communist controlled country must
be reported,

8. Who the Command Security Manager is by name.
9. Changes in policy or procedure concerni ng security.

2-5 Indoctrination Briefing

1. Newly reporting personnel shall be { ndoctrinated during check-in procedures in the
importance of maintaining the hi ghest standards of secur{ ty, the basic policies and procedures
empl oyed for this purpose and their responsibilities as part of this securi ty program.
Security training for these individuals shall include, as a minimum, the following: A short
oral and written security indoctrination briefi ng 1n the general requirements for access to
classified material, office worki ng-hours security, after-hours securi ty procedures and OPSEC
security. This briefing will be furnished duri ng the base indoctrination program and will be
presented by the Assistant Security Manager for Training.

2. Department/Office Securi ty Coordinators shall:

a, Brief all newly reporti ng personnel in local security practices within three
working days of their assignment to that department. After signing the department brief sec-
tion of Security Bri efing Statement (NAS OCEANA Form 5510/1) Figure 2-A, the form will be
retained by the Department/Office Securi ty Coordi nator.

b. Provide those 1ndividuals who will specifically handle classified material or
equipment with copies of local securi ty instructions and shall require them to become familiar
with these provisions. _

C. Conduct a continuing program of securi ty training. Department securi ty training
programs shall encompass all phases of handling, stowage and safeguardi ng of classified infor-
mation and shall be taflored to the peculfarities of department of fice spaces, equipment,
mission and tasks. The Command Securi ty Manager will assist, as required, in enhanci ng their
security training program. Reports of such training will be forwarded to the Command Security
Manager for command securi ty training reports.

2-6  OPSEC Briefings

1. A1l permanently assi gned personnel, military and civilian, will receive an OPSEC
briefing annually and OPSEC traini ng at indoctrination. The Assistant Command Security Manager
for training is the OPSEC Officer.

2. A1l department traini ng will include related OPSEC traini ng.

2-7 Counter-lnte]‘l1gence/Esp'lonage Briefing. This briefing will be given annually to all
personnel, ssistant Security Manager Tor Training will schedule with NIS to have an agent
conduct the briefing.

2-8  Special Briefings. Special briefings will be coordinated through the Command Securi ty
Manager on an as required basis, such as foreign travel briefings, Figure 2-B.




NASOCEANAINST 5510, 2
20 JuL 1237

2-9  Debriefings

1. When individuals are separated from the -ommand by end of servi ce or termination of
empl oyment, they are to be given a security debri efing by the Department/0ffice Securi ty
Coordinator. The debriefing session is to make it clear to the individuals that they are cer-
tifying that:

a. They do not have ¢l assified/sensitive material in their possession,

b. They will not divulge ¢} assified/sensitive information to an unauthori zed person
and that there are penalties for such disclosures.

€. They have read and understood Appendix F of the Information Security Prograni
Regulation (OPNAVINST 5510.1 (series)).

d. Once they execute the Security Termination Statement, they are Tiable to prosecu-
tion if the certification is false.

2, Any individual who refuses to sign the statement will be bri efed, with emphasis on the
fact that refusal to sign does not negate the individual's obligation to protect classified
information from unauthori zed di sclosure. In such cases, the Securi ty Termination Statement
wﬂ‘l(be SO ar)motated and a copy forwarded to the Canmand Securi ty Manager who will forward to
CNO (0P-0090),

3. Any individual who has had special access (MATO, SCI, etc.) must also be given a
debrief by the Cammand Security Manager or designated ndivi dual.
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FOREIGN TRAVEL BRIEFING

1. In view of the recent terrorist actions, the increase in
harrassment and violent attacks against innocent travelers is
cause for grave concern. The unstable international climate dic-
tates heightened awareness and safety/security conscientiousness
on the part of all U.S, citizens, particularly those traveling in
Europe and the Middle East. There is clear evidence that U.S.
military personnel and DOD civilian employees continue to be
prime targets for harassment and terrorist attacks.

2. The following guidance is provided to assist you while tra-
veling overseas. These countermeasures should lower the symbolic
profile and increase your chances of survival,

a. When military airlift cannot be used for mission essen-
tial travel to, from and through Middle East countries, and when
intratheater travel must be performed via commercial aircraft
to, from and through high risk areas, tourist passports shall be
used unless prohibited by the foreign country to be visited.

b. Travel should be in civilian clothing except on military
aircraft.

c. Distinctive military items should not be worn with civi-
1ian attire, e.g., black shoes, belts, dog tags or unit insignia
on key chains, etc. .

d. Nondescript ctvilian clothing should be worn. Do not
wear apparel clearly of U.S. origin such as cowboy hats, belt
buckles, etc.

e. Documents identifying affiliation with the U.S. Government
should not be carried onto commercial aircraft, e.g., service
club and business cards, checkbooks with rank and military
address, distinctive military decals, Government driver's licenses,
insurance papers, military jewelry, etc.

f. Compromising items 1ike identification cards, travel
orders and airline tickets bearing a base validation stamp should
be carried in "checked" baggage or together in a readily
assessible pocket or outside unzippered pouch of your carry-on
luggage so that in the event of a hijacking, these items can be
pushed into a seat, magazine or other hiding place. Window seats
of fer more protection and are harder to search,

g. Baggage identification should not identify military rank

or insignia. Handcarried briefcases shou] d have no military slo-
gans or emblems on the outside and no official papers inside.

FIGURE 2-B
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h. Obtain written authorization on travel orders to wear
civilian clothing when traveling on military aircraft connecting
with a commercial flight which will transit a terrorist
threatened area.

i. A1l references to military rank should be eliminated on
documents used to arrange or coordinate travel, e.g.,
ftineraries.

Jj. Baggage I.D. should not indicate military rank, insignia
or duty station.

k. Out-of-Conus travelers requiring overnight lodging should
use U.S. facilities such as BOQ/BEQs or other U.S. approved
facilities.

1. Avoid loitering in public sections of an airport. When
possible, proceed expedi tiously through security checkpoints to
secure areas to await flight.

m. Purchase tickets prior to arrival at the airport to mini-
mize time spent in unsecured areas.

n. Arrive at the airport early to preclude standing in 1ine
for check-in prior to movement to controlled areas.

0. For maximum safety, personnel flying civilian airlines
should wait for departing aircraft from within the controlled
area. Minimize time spent in unsecured areas.

P. Avoid crowded areas in airports as they provide Tucrative
targets for terrorists.

q. A1l meetings held in foreign countries including military
personnel should be conducted within the confines of military
facilities. '

r. Use caution when visiting off-base overseas facilities
known to be popular gathering places for U.S. military personnel.

s. Do not discuss your military association with anyone.

t. Devise a plausible cover story. The cover story should
be simple and include as much accurate and verifiable information
as possible. Stick to your story.

u. Be aware that all hijackers may not reveal themselves at
the same time. A lone hijacker may be used to draw out security
personnel for neutralization by the other hi jackers.

2

FIGURE 2-B



NASOCEANAINST 5510, 2

20 JuL 1987
CHAPTER 111

PERSONNEL SECURITY

3-1 *asfc Regulations. Chapter 21 of OPMAVINST 5510. 1 (series) provides detailed information
on types of personnel security {nvesti gations (PSI), the sati sfactory compl etion of which shall
form the basis for and precede the granting of access to classified defense information. PS}
s used to describe the fnqui ry into an individual's activities and is conducted to determine
that the individual's acceptance for military service or civilian empl oyment is clearly con-
sistent with the interests of nat{onal security or to establish el{gi bility for security
clearances or assigmment to other sensitive duties. Types of investi gations are as follows:

1. National Agency Check (NAC) and Entrance NAC (ENTNAC) - a check of the files of
federal agencies conducte y Detense Tnvestigative Service ). :

2. National Agency Check and Inquiry (NACI) - an Office of Civilian Personnel investiga-
tion, conducted on ¢ ans only which cons7sts of a NAC - check of the files of federal agen-
cies - plus written inquiries to 1aw enforcement agencies, former empl oyers, supervisors,

3. Background Investigation (BI) - conducted by DIS, consisting of a NAC check and field
investigatTon by Tnterview and written inquiry to develop 1nformation about the individual's
Toyal ty, character, emotional stabi} ity and reliability.

4. Special Background Investigation (S81) - conducted by DIS, includes same type
investi qatTon as for BI, But 15 an exten ed coverage of the individual's background provi ding
greater depth of knowl edge.

5. Post-Adjudication Investigation - conducted by DIS to develop facts relati ng to a
specific incident or Ttem of Informa Ton., Usually requested to resolve unfavorable {nfor-
mation, except that which 1nvolves current criminal actiwvity, sabotage or subversion.

6. DCII - conducted by the Naval Security and Investigative Cammand (NSIC), 1s a review
of files incTuding those of the Naval Military Personnel Command (NWPC).

7. Investigative requirements for military personnel for the Naval Service are contained
in instructions Tssue y C.

a. Top Secret - for a final cl éarance, a background investigation is required. An
interim clearance may be granted with a NAC or ENTNAC if the BI investigation has been
requested.

b. Secret - a final clearance may be granted based on a NAC or ENTNAC. An inter%m
clearance may Be granted on the basis of a name check by NSIC and an ENTNAC or NAC requested.

¢. Confidential - final clearance requires a NAC or ENTNAC.
d. NATO - a final U.S. clearance at the equivalent level,

8. Investigative requirements for the emloyment of civilian personnel in the Department
of the Navy are establishe Y Naval Security and Investigative Canman » along with the stan-
dards, criteria and administrative procedures governing the disposition of security cases
involving civilian employees and applicants.

a. Top Secret or Critical Sensitive Position - a BI is required for a final-
clearance. An Tnterim clearance an emergency appointment may be granted based on:

(1) a satisfactory NACI, ENTNAC or NAC if BI has been requested,
(2) a favorable check of Tocally available records has been made, and

(3) an emergency appointment has been Justified in writing by the appropri ate
department head (Figure- 3-A through Figure 3-C).
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b. Secret, Confident{al, or Noncritical-Sensitive Position - a NACI is required for
a final clearance. An interim ¢ éarance and emergencCy appointment may be granted based upon:

(1) a favorable check of Tocally available records,
(2) a sati sfactory check of the Defense Central Index of Investi gations by NSIC,
(3) the initiation of a NACI, and

(8) an emergency appointment has been justified in writing by the appropri ate
department head. ,

9.  Modification of Requirements. Minimum investi gative requirements which must be met
prior to the granting of a secur y clearance are specified in OPNAVINST 5510. 1 (series),
These requirements shall not be reduced or modified in any way in the granting of security
clearances to NAS Oceana personnel, except under emergency situations as provided in paragraph
3-4 of this instruction.

3-2  Granting Security Clearances

1. The Cammanding Officer assumes the authority and is charged with the responsibility
for granting or denyi ng security clearances and access to c} assified information at NAS Oceana.
The Cammand Security Manager is hereby delegated the authori ty to sign certificates of person-
nel clearance "By direction" of the Cammanding 0fficer.

a. A1l military personnel assi gned to NAS Oceana will check in and out with the
Assi stﬁnt Security Manager for Information and Personnel Securi ty (Adnin Support Services
Office).

b. ATl civilian personnel will check in and out with the empl oyment division of the
Civilian Personnel Department.

2. The Command Security Manager is responsible for the proper handl ing of requests for
security investigations, evaluation of investi gative data, the issuance of personnel clear-
ances and the granting of access to cl assified material.

3. Department heads are responsible for determining the clearance categories/levels of
positions/billets of their departments. Assistance may be obtained from the Civilian Personnel
Department or the Cammand Securi ty Manager,

a. When an individual reports aboard, a determination will be made as to whether
that person needs access to do his job and the 1evel of access necessary, That decision is
not a permanent judgement. Access granted will reflect current need. As the individual's
duties may change, requiring a greater or lesser degree of access, the access granted will be
adjusted as necessary by the Department Security Coordinator. As granting access is a command
responsibility, access will be terminated when the 1ndivi dual transfers from the command. When

b. The following is a general guideline for determini ng civilian clearance
requirements,

(1) Position Sensitivity. A sensitive position is any position the occupant of
which could bring 3 s Dy virtue of the nature of their position, a material adverse effect on
the national security,

(2) For investigative purposes, there are three general categories of civilian
positions in the Department of the Navy: coritical-sensi tive, noncritical-sensitive and non-
sensitive. The investigative requirements for appointment to and retention in the positions
are defined bel ow:
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(a) Critical-Sensitive Position. Any position, the duties or respon-
sibiltities of which incTude:

- Access to top secret information.

- Involvement in the devel opment or approval of plans, policies or programs
that affect the overall operations of the Department of the Navy,

- Involvement in the development or approval of war plans, plans or particulars
of future major or special operations of war, or critical and extremely fmportant items of war,

- Involvement in the investi gative and certain investi gative support duties, the
issuance of personnel securi ty clearances or access authord zati ons or the making of personnel
security determinations.

- Assignment to fiduciary, public contact or other duties demandi ng the
highest degree of public trust.

- Assignment to duties requiring access to sensitive compartment infor-
mation (SCI).

- Assignment to category I autamated data program positions. (Note: This
criterion will not be used to designate a position as critical-sensitive until further notice.)

~ Assigment to any other position so designated by SECNAY or designees.

NCPCINST 5521.1 requires that civil{ians occupying a critical-sensitive position shall update
their Statement of Personnel History Form (DD 398) every five years.

(b) Noncritical-Sensitive Position. Any position, the duties or respon-
sibilities of which 1ncTude:

- Access to secret or confidential information.

- Assignment to securi ty police/provost marshal-type duties fnvolving the
enforcement of law, and securi ty duties involving the protection and safeguardi ng of DON per-
sonnel and property,

- Assignment to duties involving education and orientation of DON
personnel,

- Assigment to duties involving the design, operation and mai ntenance
of intrusion detection systems deployed to safeguard DON personnel and property.

- Assignment to category Il automated data program posi tions.
- Assignment to any other position so designated by the SECNAY or desi gnees.

(c) Nonsensitive Position. Any position which does not involve duties and
responsibilities categori zed above. -

C. The following is a general guideline for determini ng milftary requirements:
(1) Officers

(a) The security access for the Canmanding Officer will be issued pu;-suant to
Article 23-5 of OPNAVINST 5510.1 (series).

(b) The level of securi ty access for the Executive 0fficer will be determined
by the Commanding 0fficer.
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(c) The 1evel of security access for other officers will be determined by the
Canmandi ng 0fficer, based upon a recommendation from the department head. The "need- to-know"
precept applies in all cases, but as a minimum, all officers who stand CDO watches at this com-
mand will have at least a secret access.

(2) Enlisted

(a) Upon assignment of a newly reported enl{sted person, the department head
will determine the level of security access required in order for that 1ndividual to perform
assigned duties. The "need-to-know" precept applies in all cases.

(b) A1l Chief Petty Officers (E7-E8) who stand 00D watches at this command
will have at least a secret access.

(3) Foreign Exchange Personnel. CNO (0P-009) will issue a di sclosure authori za-
tion for each foreTogn exchange 1ndividual by name. This authori zation will be sent to the com-
mand to which the individual 1s assfgned duty. The Command Securi ty Manager will ensure that
the department head to which the foreign exchange 1ndividual is assi gned is notified of the
level of disclosure authorized. It is the department head's responsibility to ensure that the
forefgn individual does not have access to any classified information other than that indicated
in the disclosure authori zation.

(4) Temporary Additional Duty. Mil{itary personnel reporting for temporary addi-
tional duty shall be cTeared by their commanding of ficer prior to reporting and their
clearance/access status reported to the Commanding Officer, NAS Oceana, fn writing. Nomally,
such clearance/access will be accepted. Classified 1nformation may be disclosed after posi-
tive identification has been made and the department concerned has been convi nced that a
* need- to-know" exists,

4. Recruitment and Appointment to NAS Oceana Sensitive Positions

a, Civilian applicants will be informed by all interviewers that they will be sub-
Jected to security inquiry and that appropriate securi ty clearance is a condition of
employment. The individual will not be brought on board until the {nvesti g@tive requirements
are met. Before hiring action will be initiated for any positions requiring a clearance, the
department head will complete and forward Figure 3D to CPD.

b. Department heads/special assistants will determine the position sensitivity when
writing the position/job description. Assistance in maki ng this determination can be provided
by CPD or the Cammand Securfty Manager. A1l position/job descri ptions for classification
action will be routed through CPD for verification of sensitivity.

c. Approval by CPD of inter-command position changes will be required when an empl oyee
is reassigned from a noncritical sensitive position to a critical-sensitive position or from a
nonsensitive position to a sensitive posftion.

d. The employee will remain assigned to nonsensitive or noncri tical-sensitive duties
until CPD notifies the cognizant department that a sati sfactory clearance has been obtai ned.

e. Prior to transfer to NAS Oceana of any career civil service empl oyee, CPD will
review the status of the employee's security clearance which has been obtai ned from the prior
command utilizing Standard Form 75. CPD will make available to the Camnmandi ng Officer {via the
Cammand Secur{ty Manager) the file or any other material which may be required for adjudication
of a security clearance in cases where the material seems to indicate the presence of possible
derogatory or otherwise di squalifying information.

f. NAS Oceana will not hire any foreign nationals for sensitive posi ti ons since they
cannot be granted a security clearance.

3-3  Acess Authorization. 1t is important to recognize the distinction between holding a
security CTearance and having access authorization. The securi ty clearance certifies that the
facts made known of the indfividual's background and past activity establish his qualifications
to receive classified information only if the "need-to-know" exists. The authori zation for
access indicates that, in addition to bei ng eligible from a security standpoint, the person
l:‘lus: have access to specific classified information in order to properly perform particul ar
uties.
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1. The granting of access to classified material is a command function. The need is
establ ished by the specific duty being performed.

2. An access authori zation does not entitle an individual access to all matter under the
degree of classification. The individual is authori zed only access for classified material for
which they have a "need-to-know".

3. Access authorization shall not be {ssued to any individual just because they may meet
the requirements for the respective classification.

4. A satisfactory completion of a NAC or a BI does not, in itself, constitute a
clearance or an authori zation for access. It merely establishes eligibility for a clearance
and access authorizatfon by the command.

5. When 2 person no longer needs access to a particular securi ty classification cate-
gory, the security manager should be notified and the securi ty clearance shall be adjusted
accordingly.

6. Continuous Evaluation for Access to Classified Information. Any person having
knowl edge or omation reriects adversely and 7ndicates that an 1ndividual may no 1onger
meet the criteria specified in paragraph 22-2 of OPNAVINST 5510. 1 (series) shall immediately
report the full particulars and circumstances to the Cammand Securi ty Manager for evaluation
and/or further {nvestigation,

34 Emergency Access (Access Pendi ng Clearance Requi rements). The Commandi ng Officer may,
only in cases of emergency, authorize access to classified information before the investi gative
requirements for final clearance have been compieted. Prior to authori zing emergency access
there has to be a written record of this authori zation affirming that the procedures necessary
for clearance have been ini tiated, that awai ting completion of the investigative requi rements
would cause a crucial delay in the training or assi gment of the individual and that imme-
diately available records have been reviewed and the 1ndividual is otherwl se eligible for the
access required. When the emergency access 1s for a civilian, the original of the report
Justifying emergency appointment will be retained by the Command Secur{ty Manager and an infor-
mation copy will be forwarded to the Cammander, Naval Security and Investigative Cammand
(OP-09N). For military personnel, the emergency access letter will be retained by the Cammand
Security Manager. Samples of these letters are shown in Figures 3-A, 3-B and 3-C. .

NOTE: There is no provision for appofntments to a critical sensitive position when the indfvi-
duaT does not have any valid investigative basis.

3-5 Process for Requesting Clearance and/or Access Authorization

1. Department heads/special assistants requiring clearance and access authori zation for
military personnel within their department shall submit COMIAVAIRLANT Form 5521/1, Access to
Classified Matter, in triplicate, to the Assistant Cammand Security Manager (Adnin Support
Services Superwvisor).

NOTE: Keep in mind the number of clearances per department has al ready been establ {shed and
restricted; clearances are extremely 11imited and controlled.

2, Upon receipt of the request, the Assistant Securi ty Manager will determine the type
of formal investigation, if any, required for the degree of access requested.

a. 1In the event further investigation is required, forms will be forwarded to the
department head to be completed by the fndividual concerned and returned to the Assistant
Security Manager for initiation of the {nvesti gation. -

b. If no further formal investigation is required, the Assistant Security Manager
will route the 5521 to medical, legal and the Personnel Support Detachment for records review.
After processing is complete, the Security Manager will issue the appropriate clearance and
access.

3. Department heads/special assistants requiring clearance and access authori zation for
civilfan personnel within their department will ensure that the empl oyment di vision at CPD has
a compl ete and current 1isting of all positions requiring a clearance and access. The actual
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position description for which the employee is being hired must contain the proper clearance
requirement. 1In the case of hiring, the department head must sutmit the 5521 prior to CPD
taking action 1f a clearance is required. Until the Securi ty Manager has approved the require-
ment for a cledrancé o action will be taken (Figure 3-D). CPD will ini tiate appropriate
paperwork for investigation and eventually prepare the clearance certificate (OPMAY 5520/20).

NOTE: Keep in mind the number of c¢learances per department has already been established and
restricted; clearances are extremely 1imited and controlled.

4, Clearance and Access Listing. The Cammand Securi ty Manager will promul gate a
semi-annua reclive containing a Tisting of personnel, military and civilian, and their
Clearance for and access to classified information. This information will be pramul qated to
security coordinators for their reference, review and update.

3-6 Certificate of Clearance. The Certificate of Personnel Security Investigation, Clearance
and Access $ a permanent part of an individual's service record. Once an
individual 1s issued a certificate of personnel security clearance and the {nvesti gation remains
valid in accordance with OPNAVINST 5510. 1, 1t serves as a valid basis for access to c) assified
material at subsequent departments and Navy commands without the issuance of a new certificate,
provided any adverse information which becomes known subsequent to issuance of a clearance is
favorably resolved, or there is no break in service greater than one year.

3-7  Classified Information Non-Disclosure Agreement (SF-189). Before bei ng granted access to
classified material, the Caman ng cer must ensure that personnel under their jurisdiction
are briefed and have executed a Classified Information Non-Disclosure Agreement (SF-189)

Figure 3-E.

1. The SF-189 needs only to be executed once. A local record of its execution is kept,
the original forwarded to NSIC (Code 29), and an annotation made in the comments section of the
OPNAV 5520/20 denoting the fact.
2. If prior execution of an SF-189 cannot be verified, another one should be compl eted.
3. Since the SF-189 is a contractual agreement between the individual granted access
and the U.S. Government, the only individuals authori zed to witness the signature are the €0, X0 or the
Cammand Security Manager,
4. The date of execution and witness date must be the same.

3-8 Termination of Personnel Security Clearances/Access

1. Personnel security clearances/access can be admi nistratively withdrawn where there is
no foreseeable need for continued access to classified information or material in connection
with the performance of official duties. A securi ty clearance/access may also be revoked for
cause when it is determined in compliance with due process of law that a person holding such
clearance/access is no longer reliable or trustworthy. The general requirement for such
actions are 1isted in OPNAVINST 5510.1, paragraph 22-5,

2. Requests for initiating procedures to revoke a securi ty clearance/access shall be
made by the department head, in writing, to the Commanding Officer via the Command Securi ty
Manager. '

3-9  Security Termination Statements

1. A Security Termination Statement (OPNAV 5511/14)(Figure 3-F) will be obtained from the following
categories of persons prior to their separation. -

a. Civilian personnel being retired, resigning from Federal Service or on temporary
separation of more than 60 days, includi ng sabbaticals and leave without pay.

b. Military personnel being reti red, released from active duty or di scharged.

€. A1l personnel when their clearance is revoked for cause or administratively withdrawn.
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2. The security termination statement will be executed by the Assistant Security Manager
(Adnin Support Services Supervisor) for military personnel and the department security coor-
dinator for civilians. A1l Security Termination Statements will be filed in the individual's
official record and a copy retained by the command for two years,

3-10 Administrative Withdrawal. A clearance will be administrativel y withdrawn when current
duties™d0 not require access to classified material. It may never be withdrawn for cause.

1. The OPNAV 5520/20 will be annotated to show that action was taken administratively
and without prejudice to future eligibility for access. The original will be retained in the
official personnel record with a copy sent to NMPC.

2. The individual should be debriefed and a securi ty termination statement executed and
filed in the officfal personnel record.

3. When a immigrant alien does not become naturalized, a clearance will be administra-
tively withdrawn.
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CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT

An Agreeme-: Between and the United States
(Name - Printed or Typed)

! Intanding tc e -egally bound, | hereby accept the obligations contained in this Agreement in consideration of My being granted access 10 = assifeq
nformation. As .sed in this Agreement, classifieg information is information that 1s eitner classified or classifiable under the standards of Execut:ve Orger
12356, or uncer any other Executive order or statute that prohibits the unauthor:zeq disclosure of information in the interest of national security |
wnaersiand ang zccept that by beng granted access to classified information, speciai confidence and trust shall be placed in me by the Uritec States
Government.

2. | nereby ack~zwiedge that | have received a security indoctrination concerning tre nature and protection of classified information, inciuding =e pro.
cecures 10 pe fc awed in ascertaining whether other persons 1o whom | contemnpiate aisclosing this information have been aoproved for access i .t ang
that | understanc :nese procedures,

tlon by me cou!a zause irreparabie tates or coulid be used 1o aavantage by a foreign nation. | hereby agree that | will never Zivuige
sucn information .nless | have officially verified that the recipient has been property authorized by the United States Government to receive i1 cr | rave
been Jiven prior aritten notice of authorization from the United States Government Department or Agency (hereinafter Department or Agency! ‘ast
3ranung me 3 security clearance that such disclosure is permitted. | further undersiand that | am obligated 1o compiy with laws ang reguiaticrs that
Bronidit the unauinorized disclosure of classified information

3. | nave been az.ised and am aware that direct or indirect unauthorized disclosure, unauthorized retention, or negligent handling of c:ass:fied i~éorma-
injury to the United S

4 1 have been acvised and am aware that any breach of thig Agreement may result in me termination of any security clearances | hold . removal from any
eosition of specia: confidence and trust requiring such clearances; and the termination of my empioyment or other relationships witr the Departre~s ar
Agencies that grarted my security clearance or clearances. In addition, | have been advised and am aware that any unauthorized disclosure of ¢ assifiec
~ferm3tion by me may constitute 3 violation or violations of United States criminal laws, including the provisions of Sections 641, 793, 794, 798, ang
22, Title 18, Unitea States Code, the provisiong of Section 783(b), Title 50, United States Code, and the provisions of the Intelligence Identities P-stec-
"7 Act of 1982. | recognize that nothing in this Agreement constitutes a waiver by the United States of the right to prosecute me for any statutory
aton.

' nereby assign o the United States Government ail royalties, remunerations, and emoluments that have resuited, will result or may result frem any
siosure, publicat.on, or revelation not consistent with the terms of this Agreement.

7. i understand :~at the United States Government May seek any remedy available to it to enforce this Agreement including, but not limited 10, acohica-
uon ‘or a court o-zer prohibiting disciosure of information in breach of this Agreement.

7 1 understang ™at all information to which | may obtain access by signing this Agreement is now and will forever remain the progerty of the _niteg
States Governmen: | do not now., nor wiil ! ever. possess any right, interest, title, or craim whatsoever 1o such information | agree that I shaii return au
materials which rave, or may have, come into my possession or for whicn | am responsibie because of such access, upon demand by an author.zec repre.
sentative of the Lnited States Government or upon the conclusion of my employment or other relationship with the Departmen: or Agency :rat ‘ast
granted me a secu- ty clearance. If | do not rewrn such materiais upon request, | undersiand that this may be a violation of Section 793, Titie 18. _~itea
States Code. a Un::ed States criminal law.

8 Uniess and unt { am released in writing by an authorized representative of the United States Government, | understand rhat ali conditions ang c5aga-
tions imposed upon me by this Agreement apply during the time | am granted access to c:assified information, and at all times thereafter.

9. Each orovision ¢ this Agreement is severable, |f a3 court shouid find any provision of this Agreement 10 be unenforceable, all otrer Provisions c* thig
Agreement shall re~ain in fuli force and effect.

10 -e read th:s Agreement carefully and My Questions, if any, have been answereg to my satisfaction. | acknowledge that the briefing oftfica- ~as
mar -:abie to ~e Sections 641, 793, 794, 798, and 952 of Title 18, United States Code, Section 783(b) of Title 50, United States Code. the -+
ger “uties Prsizction Act of 1982, and Executive Order 12356, s0 that | may reac them at this time, if | 50 choose,

1 2 this Agreement without mental reservation or purpose of evasion.

s “URE DATE {SOCIAL SECURITY NO. i See

notice below:

ORGANIZATION

The execution of this Agreement was witnessed by the undersigred, who, on behalf of the United States Govzrn.
ment, agreed tc .ts terms and accepted it as a prior condition of authorizing access to classified information.

WITNESS ANC ACCEPTANCE:

SIGNATURE DATE

ORGANIZATION

NOTICE: The Privacy Act, 5 U.S.C. 5523, requires that federal agencies inform indiviGuals, at the time information is solic:ted from them, whnetner tne
qaisgiosure g manaa:cry or voluntary, by what authority such information s soticiteg, and what uses will be made of the nformaton. You are herepy
advised that author.ty for soliciting your Social Security Account Numbper (SSN) 1s Executive Oraer 9397. Your SSN will be usea to ‘gentify you ore.
Cisely wnen it is necessary to 1) certifty tnat YOuU have access to the information indicated above or 2) determine that your access to the ntormat.on
‘ngicatea nas terminaied. Aithougn disciosure of your SSN is not mandatory, your faiure to do $O May impede the processing of such certitications or
qeterminations.

NSN 7540-0)-161-1869 189101 STANDARD FORM 189 (3.23)
. T " bed by GSA/1SOO
U.S. GCVERNMENT SRINTING OFFICT : 19835 5 - 484-255 FIGURE 3-E 1001, € O, 12156
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CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT

An Agreement Between and the United States
(Name - Printed or Typed)

1. Intending to be legally bound, | hereby accept the obligations contained in this Agreement in consideration of my being granted access to classified
information. As used in this Agreement, classified information is information that is either classified or classifiable under the standards of Executive Oraer
12356, or under any other Executive order or statute that prohibits the unauthorized disctosure of information in the interest of national security. |
understand and accept that by being granted access to ciassified information, special confidence and trust shall be placed in me by the United States
Government.

2. | hereby acknowledge that | have received a security indoctrination concerning the nature and protection of classified information, including the pro-
cedures 1o be followed in ascertaining whether other persons to whom | contemplate disciosing this information have been approved for access 1o it, and
that | understand these procedures. .

3. | have been advised and am aware that direct or indirect unauthorized disclosure, unauthorized retention, or negligent handling of classified informa-
tion by me could cause irreparable injury to the United States or could be used to advantage by a foreign nation. | hereby agree that | will never divuige
such information unless | have officially verified that the recipient has been properly authorized by the United States Government to receive it or | have
been given prior written notice of authorization from the United States Government Department or Agency (hereinafter Department or Agency) last
granting me a security clearance that such disclosure is permitted. | further understand that | am obligated to comply with laws and reguiations that
prohibit the unauthorized disclosure of classified information.

952, Title 18, United States Code, the provisions of Section 783(b), Title 50, United States Code, and the provisions of the Intelligence identities Protec-
tion Act of 1982. | recognize that nothing in this Agreement constitutes a waiver by the United States of the right to prosecute me for any statutory
violation.

5. | hereby assign to the United States Government all royalties, remunerations, and emoluments that have resulted, will result or may result from any
disclosure, publication, or revelation not consistent with the terms of this Agreement.

6. 1 understand that the United States Government may seek any remedy available to it to enforce this Agreement including, but not limited to, applica-
tion for a court order prohibiting disciosure of information in breach of this Agreement,

7. 1 understand that all information to which | may obtain access by signing this Agreement is now and will forever remain the property of the United
tes Gove t. | do not now, nor wiil 1 ever, possess any right, interest, titte, or claim whatsoever to such information. | agree that 1 shall return all

sentative of the United States Government or upon the conclusion of my employment or other relationship with the Department or Agency that last
granted me a security clearance. If | do not return such materials upon request, | understand that this may be a violation of Section 793, Title 18, United
States Code, a United States criminal law,

8. Unless and until | am released in writing by an authorized representative of the United States Government, | understand that all conditions and obliga-
tions imposed upon me by this Agreement apply during the time | am granted access 1o classified information, and at all times thereafter.

9. Each provision of this Agreement is severable. If a court should find any provision of this Agreement to be unenforceable, all other provisions of this
Agreement shall remain in full force and effect.

10. | have read this Agreement carefully and my guestions, if any, have been answered to my satisfaction. | acknowledge that the briefing officer has
made available to me Sections 641, 793, 794, 798, and 952 of Title 18, United States Code, Section 783(b) of Title 50. United States Code, the Intelii-
gence Identities Protection Act of 1982, and Executive Order 12356, so that | may read them at this time, if | so choose,

11. 1 make this Agreement without mental reservation or purpose of evasion.

SIGNATURE DATE SOCIAL SECURITY NO. (See
notice below)

ORGANIZATION

The execution of this Agreement was witnessed by the undersigned, who, on behalf of the United States Govern-
ment, agreed to its terms and accepted it as a prior condition of authorizing access to classified information.

WITNESS AND ACCEPTANCE:

SIGNATURE DATE

ORGANIZATION

NOTICE: The Privacy Act, 5 U.S.C. 552a, requires that federat agencies inform individuals, at the time information Is solicited from them, whetnher the

disclosure is mandatory or voluntary, by what authority such information is solicited, and what uses will be maae of the information. You are heredy

advised that authority for soliciting your Sociai Security Account Number (SSN) is Executive Order 9397. Your SSN will be used to Identify you pre-

Cisely when it is necessary to 1) certify that you have access to the information indicated above or 2) determine that your access to the information

‘I’ndicated has terminated. Alithough disclosure of your SSN is not mandatory, your failure to do so may impede the processing of such certifications or
eterminations,

NSN 753C- .. :°.:369 189-101 “TANDARD FORM 188 (8-83)
. od by GSA/ISO0
U.5. ST DRINTING AFTTOT . it o5 - 4ge FIGURE 3-E S e
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CHAPTER 1V
SECURITY VIOLATIONS
(COMPROMISE OF CLASSIFIED INFORMATION)

4-1 Definition and Policy. “Security violation" as used in this instruction refers to any
failure To compTy with the regulations relative to the securi ty of classified material.

1. NAS Oceana personnel are individually responsible for ensuring that knowl edge of
classified information which becomes available to them by any means is revealed only to persons
who have been properly cleared and who have a "need- to-know". Although a security violation
may be the result of carelessness rather than a willful di sregard of security measures, the
effect is no less serious.

2. Individuals found responsible for the loss, unauthorized disclosure or possible subjec-
tion to compromise of classified information through non-compliance with directives pertaining
to the safequarding of classified information may be subject to disciplinary actions

4-2  Reporting Violations (Possibil{ity of Compromise)

1. Persons having knowledge of the possible loss, compromise or unauthorized disclosure
of classified information or other violations of security (deliberate or inadvertent) shall
immediately report the facts to the Commanding Officer via the Command Securi ty Manager on a
NAS Uceana Form 5510/3. The Commandi ng Officer will direct a preliminary {nquiry and, should
circumstances warrant, a follow-on JAG investi gatfon.

2. A1l security violation reports will be completed on NAS Oceana Form 5510/3 (See
Figure 4.A),

4-3  Processing Violations

1. ATl security violation reports (NAS Oceana Form 5510/3) will be processed by the
Comand Security Manager after receipt of the completed violation report, which will include
department head recommendations for di sposition of the violation.

2. The completed violation report must reach the Command Security Manager by 1200 hours
on the day following the reported violation.

4-4  Preliminary Inquiry/Investigation/JAG Manual Investigation

1. A preliminary inquiry is to determine if unauthori zed disclosure of classified
material did or did not occur, that compromise may have occurred, but under conditions of mini-
mal risk to national security, that compromise is confirmed or that the probability of {den-
tifiable damage to the national secur{ ty cannot be discounted. When the prelimi nary inquiry
determines that a compromise has occurred with probable damage to the national security,
reveals significant security weakness, or determines that disci plinary action is appropriate, a

JAG Manual investigation must be conducted. When di rected by letter, the fnvestigating officer
shall: :

a. Identify completely and accurately the compromised information, to include the
following:

(1) Classification.

(2) Identification and/or serial numbers.

(3) Originator,

(4) Subject or equipment function.

(5) Date of material,

(6) Downgrading and declassification instructions,

(7) In case of documents, total number of pages involved.
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b. Identify all witnesses to the violation.

(1) Informally conduct an interview to the extent necessary to determine the cir-
cumstances of the violation. The results of this investigation will establish either:

(a) That an unauthorized disclosure of classified information did not occur
or that compromise may have occurred but under conditions of minimum risk to national security,

(b) That compromise is confi rmed, or probability of identifiable damage can-
not be discounted.

2. A JAG investigation shall be conducted when:
a. The preliminary inquiry indfcates that further investi gation is necessary.

b. Directed by higher authority. Securi ty violations involving COMSEC (CMS) {infor-
matfon will be handled in accordance with CMS-4.

3. The Security Manager shall:

a. Keep the Commanding Officer and Executive Officer advised on the status of all
security violatfons and corrective action bei ng taken.

b. Closely follow the progress on all preliminary inquiries and JAG investigations, pro-
viding assistance as necessary,

4. The investigating officers shall:

a. Conduct preliminary inquiries and/or JAG investi gations expeditiously and in
accordance with OPNAVINST 5510.1 (series), CMS-4, and the JAG Manual, as applicable.
Preliminary inquiries will be completed in three working days.

b. Consult with the Command Security Manager as necessary for interpretation of security
regulations and command procedures. NIS and the Staff Judge Advocate should also be consulted
as necessary for further clarification of securi ty regulations and legal procedures. Duties as
an investigating officer, preliminary or JAG, will take precedence over nomal duties ass{ gned.

5. Security violation reports will be submitted to hi gher authority in accordance with
OPNAVINST 5510.1 (series) and CMS-4 as applicable. The Command Security Manager will be
responsible for the initiation of command reports or responses to security violations for the
Commanding Officer's approval and release. The CMS Custodian will initi ate reports on COMSEC
violations for the Command Security Manager's review and the Commanding Officer's approval and
rel ease.

4-5 Security Discrepancies

1. A security discrepancy is defined as an administrati ve or clerical error involving
classification markings and/or downgrading/declassification instructions. Recei pt of a
classified document with incorrect, improperly placed markings or missing
downgrading/declassification instruction requires the following response:

3. The Assistant Security Manager (Admin Support Services Supervisor) will complete
and mail to sender a Security Discrepancy Noti ce, OPNAV 5511/51,

b. Mail a copy of the Security Discrepancy Notice to CNO (OP-009D). The copy of the
OPNAV 5511/51 sent to CNO (OP-009D) requires only the name of the reporting command.” The To
1ine and the Reference (a) line may be obliterated. -
c. Properly mark the document in accordance with OPNAVINST 5510.1 series.

4-6 Inspection of Spaces

1. Security inspections of NAS Oceana spaces will be conducted periodically by the
Cammand Security Manager and other desi gnated security personnel.
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a. A Security Violation Report, NAS Oceana Fom 5510/3, shall be issued for each
violation or discrepancy.

b. The Command Security Manager shall be notfified immediately of all violations
deemed to be of a serious or complex nature.
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JAG MANUAL INVESTIGATION CHECKLIST

In review of JAG Manual investigations, the following points should be considered.

1. Were the originators of the material notified by report of preliminary inquiry? Was the
chain of command? CNO (OP-009D)?

2. MWas there a requirement to report to Naval Investigative Service? Has it been done?

. Was the initial opinion of probability of compromise 1ogical?

. Was a JAG Manual investigation necessary? Was the proper investigative body convened?
Were there sufficient grounds for any Tong delay in investigation?

. Have interested parties been desi gnated? Is designatfon of interested parties allowed
nder the type of investigation convened? Were they afforded the rights of a party?

= o [3, ] o w
.

~
.

Are findings of fact supported by evidence? Are they facts rather than opinions?
8. Do the findings of fact include:

a. Camplete identification of the material?

b. Adequate identification of the individuals mentioned i n the report?

¢. Chronology of circumstances rel ating to the event?
9. Are all opinions supported by evidence or logically drawn from findi ngs of fact?
10. Has a time frame been established duri ng which the material was subjected to compromise?
11. Is individual culpability {ndicated but not assigned?
12, Is the degree of probability of compromise Togically drawn from findings of fact/opinfons?
13. Have weaknesses in security procedures been recogni zed?
14, Have recommendations been made as to remedial action?
15. Has disciplinary action been taken? If punitive, was the legal basis present?
(Designation as an interested party, impartial hearing under UCMJ, or proper administrative
procedures for civilians.) Does disci plinary action taken or recommended fit the cul pability?
16. Has investigation been forwarded througﬁ the chain of command?

17. Have endorsers made recommendations to be acted upon subordinates? By those in the chain
of command? By CNO?

18. Have originators been provided with copies of the investigation?

FIGURE 4-B
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CHAPTER V
ACCOUNTABILITY AND CONTROL

5-1 General. This chapter provides procedures and guidance in addition to the general

requirements of OPNAVINST 5510.1 (series) for the accountability and control of all classified material
received and generated by Naval Afr Station Oceana. Al classified material records are under

the control of the Command Security Manager and all such material will be recorded and

accounted for as outlined in this chapter.

5-2 (Classified Material Control Points

1. A1l classified material received by an activity is accountab1é. The Cammand Security
Manager maintains the recording accountability and disposition records of all classified
material in conjunction with the following secondary control points:

a. Top Secret - Top Secret Control Officer

b. Communications Material Systems - CMS Custodian

c. Naval Warfare Publications - NWPL Custodsan

d. Classified Equipment/Parts - AIM Officer or Supply Officer

e. Secret/Confidential Correspondence - Assistant Security Manager (Admin Support
Services Supervisor)

f. Secret/Confidentfal - Assistant Security Manager {Admin Support Services Supervisor)

9. Department Level Classified Material - Department Security Coordinator/
Departmental Custodian

2. The Adninistrative Department's Postal Clerk will receive all official mail for the
command. He/she will record all registered mail in the Registered Mail Log. (This log will be
periodically audited by Internal Review to ensure proper chain of custody.

a. The postal clerk will delfver all registered material for NAS Oceana to the Admin
Support Services Supervisor. It will be opened to determine if classified.

b. If classified, the Admin Support Services Supervisor will retain and sign the
registered mail log for receipt.

c. If not classified, the postal clerk will have the appropriate department accept and
sign a receipt for the material.

d. The classified material will be entered into the accountability system by the
Admin Support Services Supervisor,

(1) A1l material to be retained in the Admin files will be page checked by the
Adnin Support Services Supervisor and the enclosed record of receipt card returned (sent with
secret material),

(2) A Correspondence/Material Control Form (MCF), OPNAV Form 5216/10, Figure 5-A
will be prepared.

(3) If a discrepancy exists, the Command Security Manager will be advised and
appropriate steps to report the discrepancy will be initiated.

3. The Administrative Incoming Correspondence Clerk will open all regular mail received
at the command to determine if it contains confidential material. A1l confidential material
will be delivered immediately to the Admin Support Services Supervisor for proper control and
routing. An MCF will be prepared and appropriate routing assigned.
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5-3  Correspondence/Material Control Form (MCF), OPNAV Form 5216/10. The MCF (OPNAV 5216/10)
will be TiTTed out as Tollows:

1. An Activity Control Number (ACN) will be assigned to each document.

a. ACNs will be sequentially assigned and will appear on the Material Control Form
(top and bottom) and on the document {tself.

b. ACN series will be assigned by calendar year to each classification in the
following manner:

TS0001-(YR) Top Secret
S001-(YR) Secret
C01-(YR) Confidential

€. Multiple copies of classified documents shall be assigned with a copy number
added (that is, S001-87 copy 1 of 3, S001-87 copy 2 of 3, S001-87 copy 3 of 3 and so forth),

2. The following information shall be compl etely entered on the MCF (OPNAY Form 5216/10)
a. Classification of MCF (top and bottom).
b. Classification of material.
c. Originator,
d. Originator's serial number.
e. Date of materfal,
f. File Symbol Number (SSIC)
9. Cross reference (enter registered mail number).
h. Date material received.
1. Reply due date (assign due date if action classified correspondence).
J. Addressee,
k. Number of copies received.
1. Subject (unclassified).

m. A1l enclosures (if no enclosures, type NONE in this block; include
classification). :

n. Routing sequence (assigned by Admin Support Supervisor and approved by the
Command Security Manager).

0. The reverse side of the original MCF will show the inventory stamp, verifying
the inventories conducted (Figure 5-B). .

3. The original and first flimsy copy sheet will be attached to the document for routing to
X0, CO and to departments for information.

4. The second flimsy copy will be placed on a clipboard in order to track routing and
serve as a tickler.

5. The hard copy card of the four-part MCF will serve as the top secret, secret and con-
fidential inventory log. (Effective July 1987; prior to this date the log will consist of a
flimsy copy of OPNAV 5511/23 series, with signatures, and will be filed sequentially by classi-
fication and year received in a 1ooseleaf bi nder, file folder or a two-post c¢lipboard.)
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6. The MCF shall be retained for at least two years following destruction of the classified
material to which they pertain.

5-4  Control and Routing

1. The Admin Support Services Supervisor will contact the appropriate department within
one working day of recefpt of classified material. The departmental custodian/security coor-
dinator will report to Admin to accept custody of material immediately. He/she will page check all
material, sign and return the enclosed Record of Receipt Card (sent with secret material).
Should any discrepancies be found, the Admin Support Services Supervisor will retain control
and take appropriate steps to report any discrepancy and advise the Command Security Manager. If
the incoming classified material is found to be compliete, the departmental custodian/security
coordinator will sign the original OPNAY Form 5216/10 receiving custody of the material. The
first flimsy will remain attached to the mater{al.

2. The following is guidance for specific control of classified material.

a. Top Secret Material

(1) Material shall be properly identified by classification and marking. A top
Secret Cover Sheet (Standard Form 703) will be attached to all top secret material.

(2) A specifically designated safe is provided and appropriately coded for
storage of top secret material. Only the Top Secret Control Officer and designated
assistant(s) shall be authorized access to the safe combination and contents therein. Top
Secret CMS distributed material shall be stowed and accounted for by the CMS Custodian in
accordance with CMS-4. The *two-man rule® applies to all Top Secret material handling' {.e. no
one person may handle Top Secret alone.

(3) A record of receipt or origination shall be maintained on an OPNAV Form
5216/10 and will include:

(a) Identification of the document including changes thereto.
(b) The number of copies and disposition of each.
(c) Assigned top secret control number

(d) Record of page check: annually, upon initial receipt, upon entering a
change and upon change of custodian.

{4) Internal dfssemination procedures shall include:

(a) An affirmative determination that the individual is cleared and has a need-
to-know before providing access to materia1._

(b) Hand-to-hand transfer/routing by the Top Secret Control Officer or
designated assistant.

{c) A disclosure recor& (OPNAY Form 5511.13) retained with each top secret item.

(d) A signed receipt or copy (OPNAV Form 5510/10) for each top secret docu-
ment received and/or transmitted by the command,

(5) Top secret materfal shall not be reproduced wi thout the consent of the origi-
nating agency or higher authority. A1l requests must be sent via the Cammanding Officer.

(6) An inventory of all top secret material, except CMS distributed, shall be
conducted annually by the Top Secret Control Officer or designated assistant, with a written
report to the Commanding Officer via the Command Security Manager.

(7) A record of transfer of accountability to another command shall be
maintained,
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(8) Disposition and/or destruction of top secret material shall be conducted as
authori zed by the originating agency or higher authority and certified as directed. A
Classified Material Destruction Report (OPNAV Form 5511/12) shall be utilized to record
destruction.

b. Secret Material. A1l secret material received by registered mail or hand carried
into the command is to be Yogged in and controlled by the Admin Support Services Supervisor.
Steps for controlling secret material within the command are as follows:

(1) The package will be checked for completeness and a record of receipt (OPNAV
5511/10) will be signed by the authorized classified custodian/security coordinator and
returned to the sender, :

(2) A Secret Cover Sheet (Standard Form 704) will be attached and the material
assigned a sequential control number, which is entered on the face of the document.

(3) An MCF will be completely filled out and attached in accordance with section
5-3 of this chapter.

(4) AN secret material will be si gned for by the department custod{an/securi ty
coordinator.

(5) Secret material is not to be hand carried from one department to another,
When a classified document has completed rout{ ng in one department, it will be returned to the
Adnin Support Services Supervisor for further routi ng and positive control.

(6) Secret material, in routi ng for information, should not stay i n-any one depart-
ment longer than three working days. The Admin Support Services Supervisor must be promptly
notified when routing will require retention of material in excess of this time.

(7) Secret material required to be retained by a department must be si gned for by
the department custodian prior to subcustody and release by the Admin Support Services
Supervisor. A1l department custodians must subcustody secret material from the Admin Support
Services Supervisor, Retention requfrements may be indicated by marking the attached control
form MCF (upon completion of routi ng).

(8) The final decision for retention of secret material will be made by the Cammand
Security Manager or higher authority. Oue to the 1imited number of copies received in the com-
mand, distribution will be on a required and "need-to-know" basis.

(9) Provisions for reproduction of secret material are outlined i n Section 5-6 of
this chapter.

(10) A report of destruction of secret material or transfer from one departmental
custodian to another must be accomplished through the Admin Support Services Supervisor to
ensure proper accountabil{ty.

(11) Responsibility for control and si gnature custody is placed on the department
security coordinator/departmental custodian. They will ensure the following actions:

(a) A1l secret material enteri ng or leaving their department fs logged on NAS
Oceana Fomm 5511/1 (Figure 5-C).

(b) The OPNAV 5216/10 second f1 imsy 1s retained when material is routed
within the department or sub-custodied within the department. Ensure that inter-departmental custody
s entered on the first and second flimsies and si gnatures are obtained on the OPNAV. Form 5216/10.

(c) The first flimsy is to remain on the material.
(12) A1l outgoing secret material for the command must be delivered to the

Assistant Security Manager for processing. (Exception: Secret equipment or parts handled by
AIMD /Supply. ) » '
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¢. Confidential Material, Procedures for the protection of confidential material
are normally 1eéss stringent than those for secret; however, due to the size of this command the
same administrative provisions for access control are required to protect confidential infor-
mation from unauthorized disclosure as specified for secret in this instruction and in
compliance with the regulations on marki ngs, storage, transmission and destruction.

(1) A1 confidential material recefved by mail or hand carried into the command
is to be 1ogged in and controlled by the Admin Support Services Supervisor.

(2) Upon receipt of confidential material a Confidential Cover Sheet {Standard
Form 705) will be attached.

(3) An MCF (OPNAV Form 5216/10) will be compl eted as directed in section 5-3 of
this instruction. The same rules discussed under section 5-4 for handling secret material
control and routing apply to confidential material at NAS Oceana.

(4) It will be checked for compl eteness. The department retaining custody of the
material will fi11 out and return a Record of Recef pt (OPNAV Form 5511/10), if attached.

(5) Provisions for reproduction of confidenti al materfal are outlined in Section
5-6 of this Chapter.

(6) A report of destruction of confidential material or transfer from one depart-
ment custodian to another must be accomplished through the Admin Support Services Supervisor.

3. The establishment of record control procedures for all cl assified material introduced
into NAS Oceana is vital. The following will apply:

a. A1l mafl that is delivered to the Administrative Support Services 0ffice will be
carefully screened to ensure that all classified material is adequately protected and
appropriately routed.

b. ATl classified materfal that is hand carried into the command by 1ndividual per-
sonnel or delivered to the department without bef ng processed through the appropriate control
point will {mmediately be taken to the Administrati ve Support Services Office for proper
logging and accountability procedures.

5-5  Inventories of Classified Material. A command inventory of all classified material
within Ceana conducted at teast annually, in August, upon transfer of the
designated custodian, upon change of command or when other circumstances warrant. A report of
department inventories will be submitted to the Commandi ng Officer via the Command Security
Manager by 31 July. Individual custodians will mafntain complete inventory records on NAS
Oceana Form 5511/1 of all classified material held in their security containers. (A separate
sheet, (NAS OCEANA Form 5511/2) will be placed within each drawer of the container in case of
emergency destruction (Figure 5-D). A monthly inventory i{s highly recommended for personal use
of department custodians. Classified material that has been lost, misplaced, inadvertently
destrgyed or classified material found adrift shall be reported to the Command Security Manager
{mmed{ ately.

5-6 Reproduction of Classified Information. The reproduction of classified material will be
kept at an absolTute minimum an approved only when absolutely required. Under no c¢ircumstances
will individuals reproduce any classified material without prior approval by the appropriate
control point. A1l classified materi al, fncluding reproduced copies, must be entered into the
NAS Oceana accountability system.

1. Reproduction Procedures. The Command Securi ty Manager must approve the reproduction
of all secret material. A memorandum must be submi tted along with the material to be repro-
duced to the Command Security Manager. The requestor will be notified when material is ready
for pick-up. Individuals are not authori zed to personally reproduce classified material at any
time without approval.
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a. [If approval for reproduction of secret material is given, such material will be
reproduced and controlled by the Assistant Security Manager. Secret material wiil not be
reproduced on “fast copy" equipment.

b. Confidential reproduction may be accomplished on any approved "fast copying
machines" within the command, after approval is obtained through department securi ty coor-
dinator, Material may be reproduced by machines which have been designated by the Command
Security Manager for reproduction, providing safequards are taken to destroy all residue and
control of the material is continuously maintafned.

c. Department security coordinators/custodians will ensure a log is maintained to
record all confidential material reproduced within the department. The tog shall include the
division/office copying the material, date copied, classificati on, unclassified description,
number of copies reproduced and by whom reproduction was authorized. The department/of fice
security coordinator is responsible for reviewing the log monthly,

2. Requests for reproduction of all top secret material must be made to the Commandi ng
Officer via the Conmmand Security Manager. Top secret material may not be reproduced without
the specific authorization of the issuing office or higher authority, and must be controlled by
the Top Secret Control Officer. .

3. AN reproduced material must be marked as “REPRODUCED" and indfcate the date of
reproduction. This material must contain all classified marki ngs.

4. Overruns and spoilage materfal shall be handled and safeguarded as classified waste
and destroyed promptly as classified waste.

5. The Command Secur{ity manager will maintain an fnventory of all reproduci'l on machi nes
designated for the reproduction of classified materfal. Si gns shall be posted in the area
15 ndi cating 1):he highest level of classified material to be reproduced on that machine (Fi{ gure
-E and 5-F).

6. A1l reproduction machines should be Tocated in areas that are easily observed to
ensure that only authorized copies are being made and the number of copies is kept to a
minimum.
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3. When detached, this form is unclassified unless a classifica- Destroy after routing. (No further referezce or
P — Prepare reply tion has been assigned in the spaces provided, as required informador value)
by existing security instructions.
R — Retain copy |
CO0E - SIGNATURE
REMARKS
ENCLOSURE (4) DESTROYED 21 FEBRUARY 1987 )
THIS FORM IS UNCLASSIFIED WHEN DETACHED FROM THE DESCRIBED MATERIAL, UNLESS CONTROL NuMBER
OTHERWISE INDICATED. RS S021-87
CLASSIFICATION OF ATTACHED MATERIAL CUASSIFICATION OF THIS SHEET. ONLY
SECRET UNCLASSIFIED

FIGURE 5-A
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CIGJRITY TERMINATION STATEMENT Enter name and address of approgriaie Naval or

Marine Corps activity obtaining statement.
OPNAV 5511/14 (REV. 7.78)
S/N 0107-LF-055-1171

1. 1 HEREBY CERTIFY that I have conformed to the directives contained in the Information Security
Program Regulation (OPNAV Instruction 5510.1). and the Communications Security Material System Manual

(CMS4) in that I have returned to the Department of the Navy all classified material which [ have in my
possession.

2. I FURTHER CERTIFY that I no longer have any material containing classified information in my
possession.

3. I shall not hereafter communicate or transmit classified information orally or in writing to any unau-
thorized person or agency. [ understand that the burden is upon me to ascertain whether or not information
is classified and agree to obtain the decision of the Chief of Naval Operations or his authorized representative
on such matters prior to disclosing information which is or may be classified.

4. 1 will report to the Federal Bureau of Investigation or to competent naval authorities without delay
any incident wherein an attempt is made by an unauthorized person to solicit classified information.

S. L, —_— . . have been informed and am aware that Title 18 US.C..
Sections 793-799, as amended and the Internal Security Act of 1950 prescribe severe penalties for unlawfully
divulging information affecting the National Defense. | certify that | have read and understand appendix F of
the Information Security Program Regulation OPNAV Instruction 5510.1. [ have been informed and am aware
that certain categories of Rescrve and Retired personnel on inactive duty can be recalled to duty. under the perti-
nent provisions of law relating to each class for trial by court-martial for unlawful disclosure of information. |

have been informed and am aware that the making of a willfully false statement herein renders me subject to trial
therefor, as provided by Title 18 US.C. 1001,

6. 1 have/have not received an oral debricfing.

SIGNATURE OF WITNESS SIGNATURE OF EMPLOYEE OR MEMBER OF NAVAL OR

MARINE CORPS SERVICE (Fill in first. middle, and last name
If military, indicate rank or rate. If civilian indicate grade.)

TYPE OR PRINT NAME OF WITNESS DATE

N- 143514
FIGURE 3~F

US.GOVERNMENT PRINTING OFFICE. 1980-635.000/2058 Region 3-11
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RECORD OF CHANGES

CORRECTION OR
CHANGE NO.

DATE OF CHANGE

DATE ENTERED

ENTERED BY WHOM
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WARNING

| THIS EQUIPMENT IS AUTHORIZED FOR REPRODUCTION
OF UNCLASSIFIED AND CONFIDENTIAL
MATERIAL ONLY/

RULES FOR USE

- @« REPRODUCTION OF SECRET/TOP SECRET
MATERIAL IS PROHIBITED WITHOUT THE

APPROVAL OF THE SECRET/TOP SECRET
CONTROL OFFICER(S).

* REPRODUCE ONLY THE NUMBER OF COPIES
AUTHORIZED FOR OFFICIAL PURPOSES.

*DO NOT ALLOW UNAUTHORIZED PERSON-
NEL ACCESS TO CLASSIFIED MATERIAL.

¢ UPON COMPLETION, REMOVE ALL CLASSI-

FIED MATERIAL FROM THIS MACHINE AND
AREA.

e ENTER ALL CLASSIFIED MATERIAL REQUIR-

ING RECEIPT. INTO ACCOUNTABILITY
‘RECORDS.

* INSURE IMAGE CARRYING PARTS ARE

CLEARED AFTER REPRODUCTION OR BEFORE
REPAIRMAN IS GIVEN ACCESS.

COMMAND SECURITY MANAGER

FIGURE 5-F
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THIS MACHINE DESIGNED FOR
UNCLASSIFIED REPRODUCTIONS ONL

DO NOT USE
THIS MACHINE
FOR

CLASSIFIED
REPRODUCTION
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CHAPTER VI

STORAGE

6-1 Responsibility, Whenever classified material fs not in actual use or under immediate
surveiTTance by an authorized person, it shall be the responsibility of the individual havi ng
custody to secure such material in a General Services Administration (GSA) approved securi ty
container in the manner set forth in this chapter,

6-2  Stowage Containers. Classified information in the custody of NAS Oceana shall be pro-

tected by stowage n secure equipment, specifically, GSA-approved security containers only,

certified to be at the appropriate level. 1IN NO INSTANCE will classified material be secured in desks
or cabinets. As a minimum, classified materTal wiTT De stowed as follows:

1. Top Secret. Top Secret material will be stowed in a safe or safe-type steel file
container fiaving a built-in, three-position, dfal-type combination lock as approved by GSA.
A1l Top Secret mater{al within this command will be held and filed only by the Top Secret
Control Officer.

2. Secret or Confidential. Secret or Confidential material will be stowed in the same
manner as Top >ecret or 1n a steel filing cabinet equipped with a steel lock bar to prevent the
opening of any drawer when the lock bar is inserted through all the keepers and 1s secured by
an approved three-position, dial-type, combination padlock rated R or IR.

3. For Official Use Only. For Official Use Only material will be stored in a locked
container, such as a fife cabinet.

6-3 Location and Maintenance of Security Containers

1. Security containers may not be relocated without first { nforming the Command Security
Manager.

2. Any malfunction of any security container will be reported immediately to the Command
Security Manager by the custodian of the container. The Command Securi ty Manager will advise
the custodian of the appropriate actfon to be taken.

6-4 Combinations

1. It is essential that combinations be known only by those persons whose official
duties require them to have access to the security container. Generally, this would include
the custodian, alternate custodian and/or other persons who would nomally require access
during the custodian's absence.

2, Cambinations to security containers equipped with built-in mani pul ation-resistant
locks and padlocks, regardless of the classification of material stowed therein, shall be
maintained by the Command Security Manager. "Whenever a combination is changed, the container
‘custodfan will submit the new combinatfon, sealed in a GSA Standard Form 700 (Figure 6-A) enve-
Tope, to the Command Security Manager for retention. The front of the envel ope will be
completely filled in. Part 1 will be attached to the inside of the locking drawer., The date
the combination was changed must be indicated in the appropriate block. The container number
block will include the department container number. ’

a. Record each combination on the Security Container Information Form, GSA Standard
Form 700, copy 2. After completion, enclose copy 2 with the envel ope. After sealing the envelope,
mark the t;nve‘l ope with the appropriate classification (hi ghest level of material stored in
container). .

b. Hand carry combination change envelope(s) to the Command Security Manager on the
same day the safe combination is changed.
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c. Copy 1 of OPNAV 5511730 will contain the names of the custodian/alternate custo-
dians and shall be affixed to the outside top drawer of the container (see Figure 6-B). Copy 1
of GSA Standard Form 700 with home telephone numbers and home addresses of the custodians will
be placed inside the locking drawer of the container. A pri vacy act statement will be provided
to those listed. If a person refuses to provide his/her home address and home tel ephone
number, that person cannot be the custodian of a securi ty container (see Figure 6-C).

d. Any document showing the combination to a safe shall be classified in accordance
with the highest classification of material in the container.

3. Combinations shall be dfaled in a manner which prevents observation by unauthorized
persons. :

4, Cambinations will be released by the Command Security Manager only upon official
request by the custodian 1isted on the change envelope or by higher authority upon valid justi-
fication by the department head. '

6-5 Combination Changes

1. A1l combination changes will be accompl ished only by the Public Works Department
authori zed locksmith and the record of combinations will be maintained by the Command Security
Manager.

2. The combination to security containers or padlocks shall be changed under any of the
following circumstances:

a. When the container or padlock is inftiall y received.
b. At the time any person having knowledge of it leaves the organizational unit,

€. At any time there {s reason to belfeve 1t or the record of combi nation has been
compromf{ sed.

d. Combination locks left in an unlocked condition and not under conti nuous sur-
veillance must be changed before they are used again to protect classified information.

3. The same combination will not be used for more than one containmer in any one
component. )

4. In selecting combination numbers, multi ples of 5, simple assenting or descending
arithmetical series and personal data such as birth dates and serial numbers should be
avoided,

5. 1In setting a combination, numbers that are widely separated will be used. This can
be achieved by dividing the dial into three parts and using a number from each third as one of
the combination numbers.

6. To prevent a lockout, a new combination should be tried at least three times before
closing the container, preferably by two different indfviduals.

6-6 Safe or Cabinet Security Record. FEach custodian of a classified security stowage con-
tainer™wi affix a copy o ndard Form 702 to each container. When a container is
unlocked, the DATE, INITIALS and TIME columns will be completed by the individual who opens the
container. Whenever the container is locked the CLOSED BY and CHECKED BY columns must be indi-
vidually initialed by two separate individuals. The only exception to initialing the CHECKED
BY for a locked container by two separate individuals is when a late worker {s working alone
and no one else is available to check the container. If the container is opened and 1ocked
more than once each day, the next Tine on the form will be used. No more than one set of ini-
tials shall appear in any one space on the form (see Figure 6-D).

6-7 Equipment Records Management. In order that all securi ty storage containers, storage
cabinets, safes or other equipment used for securi ty purposes within the command are properly
utilized for their designated purpose and to establish an effecti ve equipment records manage-
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ment program, OPNAV Form 5510/21 (Security Container Records Form) will be completed on such
equipment maintained {one card for each piece of equipment) and forwarded to the Command
Security Manager. Updated information will be forwarded as required when changes, modification
or transfer of the equipment {s effected (see Figure 6-E),

6-8 Equipment Types and Specifications

1. Reference (a) specifies that only security filing cabinets that have been approved by
the Federal Government shall be procured whenever new equipment is needed, and further, it pro-
hibits new modification of existing filing cabinets to a Tockbar/padlock variety when such a—
moditication 1s intended to provide a means for the storage of classified material.

2. This requirement will eventually result in the replacement of all nonapproved con-
tainers for classified material storage by containers designed as security filing cabinets.

3. The Command Security Manager will assist in the selection of equipment. Department
heads should consider the following:

a. When new security equipment is selected, emphasis will be given to the threat,
location and supporting security measures in effect as well as to the amount and type of
material to be safeguarded; and, within a department, the best containers should be used to
protect the most sensitive material. The Security Container Records Form (OPNAY Form 5510/21)
discussed in this instruction provides a means to conduct periodic review of container contents
through which effective container usage may be achfeved base-wide.

6-9 Storage of Classified Equipment/Parts. The Supply and AIM officers are tasked with
developing plans Tor the control and secure storage of classified equipment/parts 1n accordance
with maintenance and supply directives and in accordance with the intent of reference (a) and
this instruction.

6-10 Stowage Responsibilities of Custodfans

1. Ensure that each vault or container used for-the storage of classified material is so
designated and contains a security container number assigned by the department with a copy to
the Command Security Manager.

2. Ensure that safe or vault combinations are changed as required and that necessary
reports to this effect are promptly made to the Command Securi ty Manager.

3. Ensure that each vault or container that is used for the stowage of classified infor-
mation has posted thereon, in a conspicuous place, a form contaf nfng the name of the primary
and alternate custodian who are responsible for the container and its contents, This infor-
mation will be kept up-to-date at all times. OPNAV Form 5511/30 shall be used for this
purpose.

4. Ensure that each vault or container that is used for the stowage of classified infor-
mation has posted on the inside Part 1 of GSA Standard Form 700, containing the name, address
and telephone number of each person who has the container combinat{on. Copy 2 is placed in an
envelope, sealed, marked with appropriate classification and hand carried to the Command
Security Manager, '

5. Ensure that each vault or container that is used for the stowage of classified infor-
matfon has affixed thereon in a conspicuous place a copy of the Security Container Check
Sheet (SF Form 702) (Figure 6-D). This form will be completed by the primary or alternate
custodian each time the container {S opened or secured. e form w e replace en full
and will be Kept current.

6. A least once annually, inspect all departmental securi ty containers to ensure that
they are in good repair and that the safeguarding features of the containers are effective.
Report the results of this inspection to the Command Securi ty Manager by memorandum.

7. Carry out such other responsibilities concerni ng safeguarding and control of
classified information as required by the department director or higher authority,
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6-11 Stowage Prohibitions. The stowage of money, jewels, precious metals and narcotics {is
prohibited in security containers used for storage of classified material.

6-12 Non-Classified Stowage. A tag on each desk, file or cabinet will state that the equip-
ment contains no classified information. The custodian of the desk, file or cabinet will
sign the statement. (See Figure 6-F). Classification labels are not to be fixed to the
exterior of cabinets, card trays, card drawers or security containers that do contain
classified material.
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SECURITY CONTAINER CHECK SHEET

SECURITY CONTAINER CHECK SHEET

To {it required)

THRU ‘1 required)

FROM ROOM NO. BUILDING CONTAINER ~2

CERTIFICATION

CERTIFICATION

! CERTIFY, BY MY INITIALS BELOW, THAT | HAVE OPENED,
CLOSED OR CHECKED THIS SECURITY CONTAINER
IN ACCORDANCE WITH PERTINENT AGENCY REGULATIONS

AND OPERATING INSTRUCTIONS.

I CERTIFY, BY MY INITIALS BELOW, THAT | HAVE OPENED,
CLOSED OR CHECKED THIS SECURITY CONTAINER

IN ACCORDANCE WITH PERTINENT AGENCY REGULATIONS
AND OPERATING INSTRUCTIONS.

MONTH/YEAR MONTH/YEAR
o] GUARD CHECK 2 GUARD CHECK
A OPENED 8Y CLOSED BY CHECKED BY (t required) A OPENED BY CLOSED BY CHECKED 8Y (if requrmrec:
T T
E INITIALS TIME INITIALS TIME INITIALS TIME INITIALS TIME E INITIALS TIME INITIALS TIME INITIALS TIME INITIALS | “iME
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702-101 STANDARD FORM 702 (3-85)
NSN 7540-5:-7:3-7900 Dr'eicrlbed gg GSA/tS00

FIGURE 6-D CFR 20
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OPMAY FORM S510/21 (10-70)

DS FORM

S/N 0107-LF-783-5100
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JONTAINER NUMBER

LOCATI{ON

OFFICE ICCE

TYPE QOF CONTAINER (MAKE/SIZE)

CLASS OF CONTAINER

Dcuss 2 D CLASS 3 l ':uss . l 1ilass s Dcuss ]

FEDERAL STOCK NUMBER

SERIAL NUMBER

OATE OF MANUFACTURE

QUANTITY CF DOCUMENTS

SCOPE OF MATERIAL

SECURITY POINTS FOR CONTAINER

OTHER SECURITY POINTS

TOTAL SECURITY POINTS

PERCENTAGE OF CLASSIFIED MATE

TOP SECRET %

RIAL STOWED

SECRET

% CONF IDENTIAL

% UNCLASSIFIED

TYPE OF LOCK (MAKE/MODEL)

SER1AL NUMBER (IF APPLICABLE)

HASP

LOCK CASE

CONGI TION OF CONTAINER

REMARKS

OPKAV FORM S510/21 (10-70) (BACK)

(front)

INSPECTION AND REPAIR

DATE INSPECTED

INSPECTED BY

CONDITION

REPAIRS MADE/DRILLED

]
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CHAPTER VII
SAFEGUARDING

7-1  Custodfal Responsibilities

1. Personnel at NAS Oceana are individually responsible for ensuring that classified
information which they prepare, recefve, sign for or handle is properly accounted for and is
made avajlable only to persons who have an appropriate security clearance and for whom a legiti-
mate “need to know" has been clearly established.

2. Personnel shall not remove classified material from the physical confines of NAS
Oceana spaces without the knowledge and approval of the cognizant Department Head and an
authori zation from the Command Security Manager. A complete 1ist of the removed material shal}
MpmmdetmimWMm1mmwthmuah1mdﬂnnthCmmMSmwﬂyMMwn
Under no condition shall classified material be removed to an tndividual's residence.
Procedures Tor hand carrying classified material are contained in Chapter VIII of this plan.

3. A custodian and an alternate shall be designated for each container used for the
stowage of classified information aboard NAS Oceana. Classified Container Information Fom
OPNAV 5511/30 and Security Container Information Form GSA Standard Form 700 will be used.
Custodians must possess valid security clearances for the highest category of information
stowed. Custodians shall have primary responsibility for compliance with all the security pro-
cedures relating to the container and {ts contents,

a. The classification of the material shall not bé indicated on the outside of the
container, -

b. A complete {nventory of classified material, NAS Oceana Form 5511/1, will be used
(see Figure 5-C). Chapter 5 of this plan provides guidance in accountability. A monthly
inventory 1s recommended.

€. Message traffic should be separated from letter correspondence at least by a
separate folder.

d. Classified publications should be kept in a separate drawer.

e. NATO classified material shall be separated from U.S. classified even if they are
the same level of classification.

f. Attention should be paid to declassification dates of stored material.

g. A1l material or material folders will be color coded to indicate the classifica-
tion of material contained therein. 1In addition, destruction of classified material shall be
carried out in the priority 11sted. :

(1) BLUE - FIRST PRIORITY - COMSEC material marked TOP SECRET (detailed infor-
mation concerning the order of destruction of COMSEC material is contained in the effective
editions of KAG-1 and CMS-4). '

(2) RED - SECOND PRIORITY - U.S. TOP SECRET MATERIAL.

(3) WHITE - THIRD PRIORITY - COMSEC MATERIAL MARKED SECRET.

(8) YELLOW - FOURTH PRIORITY - U.S. SECRET MATERIAL. )

(5) GREEN - FIFTH PRIORITY - U.S. CONFIDENTIAL MATERIAL AND NATO MATERIAL.

7-2  Care During Working Hours

1. Individuals shall exercise every precaution to prevent access to classified infor-
mation by unauthori zed persons. The following precautions apply:
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a. Classified documents removed from stowage for working purposes shall be kept
under constant surveillance and covered when not in use,

b. File drawers and other containers of classified material shall be closed when not
in use,

¢. Classified information shall never be discussed over the telephone, in corridors,
restaurants or in public conveyances.

d. Do not record combinations to classified containers on telephone Tndexes, calendars,
etc.

e. Preliminary drafts, carbon sheets, carbon tape typewriter ribbons (one-time),
plates, stencils, stenographic notes, worksheets and ail simflar {tems containing classified
information shall be destroyed immediately after they have served their purpose or shall be
given the same classification and safeguarded 1n the same manner as the classified information
produced from them.

f. Never place classified material in your desk.

g. AT fabric typewriter ribbons may be treated as unclassified after the ribbon has
been cycled through the typewriter at least fi ve times, Carbon and plastic typewriter ribbons
used 1n production of classified material will require removal from the typewriter and stowage
in a classified container pendi ng destruction.

h. 1In every instance, ribbons used to type top secret material shall be removed and
turned in to the Top Secret Control Officer al ong with the material typed, scraps, roughs,
etc.

1. Classified mail from outside the command, which 1s addressed to or hand carried
to an office directly, shall be delivered to the Admin Support Services Supervisor to be pro-
cessed into the official accountability system (see Chapter V of this plan),

3. If, for any reason, a room must be vacated during working hours, classified
material therein must be secured in an approved stowage container. Under no circumstances will
the room be left unattended or secured only with a key Tock.

7-3 Care and Stowage After Working Hours. Prior to departing office spaces, each employee is
responsible tor ensuring that alT classitied material, including burn bags, has been properly
stowed. The best method for accompl {shing this is to practice the “clean desk® poticy. AW
departments shall require a system of securi ty checks and inspection at COB each day,
Inspections shall be recorded and retained at least untfl the next formal secur{ty inspection is
conducted. 1In the event of a stowage cabfnet malfunction after hours, the custodian shall
notify the Command Duty Officer and request assistance. Under no circumstances will classified
material be abandoned due to lack of sufficient stowage facilities or left unattended during
transfer to other facilities. - .

7-4  Securing for the Day Procedures

1. At the end of normal working hours, the following procedures will be observed:

a. A1l classified and For Official Use Only letters, manuals, cards or other papers
will be cleared from desk tops, file tops, cabinet tops and floors before securing for the day.

b. Bulky unclassified material, which is temporarily not stored within a container,
will be marked conspicuously as "UNCLASSIFIED* and the name of the person responsible for it
affixed. )

¢. Check all typewriters, terminals, fans/heaters, etc. to ensure that they are
turned off.

d. Check all incoming and outgoing desk trays, desk tops and the general area for
classified/privacy material inadvertently left unstowed.
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e. Check all wastepaper baskets for classified/privacy information and for used car-
bon paper, typewriter ribbons, dictating machine tapes, etc.

f. Burn bags will be stored as directed in accordance with paragraph 2-101.

g. The custodian of each container will record on the closure Tog (Security
Container Check Sheet (SF 702) - Figure 6-D) the time that the container was locked. Re-check
all safes and security containers to ensure that they are locked. Test each drawer by pulling
the handle vigorously several times. Rotate the dial » In a clockwise direction ONLY, at least
four complete revolutions. Retest the drawers.

h. When a security container is sti1l open because the custodian/alternate is listed
as an "exception" and is still present, the signing of the above Standard Form 702 is not
required. This will be signed by the person conducting the second check after the
custodian/al ternate secures or by the custodfan/alternate {f he/she is the only one left in the
area.

i. Personnel still in the area at the time of the security check will initial in the
column for that day. The supervisor will advise the individual remaining in the area after the
security check regarding the requirement to secure doors, windows, air conditions, fans and
other equipment. The last person out ensures that all doors are 1ocked and signs the Activity
Security Checklist (Standard Form 701 - Figure 7-A) after conducting the second check of the
entire area,

2. After Hours Personnel. A1l personnel who return to or report for work after normal
working hours will assume security responsibility for those spaces and will make sure ahl
equipment and 11ghts are turned off, windows closed and exterior doors are locked. Procedures
outlined in paragraph 1. above will also be followed. (A1l personnel who are not secured at
the end of normal working hours are to be considered as “exceptions.” Shift personnel are
excluded. Personnel who work on shifts will conduct their check-out at the end of shift and
exchange custodial responsibility to next shift as required.)

7-5 Care During Emergency. In the event of a fire or other emergency, classified material
shall be stowed in the same manner as at the end of a working day, {f possible. Each person
possessing classified material at the time of an emergency shall make every effort to safeguard
such material consistent with minimizing the risk of injury of loss of 1ife. If return to the
premises is possible, containers must be examined for damage or possible compromise., Possible
compromise or 1oss will be reported to the NAS Oceana Security Manager as soon as possible.

7-6 Classified Material Found Unattended After Normal Hours. Any classified material found
unattended or not properly stowed mus mmediately Tockéd in a security container to ensure
proper safeguarding and note the security violation on the watch checklist. If a container in
which classified material is stowed is found unlocked in the absence of assigned personnel,
such information shall be reported {mmediately to the CDO. The container shall be guarded
until the CDO arrives at the location of the unlocked container. The CDO shall then inspect
the classified material involved and 1ock the container. If the CDO thi nks the material may
have been subjected to compromise, he/she will require the custodian or an alternate custodian to
come and inventory the material., If it is felt that classified information may have been
compromised, a detailed report shall be submitted to the Conmanding Officer. In any case, the
CDO will report violations to the Security Manager no 1ater than the following working morning
on NAS Oceana Form 5511/4 (Figure 4-A). The Security Manager will prepare necessary correspon-
dence for the Commanding Officer's 'signature to ensure necessary administrative action is ini-
tiated, if required.

7-7  Telephones

1. Telephones will not be used to discuss classified information under any
circumstances.

2. The use of the telecopier to transmit classified information is prohibi ted.

3. DOD telephones are provided for the transmission of of ficial govermment information
and are subject to communications security monitoring at all times. Use of official tel ephones
constétutes consent to communications security monitoring 1n accordance with DOD Directive
4640.6.

4. Telephones will be answered "this is not a secure line" in areas where classified or
sensitive information is discussed.
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CHAPTER VIII

TRANSMISSION

8-1 Basic Poﬂcy. Classified information will be transmitted either in the custody of an
appropriately cleared and authorized individual or by an approved system or carrier, and in
accordance with the provision of reference (a), Chapter 15,

8-2  Guard Mail. Classified materifal will not be included in guard mail envel opes or put in
the guard mail system. Classified material will be covered and hand delivered to the
appropriate control point or individual. .

8-3 Regular Mail System. A1l classified material must be doubl e-wrapped for transmission in
the UnTted States Postal system. This includes confidential material bei ng transmitted by
First Class mail. The following procedures are ‘for transmitting classified materfal through
the regular mail system:

1. Top Secret. All top secret material entering or 1eavi ng NAS Oceana must be
transmitted through the Top Secret Control Officer.

2, Secret. Outgoing secret material shall be delivered with appropriately marked enve-
lopes or maiTing labels to the Assistant Securi ty Manager (Admin Support Services Supervisor)
for mailing from the command or for routi ng outside the originating group. Secret material
shall be transmitted by United States Registered Mail. A Record of Recei pt, OPNAY 5511/10 must
be prepared for secret material,

a. When ready for release, outgoing correspondence attached to secret controlled
material shall be delivered for clearance of accountability to the Assistant Securi ty Manager.

b. When the correspondence is signed and ready to be released, the Assistant
Security Manager will affix the date and serial number, attach recei pts and ensure that
classification markings, including downgrading and declassification marks, are affixed
correctly prior to transmitting.

c. All secret material received within NAS Oceana must be processed immediately
through the AssTstant Security Manager [Admin Support Services Supervisory.

3. Confidential. Each code must prepare {ts own envelopes or mailing labeis for mailing
confidential material, then send 1t to the Administrative Postal Office for mailj ng.

a. U.S. Postal Service First Class mail shall be used to mail confidential material
to Department of Defense (DOD) components located within the United States. Conf{dential
material transmitted to DOD contractors or non-DOD agencies of the Executive Branch within the
United States must be sent by certified mail. Confidential material sent first class or
priority must have the warning on {t: “POSTMASTER DO NOT FORWARD. RETURN TO SENDER."

Confidentfal mail to be sent first class, which is an "outsfze® plece {(over the
4" x 9 1/2" legal-size envelope), must be stamped FIRST CLASS. If a piece of confidential mail
weighs over 12 ounces, 1t is to be marked PRIORITY MAIL. .

b. U.S. Postal Service registered mail shall be used for transmitting confidential
material to all FPO or APD addresses, to any addressee when the originator is uncertain that
1ts Tocation is within the Unfted States and when the material is NATO information classified
no higher than confidential,

8-4 Preparation of Envelopes or Containers

1. Envelopes. Whenever classified material is transmitted, it shall be enclosed in two
opaque, sealed envelopes or similar wrappings, where size permits, except as provided in
paragraph 2 below.

a. Classified written material shall be folded or packed so the text will not be in
direct contact with the inner envelope or container.
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b. The inner envelope or container shall show the address of the receiving activity,
highest classification of the material enclosed stamped in red and larger than other type on
both sides in at least two places so that a portion of the stamp is on the tape and a portion
{s on the envelope. Incliude, where appropriate, the "Restricted Data" marking and any special
instructions. 1t shall be carefully sealed with 3-inch wide filament reinforced gummed tape
(NSN 8135-00-598-6097) to minimize the possibility of access without Teaving evidence of tam-
pering.

¢. The outer envelope or container shall show the complete and correct address and
the return address of the sender. The outer cover shall not bear a classification marking, a
1isting of the contents divul ging cTassTtied Information, or any other unusual data or marks
which might invite special attention to the fact that the contents are classified. The outer
cover of confidential material being transmitted by Unfted States Postal Service first class
mail shall be marked "FIRST CLASS" and endorsed, "Postmaster: Do Not Forward, Return to Sender."

2. Containers. Whenever the classified material being transmitted is too large to pre-
pare as in paragraph 1 above, 1t shall be enclosed in two opaque sealed containers, such as
boxes or heavy wrappings, or prepared as follows:

a. If the classified materd al 1s an internal component of a packable item of equip-
ment, the outside shell or body may be considered as the inner enclosure,

b. Material used for packaging shall be of such strength and durability as to pro-
vide security protection while in transit, to prevent items from breaking out of the container
and to facilitate the detection of any tampering with the container. The wrappings shall con-
ceal all classified characteristics. Packages shall be sealed with tape which will retain the
impression of any postal stamp. Masking tape is not acceptable. Bulky packages shall be
inspected by the Adninistrative Postal Clerk to detérmine whether the material is suitable for
mailing or whether i1t should be transmitted by other approved means,

3. Addressing

a. Classified material shall be addressed to an official Govermment activity or DOD
contractor and not to an individual.

b. Current issues of the Standard Navy Distribution List, Part 1 and 2, shall be
consul ted for complete and correct mailing addresses and mailing instructions.

8-5 Classified Material Received in a Damaged Condition/Improperly Received

1. When classified material is received in a damaged condition or shows evidence of
having been tampered with, this fact shall be reported to the Cammand Security Manager or
Assistant Security Manager and appropriate reports will be submitted to the sender by the
Command Security Manager or Assistant Security Manager. Further investigation may be ini-
tiated if required, )

2, When classified material is received not properly packed and transmitted, this fact
shall be reported to the Command Security Manager who will {nitiate appropriate action.

8-6 Receipt Systems. Top secret material shall be transmitted under a continuous chain of
receipls, while secret material shall be covered by a receipt between commands and other
authori zed addressees. A registered mail receipt does not satisfy that requirement.
Registered mail merely acknowl edges that a package was received; it does not assure the sender
that each piece of secret material has been entered in the accountability system of the reci-
pient. Until the sender of secret material gets that receipt, the sending command is con-
sfdered to have custodial responsibility for reporting and investigating Toss (or damage) in
transit. When preparing classified material for forwarding, a Record of Receipt Card, OPNAV
5511/10, must be prepared. Record of Receipt Cards are to be checked weekly in order to ini-
tiate tracer action if the original receipt card is not received with 30 days. Accountability
is not transferred until the recipient signs and returns the card to the sender.

8-7 Transmission by Other Than Regular Mail. The Transmission of top secret material other
than through the top secret custodian 1s not authorized, Secret and confidential documents may
be hand carried outside the command in conjunction with official business provided the
following conditions are satisfied:

. 1. Serious fmpediment of a program or project would result if the material were not hand
carried.
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2. The necessary classified material is not available at the activity to be visited.

3. The time element will not permit transmission of the material by official U.S. Post
Office Department channels or by an authorized courier service in advance of the visit.

4, The classified material shall be properly packaged and will not be opened, read,
studied, displayed or used in any manner in public places or conveyances.

5. The classified material will be stowed in govermment approved facilities, except
during the actual process of transporting the material. Prior arrangements will be made with
appropriate offices, duty officers, etc,, for temporary retention of the material when
overnight storage incident to travel is required. :

8-8 Courier Authorization Aboard NAS Oceana. Courfer authorization is required for hand-
carrying of classitied material while on o cial business aboard NAS Oceana. A courier
authorization card will be obtained from a department security coordinator prior to hand
carrying classified material between buildings (NAS Oceana Form 5510/3 - Figure 8-A).

1. The Command Security Manager will provide departments with sequentially numbered
courier cards for use by personnel in the transporti ng of classified material aboard NAS
Oceana. They will expire at the end of each calendar year.

2. The department will institute a courier card control procedure for controlling use of
the courier cards. The cards will be {ssued to an ndfvidual for a particular trip and
receipted back in upon completion of the trip utilizing a log similar to Figure 8-8,

3. The cards will be inventoried at 1530 each working day and any outstanding cards will
be recalled. Any 1ost, missing or unaccounted for cards will be reported immediately to the
Cammand Security Manager,

4. Prior to issue of a courier card, the control point will obtain the desti nation,
- estimated time of return and an inventory of material involved fram the cour{er.

8-9 Courier Authorization Off-base NAS Oceana. Courier authorization is requi red for hand
carrying secret or con ntial materia e on official business from NAS Oceana provided
the following conditions are satisfied:

1. The Commanding Officer or the Cammand Security Manager determines that the material
must be hand carried.

2. A determinatfon is made that the material is not available at the activity being
visi ted,

3. The material cannot be transmitted by normal channels in advance of the visi t.

. 4. The material is properly packaged and not opened, read or di splayed or used in any
manner while en route.

5. A list of all material being carried shall be maintained by the Command Securi ty
Manager. :

6. An Authorization to Transport Classified Material will be obtained from the Canmand
Security Manager (see Figure 8-C).

8-10 Hand Carrying Classified Documents/Packages Aboard Commercial Aircraft. Persons required
to carry cTassified documents/packages for official duties aboard commercial afrcraft must be
authori zed to carry classified material by the Commandi ng Officer or the Command Security
Manager.

1. The Command Security Manager will prepare a letter of authori zation upon receiving a
memorandum from the cognizant department for which material is bei ng handled (Figure 8-D).

2, The Command Secur{ty Manager will brief the authorized courier on the documentation,
process and boarding procedures required. Instructions for hand carrying classified material
are outlined in reference (a), Chapter 16.

3. The Cammand Secur{ty manager shall maintain a 1ist of all classified material carried
or escorted by traveling personnel. Upon return, all classified material must be accounted
for.
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DESTRUCTION

9-1 Policy. A1l classified material is accountable and, when no longer required, will be
destroyed Tn accordance with OPNAVINST 5510.1 (series), Chapter 17. Completed destruction will
be promptly reported to the Admin Support Services Supervisor in order to keep an accurate base
inventory.

9-2 Method of Destruction

1. Classified material shall be destroyed either by disintegrating material or by
complete burning of the material during scheduled times. Microfilm shall not be processed in
shredding machines.

2. Magnetic tapes, disc packs, drums and other similar magnetic storage devices may be
declassified as follows:

a. A1l storage locations will be overwritten a minimum of three times, once with a
binary digit "1", once with the binary digit "0" and once with a single numeric, alphabetic or
special character. Such alphanumeric or other unclassified data will be left on the device.

b. If the storage device has failed in such a manner that it cannot be overwritten,
the device may be declassified by exposing the recording surface(s) to a permanent magnet
having a field strength at the recording surface of at least.l,500 OERSTEDS.

9.3 Responsibilities and Destruction Records

1. The Command Security Manager is responsible for ensuring that proper destruction of all
classified material is carried out. When classified material is placed in a burn bag for
disposal the record of destruction will be signed by the witnessing official(s) at the time the

material fs placed in the burn bag. The individual at the command designated as the witnessing
official shall be determined as follows:

a, Top Secret - Top Secret Control Officer

b. Secret - Departmental Custodian of Material

¢. Confidential - Departmental Custodian of Material
d. CMS Material - CMS Custodian

e. NWP Material - NWPL Custod{an

2. Top secret or secret material to be destroyed will be recorded on the Record of
Destruction (OPNAV Form 5511/12 - Figure 9-A) and confidential material on the Classified
Material Inventory (NAS Oceana Form 5511/1 - Figure 5-C) then placed in the burn bag. One of
the officials for top secret material must be the Top Secret Control Officer. At least one of
the officials for any material must be 'an E-5/GS-5 or above with proper clearance,

2. The custodian preparing the destruction report will prepare for destruction by
placing all material for destruction in sequential order by year and MCF control number in
order to type a smooth destruction report. Thorough identification of the material being
destroyed, including copy numbers, numbers of enclosures, etc., will be recorded on the smooth

destruction report. When the smooth has been prepared the two witnessing officials will perform
the following: -

(1) Identify each document being destroyed ensuring it is described on the
Destruction Report adequately and that the description agrees with the MCF.

(2) The two witnessing officials will sign and date the destruction report after
all material has been sighted, inventoried and placed in the burn bag for destruction.
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b. The following shall be entered on the destruction report:
(1) Classification of destruction report,
(2) ldentification of material originator.
(3) Serial number of material.
(4) Date of material.
{5) Copy number.
(6) MCF control number,
{7) Number of each enclosure.
(8) Total number of pages.
(9) Specify "RESIDUE™ or "ACTUAL CHANGE" when changes are being destroyed.
(10) Signature of ind{vidual authorizing destruction.
(11) Date of destruction.
(12) Signature of witnessing official(s).
(13) Page number of destruction report.
(14) Total number of bags destroyed (record burn bag numbers on destructfon report)

. c. Destruction of confidential material may be recorded on a Classified Material
Inventory (NAS Oceana Form 5511/2 - Figure 9-B) and the original MCF.

d. Al destruction forms will be retained for two years,

9-4 Burn Bags. Heavy RED STRIPED burn bags are to be used for classified waste and are
availabTe from SERVMART. Waste containers for disposal of classiffed trash are to be marked
and Tocated away from regular waste receptacles.

1. Custodians will write the highest classification of material contained in a burn bag,
the date, the department code and a serial number on the burn bag. A1l burn bags will be
assigned a serfal number. The total number of burn bags will be entered at the end of the
destruction report, including the serial numbers (total mmber of bags 3 - # 33, 34, 35),

a. No unclassified documents shall be placed in burn bags, except message traffic
and material subject to the Privacy Act of 1974.

b. Bags shall not exceed ten pounds in weight.
€. Burn bags will be adequately sealed by stapling them shut at the top.

2, Each burn bag will be protected by the measures required for the highest level of
classification they contain. Burn bags ready for destruction are to be stored in one location

and safeguarded accordingly. Burn bags will be secured in a 1ocked security container when an
office 1s vacated for any reason.

3. Destruction shall be witnessed by two persons, one of which must be at the E-5/GS-5
tevel or above, who are cleared to the level of material being destroyed. Before destruction,

burn bags should be recounted and serial numbers checked to ensure all are accounted for and
burn records are accurate.
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9-5 Destruction Equipment

1. Shredders

a. Many departments have shredders, however, the shredders vary in their degree of
effectiveness depending on the mechanical condition of the equipment and the supportive security
procedures that are followed.

: b. The ability to process paper in shredders is limited to a maximum of two to five
sheets at a time (depending on the type of paper), two automatic data processing (ADP) cards
inserted side by side, double sheets of carbon paper and other similar 1ight 1oads,

2. Disintegrator

a. Destruction of classified information by use of the base dry mulch disintegrator
is an approved method of destroying manuals, (broken down) unseparated computer printouts, car-
bons, ADP cards, blueprints and all paper products. Plastics and typewriter ribbons cannot be
done.

b. The disintegrator is located in building 232, Base Communfcations, and is
available to all departments and tenant activities from 0800 to 1600 seven days a week. The
disintegrator must be operated by at least one properly trained person, designated in writi ng
by the department head or a command official and qualified by base communications.

c. To schedule an opportunity for destruction, contact the base communications watch
supervisor at 433-3386/3387. Appointments are 1imited to two hours.

d. Due to the hazardous noise level of the disintegrator, personnel operating or in
close vicinity of the disintegrator when 1t is in use shall use sound attenuators. Sound atte-
nuators are available at base communications.

" 9-6 Emergency Destruction. The Commanding Officer will direct the emergency destruction of
classiTied material 1T the requirement exists. This requirement will be met by destroying
material on a priority basis; therefore, the highest priority material will be indicated in the
container inventory. See Chapter XIII for the Emergency Action Plan.
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CHAPTER X

CLASSIFICATION/MARKING

10-1 Policy. Unnecessary classification and higher than necessary classification shall be
scrupuTousTy avoided. When doubt exists as to which of two designations of security classifi-
cation is applicable, the higher designation should be used. The use and application of
security classification shall be 1imited to only that which is essential to national security.
The Admin Support Services Supervisor and the Command Securi ty Manager are avaiTable for
assistance in marking 1f required.

10-2 (Classification Designations. Official information or material which requires protection
against unauthorized disclosure Tn the interest of national security shall be cl assified in one
of three categories, namely, “Top Secret*, "Secret” or "Conf{denti al", depending upon the
degree of its significance to national securi ty. The markings “For Official Use Only" and
“Limited Official Use" are not to be used to 1dentify classified information (see Figure 10-A).

10-3 For Official Use Only. This term is not a security cl assification; therefore, 1t is not
mon{ tored through the Command Security Manager. However, in order to avoid improper marking,
the following is germane:

1. The term FOR OFFICIAL USE ONLY and the abbreviation “FOUO" may be applied to infor-
mation which may warrant protection or controlled distribution in the public interest.

2. The term FOR OFFICIAL USE ONLY shall be removed promptly when there {s no longer a
specific justification for protecting such information. The or{ ginator or higher authority
shall be responsible for determining the date when this term shall be removed and for so
notifying all addresses concerned. “SECNAVINST 5570.2 series applies.

10-4 Original/Derivative Classification

1. Original Classification. The initial determination of the degree of classification
to be assigned to official information. Commandi ng Officer, NAS Oceana s not designated as an
original classification authority,

2. Derivative Classification. The application of classification markings to information
which is aTready classified. Persons who apply derivative classification shall take care to
determine whether their paraphrasing, restati ng or summarizing of classified information has
removed all or part of the basis for classification. Assistance in classi fication decisions may
be obtained from the Command Security Manager. Persons who apply such derivative classifica-
tion markings shall:

a. Respect original classification decisions.

b. Verify the current level of classification of the information before applying the
markings,

c. Carry forward to any newly created documents the assi gned dates or events for
declassification or review and any additional authorized markings.

(1) A classification guide, based upon classification determinations made by ori-
ginal classification authorities, is promul gated for each system, plan, program or project
involving classified information. CNO (0P-009D) promul gates all Department of the Navy classi-
fication guides, separated into major subject categories under the OPNAVINST 5513 series (see
Figure 10-B). Classification markings included the downgrading, declassification and regrading
caveats must be determined from the classified fnformation utilized or from the cl dssification
guides on a project. Any questions regardi ng the classifications must be referred to the ori-
ginators of the original information. Questions that cannot be sati sfactorily resolved must be
referred to CNO (OP-0009D). 1f there is a doubt concerning a classification marking to be
applied, and it cannot be resolved, a tentative classification must be applied to the materiatl
by NAS Oceana until further guidance is recefved.
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10-5 Downgrading and Declassification. The original classifyi ng authority holds the respon-
sibility Yor the downgrading, declassification and regrading of all material classified by
them. The classification guides available in OPNAV 5513 and Exhibit 10-B will indicate what
the appropriate downgrading, declassification and reclassification action will be. In other
instances, this information must be extracted from the material from which the cl assification
is determined. It is important to observe the requirements for accompl i shing downgrading and
declassification actions as expeditiously as possible. Declassification and downgrading shall
be given the emphasis comparable to that accorded classification. The Command Securd ty Manager
shall be responsible for the review and remarking of that material authorized for downgrading
and/or declassification.

10-6 Tempest. Any electrical/electronic equimment which prepares, handles, transmi ts, or
stores cTassified information 1ncluding word processing must have a TEMPEST survey performed.
equipment, Classified material should be typed and processed by Station Admin.

The survey 1s performed by Naval Electronic Systems Engineering Command (NAVELEX). Any depart-
ment which acquires new equipment or moves existi ng equipment will forward a memorandum to the
Security Manager, with a copy to the ADP Security Officer informing him of the need for a
TEMPEST request. Departments will keep the Security Manager informed of any changes in equip-
ment, location, or building modification. The Security Manager will request TEMPEST surveys
for the command, maintain backup files for four years, and forward modifications on the origi-
nal requests if necessary.

10-7 Classification Markings. The basic purpose for applying markings to documents or
material containing or revealing classified information is to communicate to a recipient the
degree of protection required and to facilitate extract{ ng, paraphrasing, upgrading,
downgrading and declassification actions. It fs imperative that all Department of the Navy
commands ut{1ize standard markings-otherwise this basic purpose will not be realized.

1. At the time of origin, paper copies of derivatively classified documents shall show on
their face:

a. The source of classification, i.e., a source document or ¢l assification gquide. If
classification 1s derived from more than one source, the phrase "multiple sources" shall be
shown and the fdentification of each source shall be maintained with the file or record copy of
the document. (See Figure 10-A for multiple sources sample.)

b. The office of origin of the derivati vely classified document:

(1) Both Paragraphs a and b above refer to the "classified by* 1ine.
€. The overall classification of the document.

d. The date or event for declassification or for review for declassification, carried
forward from the classification source. 1If the classification is deri ved from multiple
sources, the latest date or event shall be shown.

e. Any downgrading action to be taken and the date thereof.

2. Documents shall be marked on the front cover, title page, back cover (outside) and each
interior page with the highest overall classification of the material enclosed. The classifi-
cation markings should be at the top and bottom of the center of the page. (See Figure 10-C.)

3. On correspondence, such as 'Iettérs and memoranda, the overall classification should be
typed at the upper left, and stamped and typed at the upper and lower center of each page.

4, It is emphasized that classification marki ngs of TOP SECRET, SECRET, and CONFIDENTIAL shall
be stamped, printed or written in capital letters (not typing alone) that are larger than those
used n the text of the document and, when practicable, red in color,

5. A1l reproductions or copies of classified materials, regardless of form, shall bear
clearly legible security markings and notations in the same manner as on the original
material from which copied or reproduced. In this connection, it should be noted that office-
type copying equipment does not always clearly reproduce all colors of ink or marginal images.
Therefore, if the reproduction process employed does not faithfully reproduce the securi ty
markings appearing on the original copies such marki ngs shall be stamped on all copies in the
same positions and size required for the original.

10-8 Use of Cover Sheet. Classified material in routi ng or handlied in an office environment,

1s in constant danger of becoming intermixed with uncl assified documents, inadvertently placed
in unclassified trash, viewed by uncleared personnel, or otherwise mishandled due to failure of
the individuals concerned to recognize i1t as classified. Accordi ngly, all classified material

shall be covered by the appropriate Standard Form 703, 704, or 705 cover sheet.



NASOCEANAINST 5510. 2
20 JuL 198

10-9 Marking Components. Major components of documents or correspondence may be utilized
separafeTy; therefore, these components should be classified as a separate document. Examples
include, enclosures, annexes, appendices or attachments.

10-10 File or Folder Marking. Files, folders or groups of documents shall be conspicuously
marked top, bottom, front and back to assure their protection to a degree as high as that of
the most highly classified document therein. "Classified Material Attached" warning attach-
ments (OPNAV Form 5216/96 (Rev. 11-76)) may be utilized for this purpose,

10-11 Portion and Paragraph Marking

1. (TS), (S), (C) and (U) will precede each portion, section, paragraph or sub-
paragraph of a classified document. Each part will be marked for its content alone.
Subordinate parts need not be marked 1f the classification is the same as the lead-in portion
(Figure 10-C).

2, The classification markings shall be displayed after each subject, heading or title.
The markings will indfcate only the classification of the heading or title itself, and not the
overall classification of the material that follows.

10-12 Warning Notices. When applicable, one or more warning notices shall also be prominently
displayed on classitied documents or correspondence. These notices should be conspicuously

marked only once on the cover or first page of the mater{al. Warning notices shall be printed ver-
batim as found fn Figure 10-A of this instruction.

10-13 Electrically Transmitted Messages. A sample classified message {s included in Figure 10-D.

10-14 Marking of Card Decks. Card decks shall be classified when classified information is
contained therein or may be derived from them by use of the deck. The overall classification
assigned shall be 3T least as high a level as the highest classification of any information
revealed by the use of the card deck. A deck of classified accounting machine cards need not
-be marked individually, but may be marked as one single classified document so long as all
cards remain within the deck.

10-15 Automatic Data Processing (ADP) Tapes and Word Processing Storage Media

1. Information storage media and devices, used with Automatic Data Processing (ADP)
systems and typewriters or word processing systems, must be marked externally to clearly indi-
cate the classification of the information they contain and the assocfated marking.

2. ADP systems and word processing systems will provide for internal markings to ensure
that classified information which {s reproduced or generated clearly shows the classification
and assocfated markings. Chief of Naval Operations (OP-009P) may exempt existing systems when
internal marking requirements cannot be met without extensive system modification. Procedures
must be established, however, to ensure that users and recipients of the media or the infor-
mation are clearly advised as to the classification and associated markings.

10-16 Conclusion

1. c1assification/marking/downgrading/dec]assif1cation are all critical parts of a

. complicated and exacting security protection process. Assistance is available from the Admin
Support Services Supervisor and Command Security Manager. It is a most important function in
the protection of classified material. It is important in making sure persons know what needs
protection and how 1t should be protected and is the primary means of passing on necessary data
about classified information to those who "need to know".

2. Exhibits 9A through 91 in OPNAV 5510.1 (series) are helpful as a reference when marking
classified material.
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CHAPTER XI
CONTROL OF VISITORS
11-1 Incoming Visits

1. The Command Security Manager with the administrative assistance of the Assistant
Security Manager shall exercise security control over classified visits to and from this com-
mand and is the central control point for receivi ng and recording incoming visit requests from
DOD and contractor activities.

a. Upon receipt of an fncoming visit request, the Command Security Manager will for-
ward a copy to the point of contact and retain master files. If offices to be visi ted receive
a visit request directly, the request must be forwarded to the Command Securi ty Manager for
recording purposes.

b. Visit requests received by mail or message in which the cogni zant department/
division 1s not readily fdentifiable or for which the purpose 1s vague will be carefully
reviewed by the Command Security Manager. Telephone inquiry will normally determine
appropriate cognizance for routing purposes. When cognizance cannot be determined, the Command
Security Manager will obtain clarification from the requesting activity.

€. The Command Security Manager will determine in each case involving access to
classified information (classified visit requests) whether the visit request and related data
are correct and thus acceptable. The responsibility for denial or removal of a visitor,
however, is not delegated and shall be retained by the Commanding Officer.

d. The Command Security Manager will review all directives (in rough draft or by
copy to) promulgated concerning visits to determine any special precautions that should be
promul gated/established to offset possible unauthorized discl osures or compromise of classified
information.

2. The Base Security Officer shall:
a. Provide base in-transit escort and security for VIP's when required.
b. Require proper identification of visitors entering the afr station.

3. Department/divisions receiving visit requests for which action or cognizance is
improperly indicated shall act promptly to have action reassigned when the cognizant office is
known by notifying the Cammand Security Manager. Department heads shall:

a. Ensure that access to classified material during a classified visit is based on
need-to-know, and only then after identification and securi ty clearance has been verified.

b. Provide escorts to/for visitors that do not have cl earance, or who are not
visiting the command on a "classified visit," based on a classified visit request. The move-
ment of al1 visitors shall be restricted as may be necessary to protect classified information.
As a matter of convenience and courtesy, f1 ag officers, general officers and their civilian
equivalents shall not be required to sign visitor records or display identification badges when
being escorted as visitors. This will be done by the escort, if required, as identification of
these senfor visitors by escorting personnel should normally be sufficient. Care should be
exercised to ensure that escorting personnel are present at all times to avoid challenge or
embarrassment and to ensure that necessary security controls are met. Whenever an escort is
not provided or not present, the visftor must comply with all normal security procedures. When
€scorts are uti17zéd, they are responsible to the Commandi ng Officer to ensure that the visitor
has access only to that information which he/she has been authori zed to receive. -

€. Ensure that a departmental visitor's control log s maintatned for restricted
areas. All entries by foreign nationals must be logged. Entries by U.S. citizen visitors or
staff personnel must be 1ogged when entry occurs after normal worki ng hours.

11-2 Outgoing Visits. Requests for visits by NAS Oceana personnel, which will necessitate
thefr Raving access to classified information, will normally be made by using the Visit Request
Form (Visitor Clearance Data) OPNAV Form 5521/27. It should be filled in by the initiating
office and forwarded to the Command Securi ty Manager for security certification.
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Requests for visits shall be submitted in advance of the proposed visit and in sufficient time
to permit processing. In exceptional cases, the above information may be furnished by
telephone or other means or rapid communication, provided such information is confirmed promptly
in writing. When a telephone request 1s made, the visit request shall be submitted to the
Command Security Manager prior to arranging the oral visit request. WAS Uceana departments
making arrangemeniS Tor sponsored visits that TncTude personnel from other DOD or contractor
agencies should notify those activities to forward security confimation for their personnel to
the activity to be visited. When submitting a visit request to a DOD activity, the Command
Security Manager requires a typed envelope addressed to that activity along with the visit
request. Under no circumstances may personnel hand carry their own visit request to the place
being visited. Figure 11-A provides a guide for preparation of a visit request in message
form, Messages will only be utilized when there is less than five days lead time between sche-
duling and commencement of visit.

11-3 Visit to Contractor Facilities. When personnel require access to classified information
in connection with a visit to a contractor facility, the visit request shall be submitted as in
paragraph 11-2, with one exception - an information copy shall be submitted to the appropriate
Defense Investigative Service Cognizant Security 0ffice. The NAS Oceana department submitting
a visit request to a contractor facility will forward to the Command Securfty Manager a visit
request, an addressed envelope to the activity and an addressed envelope to appropriate DIS
Cognizant Security Office. Under no circumstances are departments to make prior notification
or oral request for visits,

11-4 Visits by Representatives of the General Accounting Office. Properly cleared and iden-
tified representatives of the General Accounting UTTice (GAD) may be granted access to
classified Department of the Navy fnformation in the performance of their assigned duties and
responsibilities 1n accordance with paragraph 18-8 of OPNAVINST 5510.1. All GAQ visit requests
will be kept on file in the Command Security Manager.

11-5 Visits by Contractors

1. ATl visit clearance requests for contractors, in connection with NAS Oceana
contracts, must be forwarded to the Command Security Manager.

2. After approval, the Command Security Manager will enter the contractor's name,
clearance, date of request and date of visit expiration in the 1isting of personnel authorized
to visit., A maximum of twelve (12) months visit or expiration of contract, whichever is
shorter, 1s accepted by NAS Oceana.

3. Contract personnel must submit requests for copies of classified material to their
contracting officer. NAS Oceana personnel will not supply copies of classified material to
contract personnel., It is the contracting officer's responsibility to ascertain the
contractor's need for the material and that proper storage can be afforded the material. The
contracting officer will request the desfred material for the contractor officially from the
command. The material will be forwarded by the classified control point which has cognizance
over the material to the contracting officer, who will transfer custody of the material to the
contractor,

11-6 Expiration of Visit Requests. Visit requests may be submitted for a period up to one
year. "When an employee resigns, retires or transfers, NAS Oceana departments will noti fy the
Command Security Manager so that action may be taken to cancel the individual's visit request
at other installations.

11-7 Visit Reports. The Command Security Manager shall be immediately fnformed when any visi-
tor expresses an unusual interest in information that he 1s not authorized to receive or
expresses feelings inimical to the best interest of the United States. ’

11-8 Meetings. Protection of classified information within a conference room is the respon-
s1bi1ity of the office sponsoring the conference. The sponsoring office will coordinate
arrangements with the Command Security Manager. The office conducting the conference,
briefing or presentation will cause an inspection to be made at the conclusion thereof to
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ensure that no classified information remains in the room, A1l offices conducting meetings
should be familiar with the guidelines of Chapter 19 of OPNAVINST 5510.1 (series).

1. For conferences or meetings in which classified material is to be discussed, the
officer scheduling the conference is responsible for providing a monitor for the passageway adja-
cent to the conference room while the conference/meeting is in session. Such monitors must
have a security access equivalent to the classification of the conference. The Securi ty
Manager can assist in coordinating arrangements and instructions for monitors.

2. If any telephones are located in the conference rooms, the sponsoring office shall
arrange for their disconnection during classified discussions.
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CHAPTER XII

EMERGENCY PLAN FOR THE PROTECTION
OF CLASSIFIED MATERIAL

12-1 General

1. The emergency plan for the protection of classified material shall be implemented
whenever Naval Air Station Oceana {s threatened with any of the following:

a. Natural disaster - flood; hurricane; tornado.
b. Casualty - fire; accidental explosfons.

¢. Occupational - enemy attack; riot.

d. Destructfon by any means.

e. Abandonment by own forces due to any cause.

2. Since emergencies of a natural or casualty nature would not nommally subject
classified material to capture by enemy forces, securing or removing the material, as di rected,
should suffice. In the case of fire, however, the primary consideration is the safety and
wel fare of personnel. 1If it is not possible to safely secure or remove classified material, it
will -be 1eft in place to be consumed by the fire. UNDER NO CIRCUMSTANCES WILL ANYONE SUBJECT
HIMSELF OR HIS SUBORDINATES TO DEATH OR INJURY TO PROTECT CLASSIFIED MATERIAL FROM FIRE.

3. In the event CMS material is destroyed by accidental fire, the Command Duty Officer
will procure the identification of all firefighting personnel entering the spaces.
Additionally, the CMS Custodian and Local Holder Custodfans, if applicable, will be the first
persons to enter the spaces when the fire has been extinguished and safety permits. At this
time they will ensure that all CMS distributed materials have been totally destroyed or pro-
vide adequate storage for those {tems not completely destroyed.

4. When hostile action occurs, it must be assumed that classified material is a target
and all actions must be directed at keeping the material from unauthorized personnel by pro-
tecting, relocating or destroying the material as condi tions dictate.

12-2 Implementation. Under nomal circumstances the Commanding Officer, NAS Oceana will order
the emergency protection plan implemented when it is considered that the forces and facilities
at his disposal are inadequate to protect classfified material from impending loss or capture.
Should conditions prevent contact with the Commanding Officer, the senior officer present is
authorized to initiate the plan without awaiting specific orders. Exercising individual ini-
tiative in preparing for emergency action at all levels of command is desired. The senior
officer present shall recognize that he is senior and shall accept the responsibili ty to act.

12-3 Procedures. A1l procedures affecting Communications Security Material (CMS) shall be
pursuant to NASUCEANAINST 5510.1.

1. Protecting. When ordered to secure classified material, all hands will ensure that
classified documents are placed in safes and/or lockable file cabinets immediately. (Under
fdeal conditions, all CMS material will be returned to the CMS Custodian for stowage. The
entrances to those spaces with CMS equipment installed will be secured under armed guard until
the emergency is terminated.)

2, Emergency relocation will be accomplished under the following conditions:
a. Casualty (See 12-1 above).

b. Natural disaster.

c. Destruction, capture or compromise by 1ocal dissidents.
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d. Relocation will not be undertaken if

(1) Risk of loss of tife or serious injury is great.
(2) Relocation sites are also in jeopardy.

(3) The material being relocated is not CMS, top secret or secret. (NOTE: If
sufficient time and personnel are available, ALL classified material should be relocated;
however, since the situation would be an emergency, and the remaini ng classified material would
be in Targe quantities, removal of any conffdential material will not be undertaken unt{l all
CMS, top secret and secret material s relocated and protection of that material is adequate
and constant.) :

3. Emergency relocation sites {on board)

a. CMS materfal: CMS vault, Base Communications, building 232. Alternate site: AIM
vault, building 513, room 29, workcenter 64B/C/D Avionics. (When dfrected to relocate CMS
materfal to a more secure area, all Cammunications Division personnel in a duty status will
immedfately report to the CMS Custodian at the CMS vault. If sufficient numbers of personnel
are not available from Canmmunications, the Command Duty Officer will be so advised and
requested to make additional personnel available immediately. Regardless of the destination
for the materfal to be removed, the CMS Custodfan will inventory, by short title, quanti ty and
register number, all items removed from the CMS vault. The Command{ ng Officer will be periodi-
cally advised of the progress of the operation.)

b. Top Secret and Secret Materfal: Vaul t, Base Communications, building 232,
Alternate and/or overtlow sites: vault, building 513, room 29. .

c. Priority of material to be relocated

(1) CMS top secret material.
(2) Top secret material.
(3) CMS secret material.
(4) Secret material,
(5) A1l other CMS material.
(6) A1l other classified material.
d. Priority of material to be protected during relocation and after relocation

(1) CMS top secret.

(2) Top secret material.

{3) CMS secret.

(4) Secret material.

(5) A1l other CMS materjal.

(6) A1l other classified material.

4, Emergency Relocation (off-base). (0ff-base relocation shall not be attemﬁted if the

main and/or back gates and/or roads Tea 1ng to/from NAS Oceana are impassable or under control
of the enemy or local dissidents. If any of these situations exist, on base relocation to the

above emergency relocation sites or alternate sites will be accompl ished and readiness for
possible emergency destruction commenced. )
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{j) The NWPL Custodian (alternate - Communications Watch Supervisor). Al
classified material and equipment under his cognizance. He will be assisted by personnel from
the Cammunications Division.

(k) Other Department Heads/Special Assistants. Al classified material and
equi pment under their cogni zance.

b. Listing of Classified Material to be Destroyed

(1) Officers assigned primary responsibility for destruction in above sub-
paragraphs shall prepare 1ists of classified material under their cognizance. These lists
shall contain the following information and be readily accessible to the person. responsible for
emergency destruction: .

(a) Location of classified material.

(b) Personnel responsible for emergency destructfon.
(c) Recommended place and method of destruction.

(d) Means of access to containers.

(2) When actual destruct'lbn is ordered, or a destruction dri1l is held, officers
assigned primary responsibility will advise the Cammand Security Manager when their portion of
the destruction has been completed/simulated. The Command Security Manager will report to the
Commanding Officer when destruction has been reported completed/simulated by all responsible
of ficers,

¢. Methods of Destruction

(1) CMS Materfal - in accordance with NASOCEANAINST 5510. 1, CMS Emergency Action
Plan.

(2) Burnable matter by burning, followed by complete obliteration of residue by
reduction to sludge or to an equivalent state. Dousing the material with a flammable 11quid
may prove useful when time {s critical. Burning can be accomplished in drums or barrels in
parking lots in bonfires. NOTE: 1In an emergency, gasoline can be drained from the private
automobiles (not emergency vehicles) to enhance burni ng.

(3) The disintegrator in Base Communications, buildi ng 232, will be used for the
destruction of the most sensitive material (CMS, top secret) first. After the destruction of
this material, other material may be destroyed in the disintegrator with no regard for the
waste material emptying into the dumpster,

(4) Classified equipment by damagi ng beyond recognition or reconstruction through
use of sledge hammers, cutting tools or torches.

(5) If destruction cannot be completed prior to eminent capture, material should
be scattered, mixed with refuse in dumpsters and ignited, jettisoned in wei ghted contafners in
lakes, flushed into drains or disposed of using any method to destroy or obliterate to every
degree possible.

d. Priority of Emergency Destruction

(1) Classified material shall, when practicable, be color coded to indicate its
priority for emergency destruction. In general, emergency destruction of classified material
should be accomplished pursuant to the following priorities: -

First: Blue - COMSEC mater{al marked “TOP SECRET"
Second: Red - "TOP SECRET" material
Third: White - COMSEC material marked "TOP SECRET"

Fourth: Yellow - Secret mater{al



NASOCEANAINST 5510, 2
20 JUuL 1987

a. The Commanding Officer, Executive Officer, CDO, 00D or senior officer present,
or if those officers have been incapacitated, shall request relocatfon site assistance from:

(1) COMFITMATAEWWINGSLANT Duty Officer
(2) COMNAVAIRLANT Duty Officer, 444-2928
(3) COMNAVBASE, Norfolk Duty Officer, 444.7097
b. 1If none of the commands are able to provide relocation site assistance, any
command that is not affected by the situatfon shall be contacted. (It is reemphasized that
relocation or destruction too early or unnecessarily is better than to have taken no action at
all), '

5. Emergency Destruction

a. Responsibility for Emergency Destructions

(1) The Commanding Officer (or successively in his absence, the Executive
Officer, CDO or 00D) will implement the emergency destruction of classified material.
However, should circumstances warrant, the senior individual present in a space containi ng
classified material may initiate emergency destruction of classified material.

(2) The importance of beginning destruction suffici ently early to preclude loss
of classified material to the enemy cannot be overemphasized, as the effects of premature
destruc}:‘l on are considered relatively inconsequential when measured against the possi bility of
compromise.

(3) The following are assfgned primary responsibilfty for destruction of
classified material indicated:

(a) The CMS Custodfan (alternate - Alternate CMS Custodian). A1l CMS distri-
buted publications, classified communication material and equipment under his cognizance.

(b) The Top Secret Control Officer (alternate - Assistant Top Secret Control
Officer). A1l top secret material under his cognizance.

(c) The Administrative Officer (alternate - Assistant Administrative
Officer). A1l classified material and files Tocated in offices in the Administrative offices.
He will be assisted by personnel from the Support Services Office and Adnin Division.

(d) The Air Operations Officer (alternate - Assistant Air Operations
Officer). A1l classified material and equipment under his cognizance. He will be assisted by
personnel from the Air Operations Department.

(e) The Weapons Officer (alternate - Leading Chief Petty Officer). A1l
classified material and equipment under his cognizance. He will be assisted by personnel of
the Weapons Department.

(f) The AIMD Officer (alternate - Assistant AIMD Officer). A1l classified
material and equipment under his cognizance. He will be assisted by personnel of the AIM .
department.

(g) The Supply Officer (alternate - Assistant Supply Officer). AN
classified material and equipment under his cognizance, including classified material in a
warehouse awaiting deliver/shipment. He will be assisted by personnel from the Supply
Department. -

(h) The Public Works Officer (alternate - Assistant Public Works Officer).
A1l classified material and equipment under his cognizance. He will be assisted by personnel
from the Public Works Department.

(1) The Civilian Personnel Officer (alternate - Assistant Civilian Personnel
Officer)., A1l classified material and equipmment under his cognizance. He will be assisted by
personnel from the Civilian Personnel Department staff.
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Fifth: Green - Confidential material

Sixth: Unclassified - equipment which would be of use to an enemy, together
with pertinent technical, descriptive and operating instructions.

e. Department heads/special assistants having responsibilities for classified
material shall develop written plans and procedures to implement their responsibilities,
inctuding necessary supporting data, recall bills, general emergency bills, fire bills,

etc. A copy of these plans shall be furnished to the Command Security Manager for inclusion as
appendf xes to this chapter.

f. The Command Security Manager is responsible for this bi11 and testing its effec-
tiveness at least annually.
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MARKING GUIDE FOR PUBLICATIONS AND CORRESPONDENCE
(Refer to OPNAVINST 5510.1 series for marking
requirements for other types of material.)

Table 1
*Required Marking

MARKTNG

PCACEMENT

*Classification - TOP SECRET,
SECRET OR CONFIDENTIAL

On Publications, stamped or printed
TOP and BOTTOM center in letters
larger than other print, preferably
in red, on the front cover (if any),
on the title page (if any), on the
first page and on the outside of the
back cover (if any). If the back
cover is not used, classified text
may not appear on the back of the
last page. Mark interior pages of
publications efther with the overall
classification or with the classifi-
cation of the individual page. When
exercising the individual page option
in cases of front and back printing
both sides of the page must be markeg
with the highest classification of
ei ther side. The side with the 1owen
classification should be indicated at
the bottom with the statement "This
page is Unclassified" or other
classification as appropriate.

On the first page of correspondence,
typed at the upper left in addition
to the markings described above.

CLASSIFIED BY (Insert)

Insert the identity of the orig'lnal
classification authority or deriva-
tive classification source.
(OPNAVINST 5510.1G 1ists original
classification guides or other
classified documents are derivative
sources. )
used, insert the phrase "Multiple
Sources" and 1ist all sources on the
official record copy.

If more than one source i4g

Once at lower left of the covering
(first) page.

DECLASSIFY ON (Insert date or event
or "0OADR"). Insert the declassificad
tion date or event. If neither of
these can be predetermined, insert
the notation "Originating Agency's
Determination Required" or its abre-

viation "OADR".

Once at lower left on the covering
(First) page beneath the "CLASSIFIED
BY" line.

FIGURE 10-A
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[ DOWNGRADE TU (TRsert o] assiticatio Unce at Tower Ter® on the covering
Tevel) (first) page above the “DECLASSIFY
ON (insert date op event) ON" 1ine.

| (UNCLASSIFIED), \SECRET) or (CON- lop Teft TolTows ng classification
FIDENTIAL) UPQN REMOVAL OF ENCLO- marking (the ¢l assification marki ng

(or specific encl osure, as ap{ must equal the hi ghest cl assification
plicable) This marking is required of any enclosure being transmitted).
on letters or documents of trans- | Mark second and succeedi Ng pages at
mittal which cover enclosures of af Top and BOTTOM center with the
hi gher ¢l assification, classification of the transmitta)

quired if not

re-
otherwise evi dent) .

letter or document

unclassified, no marking is required.
Unce on the covering (First) page.

Ttsel f; if it is

UATE OF ORIGIN

*(U),(C),(S),(TS)
paragraphs, sub
headi ngs, capti
nuclear propuls
(NNPI) will not b

tion guide CG-RN-1
1977. DECLASSIFY ON
Agency's Determi nation
This document shall not be
a derivative c¢lassi fication
(required marking for NNPI).

ons, etc).

Class

{required for a
Paragraphs, tit] es,
Naval
Ton information

e portion marked.

dated Jan uary
Orl gi nating
Requi red.
used as
source

caption,
(Use unclassifi

ca-

Unce on the covering (Tirst] page.
Before each pa ragraph or portion ——
(except NNPI) and befo

After headi

possible to facilitate indexing) . _
Unce on Covering (first) page.

re each
ngs and titles,

ed titles whenever

“WARNIRG NOTICES

RESTRICTED DATA
This materia]
Data as defined in the A
Energy Act 1954,

closure subject to
and criminal sancti
notice) RESTRICTED
form), RD (abbrevia

Unauthori 2ed
admini strative
tions. Handle a
in foreign diss
144b Atomic Ene
(full notice),
DATA)(short fo

tomic

administrat
ons (full

DATA (short
ted form),

and criminal sa
S Restrictive D
emination. Sect
rgy Act of 1954
FORMERLY RESTRI
™m), FRD (abbrey
form

contains Restricted
Unauthori zed di s

disclosure s ubject to

Full notice at

covering (first
"CLASSIFIED BY"
"DECLASSIFY ON"
ive
' top Teft on the
correspondence.
following portf
 cation symbol,

nc-
ata
ion

CTED
i ated

typed after ¢lassi ficat

A

lower Teft on the
page) beneath the
line, in Viey of a
line. Short form
ion at the
first page of

Abbrevi ated form
on marking classifi-
e.g., (S-RD or S-FRp)

2
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v

T0:
FROM (Name and address of activity)

The classified material described below has been destroyed in ac- The purpose of this form is to provide activities with a record of
cordance with regulations established by the Department of the Navy destruction of classified material. Also, copies may be utilized for
Information Security Program Regulation, OPNAV INSTRUCTION reports to activities originating material, where such reports are
§510.1E. necessary.
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