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NAMTRAGRU INSTRUCTION 5510.1L
Subj:
HANDLING AND CONTROL OF CLASSIFIED MATERIAL

Ref:
(a)
OPNAVINST 5510.1H

Encl:
(1)
Sample Detachment Emergency Planning Instruction

1.  Purpose.  To publish procedures and guidance for safeguarding classified information.   

2.  Cancellation.  NAMTRAGRUINST 5510.1K.  Since this is a major revision, changes are not indicated throughout.  

3.  Background.  This instruction supplements reference (a) to cover unusual situations arising within Naval Air Maintenance Training Group (NAMTRAGRU) and to aid in correct handling and control of classified material.

4.  Responsibilities.  The Security Manager is a collateral duty assigned by the Commanding Officer.  All detachment Officers in Charge (OINCs) and the Administrative Services Division Officer at headquarters are assigned collateral duty as Assistant Security Managers.  These managers must have current Background Investigations (BIs) no older than 5 years and are responsible for making sure the requirements of reference (a) are fully satisfied.  The Security Manager and Assistant Security Managers are delegated authority to grant access to classified material at their locations, per reference (a).  For Navy personnel, OPNAV 5520/20 (Certificate of Personnel Security Investigation Clearance and Access) will be used; for Marines, the procedures established by Commandant of the Marine Corps will be used.  Because service records are not held by NAMTRAGRU, one copy of completed OPNAV 5520/20s (or substitute paperwork) will be held by the security clerk.  The original may be held by the supporting Personnel Support Activity/Headquarters and Headquarters Staff in the individual's service record or, if required by area policy, by the station security manager.

5.  Definitions

a.  Security Manager.  The Security Manager will fulfill all the duties and responsibilities outlined in Chapter 2, Article 2‑11, of reference (a) and will establish guidelines for an effective security program at headquarters and detachments.  


b.  Assistant Security Managers.  The detachment OINCs and the Administrative Services Division Officer are appointed as Assistant Security Managers.  They will be responsible for the effective management of the security programs at their activities.


c.  Primary Security Custodian.  The Primary Security Custodian at headquarters and detachments will be a military/civilian person with a Secret clearance and will receive all incoming Secret/Confidential material.  The custodian will keep accountability from the time of receipt until the time of proper disposal, (i.e., destruction, transmittal by mail, etc.).  The requirement for a Primary Security Custodian may be waived by the Security Manager, on a case‑by‑case basis, for detachments with an extremely low annual volume of classified material.  When a waiver is granted, the Assistant Security Manager will perform the duties of Primary Security Custodian.

6.  Responsibilities.  The Security Managers will institute a security education program, develop emergency destruction plans, establish procedures for visitor control and control the reproduction of classified materials.

7.  Clearance of Personnel

a.  All NAMTRAGRU activities will set up screening procedures for newly assigned personnel to decide if their normal job requires a security clearance.  Additional security clearances will not be granted unless cleared personnel are not available to perform the duties requiring access.  Clearance and access will be limited to a strict "need to know" in order to perform in the job assigned.  Clearance will not be granted or retained for administrative convenience or for inadvertent or casual access.  If a member has a clearance and his job does not require it, the Security Manager/Assistant Security Manager will administratively withdraw or lower the clearance, as needed, and the action will be annotated on OPNAV Form 5520/20 as an action taken "without prejudice."  The OPNAV Form 5520/20 will be maintained in the personnel record.  The Security Manager or Assistant Security Manager can reinstate or adjust clearances at a later time as the need arises.  Caution must be used to ensure that this type of action is not taken when an adverse personnel security determination requires denial/revocation of clearance or restricting the level of clearance for cause.


b.  All NAMTRAGRU activities will keep a current list of security clearances and the access that has been granted.


c.  Officers in Charge of detachments will normally have a Secret clearance with a current BI, and will be granted access equal to their clearance level by the Command Security Manager who will be acting by direction of the Commanding Officer.  The clearance requirement review and granting of access will normally be done at headquarters during the indoctrination visit.  But in all cases, it will be done prior to assuming duties as Officer in Charge.

8.
Accountability and Control of Classified Material

a.  All NAMTRAGRU Headquarters and detachment personnel will be guided by reference (a) and this instruction.


b.  Confidential messages/curriculum materials will normally be hand carried, without a route slip, to the applicable division/department by the Primary Security Custodian.  These materials will be stored in a safe when not actually in use.  When no longer needed, the materials will be shredded with an approved crosscut shredder or burned in an approved incinerator without a report of destruction.


c.  Material with Secret classification will be controlled using a Correspondence/Material Control Form (OPNAV Form 5216/10).  Any time the OPNAV Form 5216/10 is used it will include the page count and copy number (copy 1 of 1, etc.).  Anytime Secret material is distributed or transferred within the activity, formal chain‑of‑custody signatures of receipt are required.  The individual signing for the material is responsible for inventorying the material being received.  Assignment to destruction detail will be rotated, with one member at the E‑5/GS‑5 level or above and both members cleared to the highest level of classification being destroyed.  Destruction of Secret material will be recorded on OPNAV 5511/12 and filed in a Destruction Report File.  Additionally, an annotation will be made on the OPNAV Form 5216/10 with the date the material was destroyed.  If a partial destruction is required (i.e., copies 3 and 4 of 50 student guidebooks) the copies destroyed will be annotated on the OPNAV 5216/10 and OPNAV 5511/12.  The OPNAV 5216/10 annotated with copies destroyed will be transferred to the Inactive File and a new OPNAV 5216/10 will be started for the remaining copies and placed in the Active File (make sure only the remaining copies are listed on the new form).  Inactive Files and Destruction Report Files will be kept for 2 years following close‑out at the end of each calendar year.  The following files must be maintained:



(1) Master Control File:  One copy of every control form used during calendar year will be kept in control number order in the Master Control File.  A log of control numbers will be kept perpetually and year‑end close‑out entries will be made to show where the control numbers for each calendar year end.



(2) Active File:  One copy of every control form for items of classified material (Secret and above) being held in the activity will be placed in the Active File.



(3) Inactive File:  As items of classified material are transferred from the activity or destroyed the OPNAV Form 5216/10 will be transferred to the Inactive File.



(4) Destruction Reports File:  All destruction reports for a calendar year will be maintained in serial order in the Destruction Reports File.



(5) Burn Bag Serial File:  All burn bags will be serially numbered and the serial numbers used will be recorded in a burn bag serial file.  The record for each bag will include, as a minimum, the serial number, the date and the names of two witnessing officials taking custody of the bags for final destruction.



(6) Printing Requests File:  All requests for reproduction of classified material will be made using DD Form 844.  All requests for reproduction of classified material will be approved by the Command Security Manager or a qualified person who is temporarily "acting" during periods of leave or absence.



(7) Student Guidebook Log:  All Confidential student guidebooks will be logged and accounted for until they are destroyed.


d.  Student guidebooks which become classified when filled in will be controlled as follows:



(1) Guidebooks that are "Secret when filled in" will be treated as Secret material, i.e., they will be assigned a control number upon receipt; they will be kept in a secure area unless they are being used in the classroom under a supervisor's direction (either class time or a designated study time); and a destruction report will be made when they are destroyed.



(2) No destruction report is required for Confidential student guidebooks.  A log will be kept on Confidential student guides to account for them until they are destroyed.

9.
Inventory, Downgrading and Declassification

a.  Copies of classified material will not be made without prior authorization from the Command/Assistant Security Manager or a qualified person who is temporarily "acting" for the Command/Assistant Security Manager.


b.  An inventory of all classified material will be made on the following occasions (a tickler system will be used to make sure these inventories are completed when required):



(1) Annually



(2) Upon relief of OINC/CPOINC of the activity.



(3) Whenever deemed necessary.


c.  Periodic inspection of all classified material should be made to decide if downgrading or declassification is authorized or if excess classified material is in existence.  Records of inventories will be noted on the OPNAV 5216/10 in the Active File.

10.
Emergency Planning Concerning Classified Materials

a.  Emergency classified material planning is a requirement of reference (a).  Detailed destruction plans are not necessary for most Continental United States (CONUS) activities.  However, planning should be established and detailed sufficiently to ensure that classified materials do not fall into unauthorized hands in the event of a natural disaster or other emergency.  An adequate plan should provide for:  guarding such materials; removing such material from the high risk or danger area; or destroying such materials should it be deemed necessary by proper authority.


b.  Paragraph 17‑7, page 17‑4 of reference (a) indicates that activities within CONUS do not need detailed emergency destruction plans; however, all commands holding COMSEC materials must have a formal plan.  A plan is also necessary for detachments located in positions of high risk or outside CONUS.


c.  Prepare a planning directive per the example contained in enclosure (1).  (Emergency planning will not be confused with emergency destruction of classified material plans.) 


d.  Prepare a letter from OINC/CPOINC to primary classified material custodians, directing responsibility for destruction of classified material by whatever means is available and practical, following reference (a).  Provide NAMTRAGRU (SM) with a copy of the planning directive.  No detailed emergency destruction plan is required other than letter requirements contained above.  Direct liaison with NAMTRAGRU (SM) (DSN 966‑5260/5269) is authorized and encouraged in connection with required actions.

11.  Other Requirements

a.  Ensure that holders of classified material properly relinquish the material before they transfer from the activity.  These procedures will also be designed to make sure that prior to detaching, members with access to classified material receive a debrief concerning their obligations to protect any classified information they may have acquired while at the activity, as required by reference (a).


b.  Ensure that all personnel assigned to the activity receive a brief concerning their obligation to protect any classified information that they might inadvertently or casually acquire while attached to the activity.  This brief will normally occur as part of the check‑in procedures and is done regardless of the individual's clearance or access.


c.  Emergency destruction drills will be accomplished annually.  The drills will be structured to: reinforce knowledge of procedures; demonstrate ability to gain access to containers; operate equipment that may be required in the local emergency destruction plan; and ensure that phone numbers are current.  The requirement for this drill will be shown in the activities tickler system as a recurring annual requirement and the results of the drills will be kept in a case file.  A report to headquarters of drill completion is not required.

12.  Form Requirements.  A list of forms used in conjunction with the Information and Personnel Security Program may be found in Appendix G of the Information and Personnel Security Program Regulations Manual, OPNAVINST 5510.1H.  Detachments requiring these forms should submit DOD Single Line Item Requisition System Document (DD Form 1348) via normal supply channels. 
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NAMTRAGRUDET INSTRUCTION 5510

Subj:
DETACHMENT'S EMERGENCY ACTION PLAN FOR CLASSIFIED MATERIALS

Ref:

(a) OPNAVINST 5510.1





(b) NAMTRAGRUINST 5510.1





(c) Host Command's Emergency Disaster Preparedness Plan 

1.  Purpose.  To establish policies and procedures for classified material handling during periods of general/local emergency.

2.  Background.  Reference (a) indicates that although a detailed emergency destruction plan for classified material is not needed by NAMTRAGRU activities, emergency planning for protection is required.  This directive sets forth the basic requirements for emergency situations.

3.  In support of references (a), (b) and possibly (c), the following procedures will be followed by NAMTRAGRUDET ____________:


a.  For emergency conditions, the Senior Watch Officer/Chief will generate an Emergency Watch Bill for round‑the‑clock protection of buildings and classified areas should the host command not provide this protection.  (Classified materials may be moved to a safe area or destroyed as deemed appropriate.  The effect of premature destruction is considered inconsequential when measured against the possibility of compromise.)


b.  The OINC will generate individual letters to all assigned primary and alternate classified material custodians directing their responsibility for destruction of classified material in their possession should the decision and need arise.  Personnel filling these billets will be thoroughly familiar with local destruction capabilities.










Signature

Distribution:

Note:  Paragraphs 1, 2 and 3 above will cover basic planning requirements for emergency classified material protection, without a detailed destruction plan; however, host command's disaster preparedness plans should be reviewed for general disaster preparedness support requirements.  It may be desirable to incorporate any supporting procedures within this directive.  Disaster preparedness and classified material protection planning is established by different commands in different ways.  Some use JCS planning publication guidelines; most issue instructions.  Regardless, any plans should fulfill the unique needs of the activities in both areas of concern.  The planning should neither be insufficient nor excessive.  Should assistance or advice be desired during preparation of this requirement, contact NAMTRAGRU, SM (DSN 966‑5269/5260).















Encl (1)




