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NAS JACKSONVILLE INSTRUCTION 5530.2B
Subj:  PHYSICAL SECURITY/FORCE PROTECTION PLAN 

1.  Mission.  The mission of Naval Air Station Jacksonville is to provide logistic support to various naval operating units and serve as host to its resident commands.  The base operates under concurrent jurisdiction and maintains a daily base population of approximately 25,000 civilian and military personnel. 

2.  Cancellation.  This is a complete revision and cancels NASJAXINST 5530.2A; therefore, marginal notations are not included.

3.  Purpose.  This plan provides guidelines and procedures to be used for implementing physical security and force protection measures at Naval Air Station Jacksonville.  It defines specific actions required to safeguard assets, prevent unauthorized access, and to protect against unlawful acts. 

4.  References.  Refer to Appendix I.

5. Applicability.  This instruction is applicable to all Navy and Marine

Corps, military and civilian personnel employed/located at Naval Air Station Jacksonville. 

6. Action.  Tenant activities should review their existing physical security

and force protection plans to ensure adherence and compatibility to this instruction and forward a copy to the Commanding Officer, Naval Air Station, Jacksonville.

7. Responsibility.  Tenant commanders are responsible for the internal

protection of their commands.
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CHAPTER 1


CONTROL MEASURES
1.  Purpose.  The purpose of this chapter is to establish the control measures required for NAS Jacksonville.

2.  Control Measures (Restricted Areas).  The real property of NAS Jacksonville is government property.  Access is controlled by the Commanding Officer.  NAS Jacksonville Department Heads/Special Assistants and Commanding Officer/Officers in Charge of resident activities shall be responsible for the internal security of all facilities within their purview, including outlying facilities.  The responsible officer shall promote and establish in writing, adequate security measures for the protection of the areas and facilities, which when necessary, shall include the establishment of a Security Watch force to fulfill this requirement.  Arming of internal security personnel will require authorization from the Commanding Officer, NAS Jacksonville and must meet the standards of current instructions.  Areas will be designated either as restricted areas or non-restricted areas.  Restricted areas are established in writing by a Commanding Officer within his jurisdiction.  Also, a system of personnel and vehicle movement control is a basic security measure required at naval installations and activities.  The installation is designated a NON-RESTRICTED area and various critical facilities and buildings are designated RESTRICTED areas.  All persons are forbidden to enter established restricted areas, inactive or secured buildings, unless their official duties require such entry.  All restricted areas will include procedures for conducting administrative inspections of persons and vehicles entering and leaving such areas.  Purpose is to detect and prevent the introduction of prohibited items (firearms, explosives, drugs, etc.) and to detect and prevent the unauthorized removal of government property or material.  Administrative inspections shall be conducted on a random basis at least weekly.  Procedures shall be reviewed by the cognizant Staff Judge Advocate or Naval Legal Service Office to ensure legal requirements are met.

    a.  Restricted Areas.  Resident activities will be responsible for identifying all restricted areas within their purview and ensuring that those restricted areas are listed by type in the command's or activity's Physical Security Plan.  Each resident activity will forward applicable portions listing all restricted areas to the NAS Jacksonville Director of Security.  Restricted areas are defined by reference (a) as follows:

        (1) Level III Area.  A Level III Area is the most secure type of restricted area.  It may be within less secure types of restricted areas.  It contains a security interest that if lost, stolen, compromised or sabotaged would cause grave damage to the command mission or national security.  Access to the Level Three Areas constitutes, or is considered to constitute, actual access to the security interest or asset.  Access, entry controls, perimeter barriers, etc. shall be as prescribed in reference (a). 


PRIVATE 
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        (2) Level II Area.  A Level II Area is the second most secure type of restricted area.  It may be inside of a Level I Area, but is never inside of a Level III Area.  It contains a security interest that if lost, stolen, compromised, or sabotaged would cause serious damage to the command mission or national security.  Uncontrolled or unescorted movement would permit access to the security interest.  Access, entry controls, perimeter barriers, etc. are listed in Appendix II, Exhibit B and shall be as prescribed in reference (a).  

        (3) Level I Area.  A Level I Area is the least secure type of restricted area.  It contains a security interest that if lost, stolen, compromised, or sabotaged would cause identifiable damage to the command mission or national security.  It may also serve as a buffer zone for Level III and Level II Areas, thus providing administrative control, safety and protection against sabotage, disruption, or potentially threatening acts.  Uncontrolled movement may or may not permit access to a security interest or asset.  Access, entry controls, perimeter barriers, etc. are listed in Appendix II, Exhibit B and shall be as prescribed in reference (a).

    b.  Non-Restricted Areas.  A non-restricted area is an area, which is under the jurisdiction of NAS Jacksonville but to which access is either minimally controlled or uncontrolled.  Such an area may be fenced, but may be open to the uncontrolled movement of the general public at various times.  A 

non-restricted area can be an area enclosed by a fence or other barrier, to

which access would be minimally controlled by a checkpoint which would only 

ensure the visit or access was for official business or other authorized purpose.  In such cases further security authorization would not be required for access (i.e., a security clearance).  Non-restricted areas will not be located inside restricted areas.  All areas not designated as Restricted Areas are designated as non-restricted areas aboard NAS Jacksonville.  All structures on station contain materials, which must be afforded some degree of security in order to protect against vandalism and theft.  Reference (a) provides security guidance for protection of furniture, equipment and other items.  NAS Jacksonville Department Heads/Special Assistants and tenant activities will take appropriate action to safeguard all government property.

    c.  Signs and Posting of Boundaries.

        (1) Restricted Areas (including buildings) will be posted at all external points of ingress with signs as outlined in reference (a).

        (2) Perimeter barriers of all restricted areas will be posted with signs as outlined in reference (a).  

        (3) Non-restricted areas will be posted at all points of ingress with signs as outlined in reference (a).   

        (4) Perimeters of non-restricted areas will be posted with signs as outlined in reference (a).  

        (5) The interval between signs posted along restricted areas shall not exceed 100 feet; non-restricted area perimeters shall not exceed 200 feet.
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        (6) All barrier signs should be placed so as not to obscure the necessary lines of vision for security force personnel.

d. Gate Designations.  All gates are controlled by the NAS Jacksonville

Director of Security and when not in use, will be secured by approved locking devices.  Locks shall be rotated at least annually by the Security Detachment (SECDET).  Gates and locations are listed in Appendix II, Exhibit B.

    e.  Mission Essential Facilities.  The following is a priority listing of mission essential facilities/structures.

        (1) Aircraft/Ancillary Equipment and Facilities

        (2) Fuel Storage

        (3) Weapons

        (4) Control Tower

        (5) Communication Facilities

        (6) Utilities

        (7) Building 1

        (8) Security

        (9) Fire Crash and Structure

       (10) AIMD/ASD/BLDGS. 111/193/194

       (11) Command Personnel (i.e., ADM, CO, XO) and their residences.

       (12) Hospital M

    f.  Personnel and Vehicle Inspections.  The Commanding Officer, Naval Air Station, Jacksonville is responsible for readiness, security, health, welfare and safety of members of this command, and those members of other commands who utilize Naval Air Station, Jacksonville.  As a consequence of this responsibility, the Commanding Officer has the power to inspect vehicles entering or departing this station for stolen government property or other contraband, the mere possession of which is prohibited on naval property.  

The following procedures shall be used whenever a vehicle inspection at a Perimeter/Flight Line Gate or other restricted area is conducted.

        (1) The inspection shall be specifically authorized in writing by the Commanding Officer.

        (2) A Navy Security Force Member will be present and in charge of inspections conducted by NAS Jacksonville.

        (3) Vehicles will be stopped without regard to the type of vehicle, its appearance, or the driver of the vehicle, and will be selected in 
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accordance with random numbering system outlined by the Commanding Officer when he signs the authorization to conduct the inspections.

        (4) Vehicles will be stopped and the security members will identify themselves and state that an inspection of vehicles is being conducted.  All personnel will be asked to step out of the vehicle.  Upon discovery of stolen government property or other contraband, appropriate further investigation will take place.  Otherwise, the vehicle will be allowed to proceed after the inspection.

        (5) Should an objection be raised to the inspection of an incoming vehicle, that vehicle will not be inspected.  However, such objection will be cause to exclude the vehicle from the station, to revoke that base driving permit and an Incident Complaint Report (ICR) will be filed.  The owner/ operator will be so notified upon his objection to the vehicle inspection.  The Operations Division Officer (ODO) and Director Of Security (DOS) will be notified at the time of the incident.

        (6) Inspections of departing vehicles will be conducted even over the objection of owner/operator.  However, the Command Duty Officer (CDO) will be made aware of such objections and, if possible, will observe the inspection.  The ODO and DOS will be notified prior to the inspection.  An ICR documenting the objections and the results of the inspection shall be filed.

        (7) Representatives of the Naval Criminal Investigative Service (NCIS), and/or U.S. Customs, Department of U.S. Treasury; on duty traveling in unmarked official government vehicles, carrying credentials which identify them.  These credentials will be accorded full recognition by the gate sentry, and the agents and occupants of their vehicles will be admitted forthwith.  Neither the agent nor the vehicle will be detained or searched upon entry or exit from the station.

        (8) All other federal agents are subject to random vehicle inspections upon entry or exit from the station. 

    g.  Search and Seizure.

        (1) Objective.  To facilitate obtaining competent evidence relating to offenses involving property or contraband illegally in the possession of persons assigned to, or presently on board the Naval Air Station.

        (2) Authority.

            (a) The Commanding Officer may authorize searches of (1) the person of anyone subject to military law; (2) military property of the United States or of non-appropriated fund activities of an armed force of the United States wherever located; and (3) persons or property situated on, or in, a military installation, encampment, aircraft, vehicle or any other location under military control.  In addition, a Commanding Officer who has control over the place where the property or person to be searched is situated or found, or if that place is not under military control, having control over persons subject to military law or the law of war may authorize searches upon probable cause.
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            (b) Ordinarily, the Commanding Officer, Naval Air Station Jacksonville will be the officer responsible for authorizing searches of persons or property described above on this station.  The Commanding Officer's authority to grant search authorizations may not be delegated.  If the Commanding Officer is unavailable and full command responsibilities have devolved to another (e.g., Executive Officer, Command Duty Officer), that person then exercising full command responsibilities, is permitted to authorize searches and seizures.

        (3) Criteria.


            (a) The individual empowered to authorize searches shall thoroughly review all information to determine whether probable cause exists to order a search.

            (b) "Probable cause," as used above, may be roughly translated to mean a "reasonable belief"; that is, the officer authorizing the search must be furnished with facts and information which would lead a reasonable person to believe that (1) an offense has been committed and (2) that the proposed search will disclose either fruits of the offense, instrumentally in the offense, contraband, evidence that the offense was or is being committed, or weapons which may be used in effecting an escape.

        (4) Instruction.  The information, written or oral, provided the Commanding Officer who is requested to grant a search authorization must be under oath or affirmation.  The following guidelines apply:

            (a) Information Provided Orally.  The information which purports to establish the requisite probable cause for the search should be received only after the individual providing the information has been placed under oath.  The following oath is to be administered whenever the Commanding Officer is approached with a request to authorize a search:  "Do you solemnly swear (or affirm) that the information you are about to provide is true to the best of your knowledge and belief (so help you God)?"  At the time the search is ordered, or as soon thereafter as practicable, the individual requesting authorization to search will set forth in writing the time of authorization, the particular persons or property to be searched, the identity of the persons authorized to conduct the search, the items or information which were expected to be found and a complete discussion of the facts and circumstances.  Such reports shall be included with the investigative report.

            (b) Information Provided in Written Form.  Whenever the Commanding Officer is approached with a request to authorize a search and the information provided to establish the probable cause is in writing, the writing should qualify as a sworn affidavit; that is, contain some evidence that it was sworn to before some individual authorized to administer oaths.  If such an affidavit is presented to the Commanding Officer, no further oath is required prior to it being considered by such person.  If a previously completed unsworn statement is brought before the person empowered to authorize a requested search, it should be sworn to and thereby adopted by the maker.  In this case, it is recommended that a suitable notation be made on the written statement indicating that, at the time it was considered by the person empowered to authorize the requested search, it was sworn to by the maker.
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            (c) Authority to Administer Oaths.  All persons empowered to authorize a search possess the authority to administer oaths for any purpose relating to such search authorization.

            (d) The Commanding Officer's Search Order may be given verbally in certain circumstances when time will not permit written authorization, but written permission must accompany the incident report.  In every case, the orders shall be specific as to the property or person to be searched, the person(s) to conduct the search and what items or information are expected to be found.  No search shall be ordered except upon a dispassionate and impartial consideration of the circumstances and determination that the interests of the command or the naval service will be served by such action.  Impartial consideration requires one to be neutral and detached.  Active participation in the law enforcement functions relating to the search request is evidence that neutrality has been lost, and therefore should be avoided.  Personnel conducting searches shall do so in accordance with their orders and should ordinarily be accompanied by at least one disinterested person as a witness, and not the person who has authorized the search.  Any property seized as the result of a search should be securely tagged with the appropriate evidence tag, and entered into an appropriate chain of custody.

            (e) Prior to attempting to obtain a search authorization, an individual may consent to a search of his/her person or property; however, such consent must be free of coercion or duress.  Under no circumstances will Security personnel state that a search authorization will be obtained should consent be refused.

            (f) Personnel conducting a search as properly authorized by this instruction will seize all items found in the location to be searched or in plain view in the following categories:

                1. Unlawful weapons

                2. Contraband/Government property

                3. Evidence of a crime (criminal instruments/tools used to commit a crime)



          4. Fruits of a crime (items taken by the suspect when a crime has been committed)

            (g) All search authorizations will be in writing.  Exhibit D of Appendix II is provided as an example form that will be utilized when requesting authorization to search.  It is imperative that the request be specific as to persons and property to be searched and items sought.

            (h) Nothing in this instruction shall be construed as limiting or affecting in any way the authority to conduct searches pursuant to a lawful search warrant; as an incident to lawfully apprehending an individual; under circumstances demanding immediate action; or with the freely given consent of the owner in possession of property.

            (i) A search of the person and clothing should be conducted whenever practicable by a person of the same sex as that of the person being
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searched.  The only time a person of the opposite sex shall conduct a search is in an emergency situation for the safety of the searcher.

            (j) The NAS Jacksonville Legal Officer shall screen affidavit for search authorizations.  If legal assistance is needed and the Legal Officer is not available, the phone number for the duty NLSO JAGC Officer may be obtained at the NAS Jacksonville OOD Office.

    h.  Parking of Privately Owned Vehicles (POVs) in Restricted Areas.
        (1) As a general rule, privately owned vehicles will not be parked in  Restricted Areas or within 15 feet (4.5 meters) of doorways leading into or from buildings primarily used for the manufacture, repair, rework, storage, handling, packaging or shipping of government material and supplies at naval activities.  Management of the parking assignment function is not a function of physical security and the Director of Security's duties does not include parking assignments.  The NAS Jacksonville Director of Security, however, being responsible for access and movement controls for all the activity's restricted areas and for the activity's loss prevention program, will be in the approval chain for the following: 

            (a) Requests for approval of any parking lot in a Restricted Area or within 15 feet (4.5 meters) of doorways leading into buildings described above.

            (b) Establishment of policy and criteria for parking assignments in Restricted Areas or within 15 feet (4.5 meters) or doorways leading into buildings described above.

            (c) Approval of any proposed individual exception to parking policy or criteria.

    i.  Movement Control Within Security Areas.  In accordance with reference (a), a system of movement control of personnel, vehicles, and material is a 

basic security measures.  Movement control procedures will remain 

uncomplicated with consideration given for sensitivity, classification, value or operational importance of the area.  The procedures contained herein are applicable to all military personnel, their dependents, civilian employees and all others who by the privilege of visitation are afforded access to NAS Jacksonville.  Security personnel will have the full cooperation and participation of military and civilian personnel.  All personnel in security areas will be instructed to consider each unidentified or improperly identified individual as a trespasser and report him/her to their supervisor, the Security Officer, Naval Air Station Police or other appropriate authority.  Testing of these procedures will be accomplished during physical security and anti-terrorism drills and exercises of the security force, and through inspections or other reviews of the physical security function by COMNAVREG SE.

    j.  Flight Line Security.  Appendix II, Exhibit A defines aircraft hangars, flight lines, and runways as Level II restricted areas and specifies minimum-security requirements for such areas.  The principle requirement is for access control, which includes a perimeter (fence), gates with guards, ID 
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Badge System and admission of only those personnel with official business in the restricted areas.  Reference (a) specifies that all security personnel will be trained by and under the supervision of the host installation Security Detachment (SECDET).

3.  Flight Line Security ID Badge (Management).

    a.  The Flight Line Security Badge program will be implemented and managed by the NAS Jacksonville Director of Security. The NAS Jacksonville Security Detachment will be the sole point of issue and control for Flight Line Security ID Badges.

  

    b.  The Security Detachment Pass and ID Branch will issue badges on Monday, Tuesday, Thursday and Friday from 0700‑1600 and Wednesday from 0700-1200.  Badges will not be issued on weekends or holidays, except by request on drill weekends and will open from 0800-1200 on these days.

    c.  Badges are issued for a specific area.  In order for the Security Detachment to assign the required areas to be accessed on the badge, the affected commands/activities must provide the access authorization.  This will be accomplished by the following procedure:

        (1) NAS Jacksonville Flight Line form will be made available to all commands/activities to standardize the authorization process.  An example of NAS Jacksonville Flight Line form is contained in Appendix II, Exhibit E. 

        (2) When personnel initially check in for duty at a command/activity and the command/activity determines the person will require access to one or 

more flight line areas to perform official duties, the command/activity will prepare NAS Jacksonville Flight Line form and endorse the appropriate block for access to areas under their cognizance.  If the person requires access to areas under the cognizance of another command/activity, an endorsement must be obtained from that command/activity.  Once the form has been completed, including all required endorsements, the individual must report in person to the Security Detachment Pass and ID Branch with the form in hand.  Pass and ID will issue a Flight Line Security ID Badge to the person with access based on the endorsements.  Personnel authorized to sign for Flight Line Badges will submit authorization application (the format is contained in Appendix II, Exhibit F) to NAS Director of Security.

    d.  Badges issued to military personnel will expire on the member's planned rotation date (PRD).  Civilian personnel badges will expire at the same time as their civilian IDs.  Contractor badges will be issued to expire in six months for first badge and yearly after that.  Contract extensions will require case-by-case rebadging.

    e.  Record keeping and documentation for issued and non-issued badging media will be maintained and an inventory of all badging media will be conducted at least annually.  The program will be monitored to determine current percent of loss.  Re-badging is required if the percent of loss reaches six percent.  If re-badging becomes necessary, the new badge media will be distinctly different from any previously used.

    f.  Visitor badges will bear a distinct serial number, and does have an expiration date.  Visitor badges will be inventoried at least once per 
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shift and verified against the visitor's log.  Any unaccounted for visitor's badges will be immediately reported to the post watch supervisor for action as appropriate.  If losses reach six percent, re-badging will be accomplished. 

    

4. Flight Line Security ID Badge (Manner of Wear).

   a.  Badges will be worn on the outer garment, upper torso, with the photo (or front in the case of visitor's badges) facing forward while in a Flight Line area.  Badges will not be worn while working on aircraft if FOD conditions exist.  However, the badge will be kept available for immediate identification if challenged.       


b.  Badges will not be displayed when outside of the Flight Line areas.

 
c.  Visitor's badges will not leave the Flight Line areas.  In all cases, visitors will turn in the visitor's badge when departing the Flight Line.

5.  Control Measures (Personnel Identification and Movement).  

    a.  Positive identification provides a means for visually establishing authorization for entry, exit and movement within the boundaries of the installation.  Monitoring movement by security is facilitated by the display or presentation of positive identification.  For this reason, all personnel working aboard the station (both military and civilian) must check out with the Security Detachment upon termination or transfer of employment.  

    b.  Procedures for Base Entry and Exit.  Entry to and departure from this station by pedestrians and vehicles are authorized only at the following points.

Perimeter

Gate No  

Location





Hours
   2

      North Gate

   
       

0500-1700

                  (Commercial)
              
     
Mon-Fri

   3

      Main Gate

     
        

24 Hours/




      (Yorktown)
      



7 Days a week

   4

      South Gate
                    

0500-1900                       




      (Birmingham)


  

Mon-Fri










0700-1900 










Saturday

NOTE:  Gate hours are subject to change by direction of the Director of

       Security.

6.  Personnel Identification.  All persons who enter the station must be escorted by an authorized person or have in their immediate possession appropriate identification and display their identification to Security Detachment personnel upon request.  No person shall have in their possession false or unauthorized identification cards/passes or a mutilated, erased, 

altered or improperly validated identification card bearing a picture, name,
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grade, service number, date of birth or other erroneous information other than their own.  Security personnel will confiscate improper identification cards/passes for return to issuing authority.  The types of identification are described below.

    a.  Armed Forces Personnel and Military Dependents.

        (1) Active duty members of the Armed Forces must possess a valid Armed Forces Identification Card, DD Form 2 (Active).

        (2) Retired Armed Forces personnel must possess a valid Armed Forces Identification Card, DD Form 2 (Retired).  Retired persons who are employed aboard NAS JAX must also possess a civilian ID.

        (3) Reservists must possess a valid Armed Forces Identification Card, DD Form 2 (Reservist).

        (4) Foreign Armed Forces personnel must possess a valid Uniformed Services Identification and Privilege Card, DD Form 1173.

        (5) Dependents (10 years of age or older) of all active duty, retired, or deceased Armed Forces personnel must possess a valid Uniformed Services Identification and Privilege Card, DD Form 1173.

        (6) Dependents of reservists must possess a valid picture ID (i.e., driver's license or state ID card) plus the sponsor's Reserve Earning Statement or Exchange Privilege Authorization.  In lieu of the above, a Reservist Dependent Identification Card, will serve as appropriate identification to enter the Naval Air Station.

        (7) National Guard personnel who possess appropriate identification will be authorized entry to the station.

        (8) Military personnel and dependents are required to have a standard Armed Forces Identification Card in their possession at all times and shall be prepared to identify themselves on demand.  Uniforms in themselves are not accepted as identification at Naval Air Station, Jacksonville.

    b.  Civilian Personnel.  Civilian personnel employed aboard the Naval Air Station must possess a valid Civilian Identification Card or Temporary Main Gate Pass, Form 6ND GEN 5512/6.  Application for such passes must be made by the employment agent, (Human Resources Office Jax, Navy Exchange Officer, commercial or private employer) using Flight Line ID Badge/Gate Pass Application (Form NAS JAX 5530/15).  Facsimile Stamps will not be used to sign Flight Line ID Badge/Gate Pass Applications.  Departments and resident commands, which employ civilian personnel, are required to submit an updated listing of the personnel who are authorized to sign Flight Line ID Badge/Gate Pass Applications.  This listing will be updated by 15 January and 15 July.  Identification passes are issued as follows:

        (1) U.S. Government Identification Card (Optional Form 55) will be issued to full time civil service employees and will be used to grant access to individuals to NAS Jacksonville.
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     (2) Government employed civilians, not employed aboard NAS Jacksonville, who have in their possession a set of orders, or security 

clearance for NAS Jacksonville, and their station activity pass or U.S. Government Identification Card (Optional Form 55) shall be permitted aboard the station and afforded the same rights and privileges afforded to other civilian employees.

        (3) Civilian employees appearing at NAS Jacksonville gates for admittance without the prescribed personnel identification will be referred to the Pass/ID Office, Bldg. 9 by the sentry until identification can be established through the employing activity.  A temporary pass/ID may then be issued.

NOTES:  i.
All activity passes shall be relinquished to employing agent or Security Detachment upon termination of employment.

 

 ii.
Station identification passes are not to be loaned or used by anyone other than the individual to whom it was issued.



iii.
No activity pass will be issued to employees of less than 180 days.

        (4) Special Gate Passes may be issued to the following personnel:
            (a) The legal guardian of armed forces dependent, who would not normally be afforded access to the station, may be issued a Special Gate Pass.  The guardian must accompany the dependent aboard the station.  In such cases, the dependent must have an Uniformed Services Identification and Privilege Card, DD Form 1173, regardless of age.

            (b) Personnel living aboard in public quarters (housing, Navy Lodge), upon the request of the military sponsor.

            (c) Other civilian personnel who would not normally be granted access to the station, but who can prove an extraordinary need to be admitted, and authorized by the Director of Security or his designated representative.

NOTES:  i.
Application for a Special Gate Pass is made using Form 6ND NASJAX 5512/12.

       ii.  Special Gate Passes are used when DOD decals are not authorized.

      iii.  Special Gate Passes are issued in the month of January with an expiration date not exceed one year.

        (5) Temporary Gate Passes.  May be issued to other authorized personnel as may be approved by the Director of Security, or his designated representative.  The Temporary Main Gate Pass may be issued to persons (including domestic help) engaged for periods of less than 180 days.


c.  Visitors/Guests.  General visiting aboard the Naval Air Station is prohibited.  However, persons, in some categories, are considered visitors and may be permitted aboard.
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(1) The following categories of personnel may be authorized station entry:




(a) Personnel having business on board the station for a period of less than 23 hours and who would be eligible to receive a decal can be issued a Visitor Pass.  All visitors will be verified by phone call to their sponsor.  Visitor Passes can be issued for one to thirty consecutive days.




(b) Organized groups of the general public during special occasions, as controlled by the Public Affairs Officer and/or the sponsoring activity (coordinated with the Director of Security).




(c) For functions held aboard which are by invitation (i.e., changes of command, weddings, social and sporting events, etc.), a request must be submitted to the Director of Security at least 48 hours prior to the event.  The request must contain the following information:





1. Names of guests (in alphabetical order).





2. Sponsoring person/command.





3. Date, time and location of event.





4. POC and Phone Numbers




(d) Friends and relatives of the following persons may be sponsored aboard the station.





1. Armed forces personnel (Active duty, reserve, and retired) and their dependents.





2. Verified patients in the Naval Hospital, Jacksonville.





3. Non-military members of the Commissioned Officers' Mess, Chief Petty Officers Mess, Enlisted Mess, or any other military sponsored

club or activity that civilians have been extended the opportunity to join/attend.  These guests are authorized to transit from the gate to the activity, and back to the gate, using the most direct route.  No stops are authorized while enroute to/from the activity.  Proof of authorization to enter/attend the sponsoring activity must be provided to the gate guard who will issue a gate pass.



(2) Upon entry to NAS Jacksonville, visitors shall be informed of the following conditions of their visitation by information sheets, signs, or other feasible means:




(a) The purpose of the visit and scope of planned activities.




(b) All visitors aboard Naval Air Station, Jacksonville, Florida are the guests of the Commanding Officer, and as such, should conduct themselves in accordance with the limited conditions under which the invitation is extended.  Political activities, pamphlets, speeches, 

demonstrations, placard/banner displays, or other similar conduct will not be
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permitted.  Persons violating these conditions shall have their invitation withdrawn and be removed from the station.



(3) Visitors and guests must possess appropriate identification and their private-owned vehicles must be properly registered and issued.



(4) Personnel sponsoring any person aboard, whether guests, friends, relatives or business representatives, shall be responsible for such persons while they are aboard the Naval Air Station


d.  Call-in Visitor Passes.



(1) Call-in Visitor Passes may be authorized in the following instances (except during Threat-Con Alpha through Delta, when call-ins will be suspended):




(a) Service members and their dependents over the age of 16, living in base housing are authorized to telephonically request visitor passes in order for their guests to visit their residence only.  Service members assigned/attached to NAS Jacksonville are also authorized to telephonically request visitor pass for their guests.




(b) Officers and Chief Petty Officers may telephonically sponsor guests on board the station (i.e., official business, clubs, and other recreational activities at which they are present).




(c) Civilians whose names have been submitted to the Pass and Decal Office, as designated sponsors, may telephonically sponsor persons to their offices for official business only.  Departments and resident commands are required to submit an updated listing of the personnel who are authorized to telephonically sponsor visitors on board the station for official business.  This listing should be updated as appropriate, but at least annually during the month of July.






1. The sponsoring command or activity is responsible for determining if applicants for passes meet the requirements of the instruction as to eligibility and that their access to NAS is in the best interest of the 

Navy.  To this end, particular attention should be given to the reputation of the individual and the firm he represents before favorably endorsing an application.  This endorsement will further confirm the sponsoring activity

has sighted proof of the company's proper licensing under applicable federal, state or municipal laws.





2. Commanding Officers and Officers in Charge should not delegate authority to endorse pass applications any further than absolutely necessary for administrative efficiency.  This should not be below head of department level.  Favorable endorsement of an application indicates the sponsoring command or activity accepts a degree of responsibility for the actions of the applicant and/or his firm while on NAS Jacksonville.





3. The Pass/ID Office will not approve or issue passes to applicants if it appears unauthorized persons have endorsed their 

applications or the nature of their business is questionable.  Any 
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appeals from this decision must be made in writing to the Commanding Officer, NAS Jacksonville.





4. Any command or activity which has endorsed a commercial representative for a pass may withdraw its endorsement at any time notifying the Security Officer, who will initiate action to recover and cancel the pass.



(2) Call-in Visitor Passes will be issued using the following procedures:




(a) The sponsor will call the Pass Desk, 542-4530 and give the following information to the receptionist:





1. Visitor's name.





2. Make, model and color of the car that the visitor will be driving.





3. License number and state of registration of the car the visitor will be driving.




(b) In addition, the sponsor will give his/her name, destination of the guest and phone number at which the sponsor can be reached for verification.





1. The sponsor is responsible for their guest while that guest is on the station.  It is the responsibility of the sponsor to notify and ensure that their visitor takes the most direct route to their destination.





2. Call-in passes will be delivered to the Main Gate only.  The gate sentry will issue the pass upon verification with the guest's driver's license.



(3) During Threatcons Alpha, Bravo, Charlie and Delta, Call-in Visitor Passes will be suspended.


e.  Entrance and Exit of Commercial Vans/Trucks.  The NAS North Gate (Gate 2), located at Albemarle Avenue, is designated as commercial van/truck 

control gate.  Commercial vans/trucks are restricted to utilization of Gate 2 with the following exceptions.



(1) Emergency vehicles (i.e., fire, security, ambulances and other vehicles operating with emergency lights or sirens).



(2) Military command pickups and carryalls not carrying cargo.



(3) U.S. Mail vans/trucks.



(4) Public Works Department emergency service vehicles.



(5) Cash collection vehicle (armored cars such as Brink’s).
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(6) Privately owned recreational vehicles may utilize all gates.



(7) Any vehicle with a DOD decal may use any gate.


f.  Commercial Gate Passes.  To better facilitate commercial vehicles making deliveries to, or receiving goods from NAS Jacksonville, the following system has been established:



(1) Gate #2 (North Gate) is designated the Commercial Gate.



(2) Commercial vehicles will be stopped by the gate sentry.



(3) The sentry will ascertain the destination from the driver, and inspect invoices or other pertinent documents to verify justification to enter the station.



(4) The sentry will fill out the Commercial Vehicle Check-In List, and the vehicle will be allowed aboard.



(5) Upon completion of deliveries/pickups, the vehicle operator will return to the Commercial Gate and exit the station.



(6) During normal working hours, all commercial vehicles attempting to enter Naval Air Station at the Main or South Gate will be required to exit the station and enter at the North Gate.  During non-working hours, all commercial vehicles will be required to enter at the Main Gate.


g.  Vendor's Passes.


(1) Business representatives (commercial deliveries), and other persons who enter the Naval Air Station for the convenience of the government will be issued a Vendor's Vehicle Pass.



(2) All vendor vehicles (i.e., taxicabs, flowers, and fast food deliveries, etc.) are required to be logged ON and OFF station.  Individuals, who place an order to one of these businesses, must provide name, phone number and location, as this information is essential for the vendor's entrance on base.



(3) Taxicabs.  Taxicabs shall be allowed on the station for the purpose of carrying personnel to and from their homes, quarters, and places of business.  Taxicabs shall not be allowed in restricted areas.  Taxicabs shall not solicit business by cruising about the station, but may be engaged while in the process of leaving the station.


h.  One-Thirty Day Passes.  Pass & Decal Office will issue a one-thirty day POV passes at Building 9 to personnel not requiring sponsorship.  The recipient must present a current ID card (e.g., military or dependent ID card) to receive the pass.  They must have a current vehicle registration, insurance card with expiration date and valid driver license.  Personnel in need of an extended pass, a DOD Decal, or who require sponsorship, must present proper paperwork to the Pass & Decal Office (Building 9) for 

1-15

NASJAXINST 5530.2B

21 NOV 00

issuance.  Contractors and all other visitors must provide a POC phone number for sponsorship.  Once confirmed, a visitor pass will be given after checking current vehicle registration, insurance card with expiration date and valid driver license.  



(1) Acceptance of the one-thirty day pass constitutes certification that vehicle registration, PIP and Bodily Injury Insurance and Driver's License, are valid/current per state and station requirements.



(2) Each pass will have an issue date and an expiration date.  The pass will expire at midnight on the day of the expiration date.  Expired passes should be returned as personnel depart the station.  However, if a person attempts reentry with a valid pass issued for that day, identification must be rechecked.


i.  Foreign Nationals.



(1) Armed forces personnel normally will be admitted at any hour upon presentation of an Uniformed Services Identification and Privilege Card.



(2) Foreign nationals appearing at NAS JAX gates for admittance without the prescribed personnel identification will be referred by the sentry to the Pass Office until identification can be established through the visiting activity.




(a) A competent escort shall accompany foreign nationals visiting an activity.  These nationals are not eligible for a permanent access pass/ID to the installation and so can only be admitted on an individual and separate visit basis with the escort being present.




(b) Any Commanding Officer or Officer in Charge within NAS, who authorizes an unclassified visit by a foreign national to his command or activity, shall provide the required escort.  Foreign nationals shall remain under escort from the time they enter NAS until they depart therefrom.


j.  Law Enforcement Agencies.



(1) Federal Agencies.  All agents of federal investigative or enforcement agencies will be admitted at any hour upon presentation of their credentials.



(2) Civilian Agencies.  Agents of civilian investigative or enforcement agencies appearing at NAS gates for admittance shall be permitted on station under the following conditions.




(a) Hot Pursuit.  In order to prevent NAS from becoming a haven for persons fleeing the authority of the civilian police, it is necessary and desirable to grant authority for units of local law enforcement agencies to enter onto the naval installation without delay when they are in pursuit of fleeing civilian or military violators.




    1. The Director of Security shall instruct sentries that civilian police vehicles are authorized to enter any gate of NAS without 
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delay when it is obvious they are in "hot pursuit" of vehicles, which have entered the gates.  The sentry will immediately notify Police Headquarters whenever a police vehicle is allowed to enter under these circumstances.




    2. Members of the police section will proceed to the scene of activity upon receiving information a civilian police vehicle has entered a gate in order to assist as necessary.




    3. Police Headquarters will notify the CDO.  Upon apprehension of the fleeing violator(s), the station police will determine the status of each violator.





   a. Civilian violators will be escorted off the station by station police and released.  The appropriate civilian authority will be notified of this prior to the actual release.





   b. Military violators will be released to civilian authorities only on the order of the CO, XO, or CDO and after notification of the Base Legal Officer.



(3) Warrants/Interviews.  If civilian police vehicles are not in hot pursuit, the sentry will stop and ask the agent his destination and purpose for entering NAS.  Agents entering NAS for the purpose of making an arrest, serving a warrant, or to interview/interrogate personnel will be directed to the parking lot of Bldg. 9.  The sentry will then notify Police Headquarters of the situation.  Police Headquarters will notify the Investigative Division Supervisor who will arrange escort to the destination and assist as necessary.



(4) Hospital Visits.  Agents entering NAS for the purpose of interviewing patients/witnesses at the hospital will be permitted access.  The sentry will notify Police Headquarters whenever a police vehicle is allowed to enter under these circumstances.  Members of the NAS police will proceed to the hospital in order to assist as necessary.



(5) Unofficial Visits.  Agents entering NAS for personal business are required to have the appropriate identification to enter NAS.  The sentry will refer agents without the appropriate identification to the Pass Office.


k.  News Media.  Representatives of legitimate newsgathering agencies will be given access to NAS for the purpose of covering newsworthy events when compatible with security requirements and subject to the following conditions.



(1) Any news person arriving at the NAS Jacksonville gates will be requested to proceed to the Pass & Decal Office where NAS Jacksonville Public Affairs Officer (PAO) will be notified.  If NAS PAO is unavailable, the COMNAVREG SE PAO, NAS Legal Officer and/or COMNAVREG SE Legal Officer shall be notified.



(2) The PAO or available individual will proceed to the Pass Office and escort all news media personnel.  Travel on NAS Jacksonville will be by 

1-17

NASJAXINST 5530.2B

21 NOV 00

the most expeditious route to and from the location of the news event.  News media personnel shall remain under escort from the time they enter NAS Jacksonville until they depart therefrom.


l.  Contract Personnel.



(1) Activities awarding contracts for work to be performed on NAS Jacksonville shall forward a Notice of Contract Award to commands concerned, with information copies as indicated.  This distribution shall be made in advance of the work starting date in order to facilitate timely issue of passes/IDs.



(2) General and subcontractors will be required to furnish the Pass & Decal Office, Building 9, with the name and sample signature of the representative who will be responsible for obtaining and returning Passes/

IDs.  In the event the authorized company agent is separated from his affiliation with the company or transferred to another job, the company will immediately furnish the Pass Office with the name and sample signature of his replacement.



(3) The authorized company agent will obtain Pass/ID request form from the contracting activity and submit to the Pass/ID Office, three completed and legible Pass/ID request forms for each employee for whom he wishes to obtain a Pass/ID.  At this time, the general contractor will furnish the Pass/ID Office with a complete list of its subcontractors.  In the event a subcontractor is later added, the Pass/ID Office will be notified immediately.



(4) Each company will be responsible for the return of all Contractor Passes/IDs issued to them upon completion of contracts, or when employees are discharged, transferred or resign.  Upon the return of Passes/IDs, the authorized company agent will be furnished with a receipt for the Pass/ID for their records.



(5) In the event a "Contractor Pass/ID" is lost, the authorized company agent will furnish a written report to the Pass/ID Office outlining the circumstances under which the Pass/ID was lost.



(6) If a company has employees alternating between several active jobs, the authorized company agent will furnish the Pass/ID Office with an official letter so stating.



(7) If Vehicle Passes/IDs are required for either company owned or privately owned vehicles, it will be necessary to present the following documents:  registration, proof of required liability insurance coverage and valid driver's license.  A written letter from the company stating that only one person drives the vehicle is needed.



(8) The general contractor will be responsible for the compliance of his subcontractors with instructions set forth herein.



(9) Final payment on contracts will be withheld until all "Contractor Passes/IDs" have been accounted for and the Vehicle Decals/Pass/IDs have been surrendered.
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7.  Vehicle Identification and Movement Control.  Identification and control of personnel is related directly to the identification and control of pri-

vately owned motor vehicles on board activities.  The authority to determine 

the type of identification system used for privately owned vehicles is addressed in reference (d).  The vehicle identification method used serves as a rapid means of identifying the vehicle itself as having authority for being operated and parked on NAS.  It will not be utilized or construed as a means of identifying the driver or any occupant therein.  Identification required of persons traveling in motor vehicles is the same as required of a pedestrian entering or leaving NAS Jacksonville.


a.  Definitions.  The definitions listed are applicable to certain terms used in this chapter and are provided for clarification.

        (1) Station.  Refers to the Naval Air Station, Jacksonville, Florida, its confines, all property under its control, including Defense Reutilization 

and Marketing Office (DRMO); Dewey Park; Yellow Water Housing area; Whitehouse; Rodman and Pinecastle.



(2) Owner.  In reference to motor vehicles, the word "owner" refers to the titled owner of vehicle, persons leasing vehicles and those provided a Power of Attorney, from the titled owner, authorizing them use of their motor vehicle.



(3) Motor Vehicle.  Any vehicle that is self-propelled (not operated on rails or tracks) normally classified as a car, truck or motorcycle.



(4) Motorcycle.  Applies to motorcycles, motor scooters, motorized bicycles (mopeds), and motor assisted two or three wheeled vehicles, with or without pedals.



(5) All Terrain Vehicles (ATV’s).  Includes two, three, and four wheeled motor vehicles primarily designed for off-road recreational purposes, which are not normally registered in the state of Florida.  Use of off-road vehicles aboard NAS Jacksonville is not authorized.



(6) Wheelchairs.  Motorized or manually driven wheelchairs shall be considered as pedestrian modes of transportation for handicapped individuals, therefore, affording those operators the same rights and responsibilities of other pedestrians.



(7) Commercial Vehicles.  Those vehicles which meet the "for hire" requirements of Florida statutes.



(8) Tractors, construction equipment, government-owned riding lawn mowers and yellow gear are not normally licensed for operation on the roadways, but may be driven on station roadways, for short distances to 

move from one work site to another.  These vehicles will be driven as far to the right as practical and vehicles will not be operated on Yorktown Avenue, Birmingham Avenue and Ranger Street during peak traffic hours.



(9) Go-Carts and all other motor vehicles not licensed for operation on roadways, not specifically mentioned above, are prohibited from being operated on station.
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   (10) Peak Traffic Hours are those hours of the work day when the traffic entering or exiting the base is extremely heavy, normally between the hours of 0500-0800 and 1430-1700.


b.  Owner Responsibilities.  The owner of a vehicle is responsible for determining that operators of his vehicle are competent drivers, fulfilling the requirements for vehicle operations on NAS and that the vehicle's use will be proper and lawful.

    c.  Enforcement.  Enforcement of traffic control regulations on NAS Jacksonville, Yellow Water Housing and Whitehouse is a function of the Security Detachment's Operations Division.  All individuals will obey any instruction issued by the police while in the discharge of their duties.  Armed Forces Traffic Ticket (DD Form 1408) will normally be issued to active 

duty personnel, their dependents and civilian employees.  Administrative action will be taken in the form of assessing points, which will affect driving privileges aboard the station.


d.  Vehicle Registration.  The DOD decal is a proper method of identifying vehicles owned by installation residents and for vehicles making daily or frequent visits to the installation.  Vehicle decals must conform with reference (d).



(1) All non-government owned motor vehicles authorized to operate on board NAS Jacksonville will be registered with the Pass and Decal Office.  Procedures outlined are in line with Navy wide procedures in order to provide members with access to other DOD activities.  The following personnel are eligible to register motor vehicles on board NAS:




(a) Military personnel (active duty, reservists, retired members), their dependents, and surviving dependents.




(b) Civilian personnel employed on board the station are allowed to register no more than three POVs for use on the station.



(2) In order to receive Permanent/Temporary/Motorcycle/Registration/

Visitor Pass for use of POVs on station, all military and civilian personnel must provide proof of and maintain the following minimum requirements:




(a) Evidence of ownership by current certificate of registration.




(b) In the case of a leased vehicle, the lease agreement and state registration will serve as "evidence of ownership."




(c) In the case of a borrowed vehicle, the driver must provide a notarized letter signed by the vehicle’s owner authorizing him/her use of the vehicle.



(3) Possession of valid state driver's license.  (Motorcycle operators must have motorcycle endorsement when required by the laws of the issuing state and a motorcycle safety card.)



(4) Military or dependent ID Card or Civilian Employee Identification Pass.  Visitors must have an authorized sponsor.
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(5) Certification that the following is, and will continue to be, in effect, in regard to this vehicle so long as it is registered/driven on board this station.




(a) "That there is motor vehicle personal injury protection and public liability not less than the minimum limits prescribed in the Financial Responsibility Law of the state of Florida and certification by means of an insurance card, policy or binder statement."




(b) "That the vehicle has a sufficient number of seat belts to properly secure all occupants, and that child restraints are used in accordance with Florida State law."

        (6) No decal will be issued to personnel whose registration or insurance policy expires within 30 days.  In these cases, they will be issued a Temporary Pass until expiration of registration or insurance policy.



(7) A Temporary Decal may be issued for up to 30 days to persons who would normally be authorized to receive a decal, but who have a special situation that would preclude issuance of a decal (i.e., temporary tags on vehicle, assigned TAD to NAS, using a rental car).  Temporary Decals may be extended to a period of 180 days in specific cases (i.e., temporary employees, command leasing vehicle, etc.) as determined by the Director of Security or his designated representative.



(8) Motorcycle operators must have completed the Motorcycle Safety Foundation (MSF) Motorcycle Rider Course – Riding Street Skills (MRC-RSS) and have in their possession a MSF Certificate or MSF Completion Card showing completion date.  The following are special restrictions, which apply to the registration of motorcycles.




(a) Temporary Decals will not be issued for motorcycles.




(b) Visitor Passes will only be issued for motorcycles on the day of MRC-RSS.  Only those persons registered for the MRC-RSS course on that day will be issued a Visitor Pass for a motorcycle.

            (c) Persons awaiting an MRC-RSS course may be issued a temporary decal until class convening date at the Pass & Decal Office.


e.  Decal Issue Procedures.  Upon registration of POV by authorized personnel, a DOD Decal (DD Form 2220), expiration date stickers and a color 

coded activity strip will be issued.  The decal number will become a part of the vehicle registration record.  DOD Decals are issued using the following procedures.



(1) The expiration date stickers will be issued with the numbers 1 through 12 to represent the corresponding months (i.e., 1 represents January, 2 represents February, etc.).  Facing the decal, the month sticker is to be attached adjacent to the immediate left of the DOD Decal.



(2) A date sticker with a number 0 through 9 to represent the last digit in the expiration year, (i.e., 9 is 1999, 0 represents 2000, 1 represents 2001, etc.).  Facing the decal, the year sticker is to be attached adjacent to the immediate right of the DOD Decal.
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(3) The activity strip is to be attached directly below and touching the DOD Decal.  The activity strip colors are issued as follows.




(a) Blue Activity Strip.  Issued to officers, retired officers, their dependents, and surviving dependents.





1. For officers, grade 06 and above, the appropriate grade insignia will be issued with the DOD Decal.





2. Commanding Officers of units at NAS will be issued a CO decal for use in conjunction with their DOD Decal upon request.




(b) Red Activity Strip.  Issued to enlisted, retired enlisted, their dependents, surviving dependents, O/C students and midshipman.




(c) Green Activity Strip.  Issued to DOD employees with Red Activity Passes and/or Optional Form 55.




(d) White Activity Strip.  Issued to vendors and contractors employed aboard NAS Jacksonville.

        (4) The DOD Decal is not transferable to any other vehicle.  It is

not permissible to acquire a DOD Decal for an unauthorized person.


    (5)
DOD Decals will be issued for a maximum of three years, not to

exceed the expiration dates of military/civilian identification cards/

activity passes, whichever comes first.  Service members being transferred to fleet reserve or retiring may be issued a DOD Decal for the three-year maximum.


    (6) At the expiration of the DOD Decal, application may be made to

renew/replace the decal by those persons continuing their employment at NAS.  Decal Office personnel will determine whether or not the DOD Decal requires replacement.


    (7) Resident commands will ensure that all personnel reporting to or being detached from their activity check in/out at the Pass and Decal Office.



(8) Notification of change in vehicle identification.  It shall be 

the responsibility of the person to whom a DOD Decal is issued to notify the Pass and Decal Office immediately upon change in the vehicle's ownership, registration or color.  If the vehicle is sold or otherwise disposed of, the DOD decal shall be turned in to the Pass and Decal Office immediately.

        (9) Placement of Decals.  On cars and trucks, DOD Decals will either be attached to the top center of the windshield, visible directly ahead, or bottom left portion of driver’s front window.  On motorcycles, DOD Decals will be attached on the left front fork, or in permanently mounted windshield.  Decals shall be permanently attached to the vehicle, not on metal plates or otherwise removable fixtures, using the adhesive strip on the decals.


f.  Termination of Registration.  The Director of Security will cancel vehicle registration when any one of the following situations exists.
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(1) The owner fails to comply with registration requirements or conditions.



(2) The owner sells or otherwise disposes of the vehicle, is released from active duty, is separated from the service or terminates civilian employment.



(3) The owner is other than active duty, retired, or surviving dependent, or civilian employee and discontinues regular operation of the vehicle on the air station.


g.  Decals to be Removed.



(1) Military personnel being discharged or released from active duty (this section does not apply to personnel retiring from active duty) must report to the Decal Office in order to update vehicle registration records, and removal of DOD Decal.



(2) Civilian employees who terminate employment aboard the Naval Air Station (except) retired military).  



(3) Upon the sale, transfer of title or other disposal of a registered vehicle.



(4) Decals on vehicles no longer meeting station registration requirements.



(5) Those decals which Security personnel have determined to be unreadable or damaged.



(6) For cause, under the authority of the Director of Security, or his designated representative.


h.  Obscene Bumper Stickers.  Any language or material that is blatantly offensive as measured by the community or normally accepted social standards 

will not be tolerated on board NAS.  Reference (g) states - No person will proffer, sell, or exhibit, display or distribute any lewd, lascivious, or obscene writing, drawing or photograph.  NAS will enforce the prohibition of Obscene Bumper Stickers on board the station.  Failure to remove the stickers will result in scraping of Base Decals and loss of base driving privileges.


i.  Decals Not to be Removed.



(1) Military personnel transferring to another military station for duty have 30 days after arrival at a new permanent duty station to register their vehicle.



(2)
Military personnel being retired with pay will change the vehicle registration to reflect their retired status, and address if applicable.



(3) Married personnel transferring to another military command leaving their families in the local community will change their vehicle 

registration record to reflect the dependent driver's address and the new duty station of the military member.
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(4) Personnel transferring to another command on board NAS will change vehicle registration records at the Decal Office to reflect their new command.



(5) The only persons authorized to remove decals are the registered owners of the vehicle and Security Detachment personnel in the performance of their duties.

8.  Visitor Control.  A One-Thirty Day Visitor Pass, displayed on the dashboard or the windshield of a vehicle so as not to obscure the driver's vision, will be used as a temporary means to identify a visitor's vehicle.  In addition to the administrative information contained on the card, the following warning statements shall be included.


a.  Acceptance of this pass.  Gives consent to search this vehicle while entering, aboard or leaving this station; certifies that you are in possession of a valid driver's license and vehicle registration; and that you have in your vehicle, proof of personal injury protection and bodily injury insurance not lower than the minimum requirement of the State of Florida.


b.  Commercial Vehicles.  Commercial vehicles, including busses, are authorized entry by permanent registration or visitor control methods.  Normal search and identification verification procedures and additional local precautions will be applied to prevent unauthorized material or personnel being introduced into or removed from the installation.


c.  Government-Owned Vehicles.  The guidance and instructions contained in this chapter as they relate to motor vehicle identification does not apply to government-owned vehicles which are provided with other means of identifi-cation.


d.  Honoring of Vehicle Identification.  Since military personnel will generally have personal requirements to enter nearby military activities in their private automobiles, the honoring of DOD vehicle identification media issued to military personnel by other activities is allowed.


e.  Emergency Vehicles.  Emergency vehicles, ambulances, fire equipment and police vehicles will be granted access at all times while on official duty.

9.  Licensing and Registration.

a.  No person may operate a privately-owned motor vehicle on NAS who does not possess a valid state operator's license nor has any disability that would prohibit driving a vehicle on the state highways.


b.  All POVs will bear a valid, current license evidencing proper registration and the right of operation on the highways.


c.  No person may operate another person's privately owned motor vehicle on NAS without having authorization from the registered owner, the vehicle registration card, and a valid state operator's license.
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d.  False Certification of Insurance.  Any person who falsely certifies in writing the possession of liability insurance as required will be guilty of an offense.  Such cases will be referred to appropriate agency for disciplinary action.  Additionally, driving privileges on NAS will be revoked.

10. Traffic Control.  The Director of Security will control admission to the station.  Personnel may be admitted to the station as follows.


a.  In any vehicle other than a common carrier, it is the responsibility of the owner to ensure that no person is admitted to the Naval Air Station in his/her vehicle who would not otherwise be permitted to enter.


b.  Unless otherwise ordered, it is the responsibility of the operator of a government vehicle to ensure that no person is admitted to the Naval Air Station in that vehicle who would not otherwise be permitted to enter.


c.  Individuals or activities receiving visitors by boat, small craft or private aircraft shall notify the station police, 542-2662, of the time of arrival of such visitors.  In addition to this notification, personnel receiving guests by boat shall advise their guests that all damages incurred by the craft when approaching the reservation and/or docking will be absorbed by the craft's owner and/or user who will be held responsible for all damages on, or to, government property.  Private boats may only land at the marina and housing.


d.  Traffic Laws and Regulations.  The traffic laws of the state of Florida are applicable on the station and are enforceable through the application of Florida Statutes prosecuted under the Assimilative Crimes Act, Title 18 USC 13.  Regulations herein stated shall also apply to all motor vehicles operated on and/or registered on the station.



(1) Search of Vehicles.  All vehicles are subject to inspection and search by members of the security force, while said vehicle is entering, exiting or aboard the station.



(2) Unannounced Spot-Checks.  Station police officers conduct periodic unannounced spot checks of base traffic at strategic locations.  The checks consist of motor vehicle inspection, examination of items required for station vehicle registration, seat belt usage and security police checks for other official purposes.



(3) Trash and Rubbish.  Littering, dumping or scattering of trash or rubbish on NAS is prohibited.



(4) Obstruction Between Driver and Driving Mechanism.  No person or passenger in a vehicle shall ride, or be permitted to ride, in such a position as to interfere with the driver's view ahead or to the sides.



(5) Driving on Sidewalks.  No person shall drive any vehicle upon a sidewalk, except a permanent or authorized temporary driveway.

        (6) Limitations in Backing.  The driver of a motor vehicle shall not back the vehicle unless such movement can be made with safety and without interfering with other traffic.  Prior to backing any vehicle, the driver
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personally will make certain that the way is clear and that there are no oncoming vehicles from the right or left, which will interfere with, the operator's proper backing.  If the driver does not have a clear view to the rear, right and left of the vehicle from the position in the driver's seat, he will, immediately prior to backing, walk to the rear of his own vehicle to 

ascertain if he can back with absolute safety.  When possible, driver shall utilize a director to assist in backing.



(7) Vehicles Turning Left at Intersection.  The driver of a vehicle, intending to turn left, shall yield the right of way to vehicles approaching from the opposite direction, which are so close as to constitute an immediate hazard.  With the exception of the Main Gate area, left turns against three lane traffic flow are not permitted from Yorktown Avenue during peak traffic hours unless installed traffic lights provide protected left turns.  Signs are posted above the traffic signal indicating a delayed signal for left turns.



(8) Right Turn on Red Traffic Signal.  The operator of a vehicle may, after stopping at a red signal and ascertaining that a right turn can be made safely, turn right on a red signal.



(9) Emergency Vehicles.  The driver of any authorized emergency vehicle shall not assume any special privilege under this instruction, except when responding to an emergency call.  Upon approaching a red light, stop signal or any stop sign, the operator shall slow down as necessary for safety, but may proceed very cautiously past such red light or stop signal.  This right of way shall not be assumed by the operator of any emergency vehicle and shall be asserted only when vehicles that would possess this right, have yielded their right of way to the emergency vehicle.


   (10) Driving While Under the Influence of Alcoholic Beverages, Narcotic Drugs, Barbiturates or Stimulants.




(a) It is unlawful for any person to operate a motor vehicle while under the influence of alcoholic beverages, marijuana, narcotic drugs, glue, barbiturates, central nervous system stimulants, hallucinogenic drugs, or any other drugs when affected to the extent that their normal faculties are impaired, or to drive or be in the actual physical control of any vehicle while under the influence of such drugs.




(b) Those persons, by accepting the privilege of operating vehicles on NAS or in the state of Florida, are deemed to have given consent to a breath test performed according to methods approved by the state.  Drivers with Blood Alcohol Content above legal driving limits will result in revocation of station parking and driving privileges for not less than one year.




(c) Persons whose consent is implied, and who are so incapacitated as to render impractical the administration of an approved breath test, shall be transported to the hospital for an approved blood test.

Refusal to submit to either test will result in an automatic one-year revocation of the individual's station parking and driving privileges.  One- year revocation applies to both on and off station refusals to submit.
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(d) Persons suspected of driving while under the influence of drugs, other than alcohol, may be requested to submit to a blood or urine test to determine whether they are under the influence of drugs.  Refusal to submit to an approved test will result in automatic indefinite revocation of station parking and driving privileges.




(e) Persons may not operate or ride as a passenger in any vehicle with an open container of an alcoholic beverage while on NAS.  Security personnel are authorized to stop vehicles and have beverage container(s) removed, and deny access to the station.  This in no way deprives security personnel of the authorization to issue a traffic citation to violators.




(f) Vehicles driven by a person detained for DUI/DWI offenses will not be released to the driver for at least eight hours after the incident.  Vehicles will be inventoried and placed in the impound lot or released to a person designated by the driver/owner.

            (g) As a safety precaution, medical personnel will be summoned to exam any person blowing a .25 or higher on the Breathalizer.

            (h) The Director of Security will be notified immediately of all DUI’s involving non-active duty personnel.

11. Driver Responsibilities.


a.  All operators of U.S. Government motor vehicles are responsible for:



(1) Safety of their passengers.



(2) Security of the cargo.



(3) Safe operation of the vehicle.



(4) Ensuring all safety devices of the vehicle is in proper working condition.


b.  The driving record of operators of U.S. Government motor vehicles will be charged with accidents and injuries occurring while operating such vehicles.  The operator will have supervisory authority over passengers entrusted to his care and for the safe loading of cargo.  Supervisors shall ensure operators are aware of the above responsibilities and adhere to them.


c.  The operation of any privately owned motor vehicle on this activity constitutes a conditional privilege extended by the Commanding Officer.  Any individual who desires that privilege shall meet the following sustaining requirements.



(1) Comply with station requirements for registration of private vehicles. 






(2) Exhibit proof of vehicle ownership and state registration upon request by Security Detachment personnel who are in the performance of their duties.
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(3) Exhibit a valid state driver's license upon request.



(4) Exhibit, on the vehicle, a current state motor vehicle inspection sticker when required by law or regulation.



(5) Comply with station requirements and Florida Statues for motor vehicle operation.



(6) Exhibit certification of compliance with Florida financial responsibility requirements as required.



(7) Consent to a breathalyzer test for Blood Alcohol Content when suspected of driving while under the influence of alcoholic beverages or other drugs.


d.  Vehicle Registration Records.  The record of Motor Vehicle Registration maintained by the Decal Office provides data pertinent to the registrant (social security number, name, rank/rate, command and address), a listing of the vehicles owned and registered for use on the station, and a record of traffic and parking violations assessed to the registrant.  Such information is covered by the Privacy Act of 1974.

12. Traffic/Parking Violations.


a.  Records of Violations.



(1) Will be updated by the Traffic Hearing Officer or his designated representative.



(2) Records of traffic and parking violations will be available to cognizant Commanding Officers and OICs upon written request.



(3) Records of reports/violations and points assessed at other bases will be used when figuring cumulative points.



(4) Suspensions and/or revocations levied at other stations will be honored at NAS.


b.  Processing of Traffic Violations.



(1) Traffic violators are issued Armed Forces Traffic tickets.  All Armed Forces Traffic Tickets issued by Security Detachment personnel for moving violations shall be referred to the Traffic Hearing Officer, designated by the Commanding Officer, Naval Air Station Jacksonville, for action.



(2) The Traffic Hearing Officer will assess points, assign Driver Improvement Courses, and recommend suspension/revocation of driving 

privileges, as an administrative action, based on available information.

Notification of points assessed, assigned administrative action, and total

points accumulated will be mailed to the violator via his/her chain of command.  Notification letters for civilians/dependents receiving traffic citations will be mailed to their current address and/or employer/sponsor.
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(3) Violations of a serious nature will be forwarded to the United States Attorney or local state attorney’s office for appropriate action.



(4) The Traffic Hearing Officer will conduct a hearing at the request of the cited individual.  Requested hearings shall be scheduled by contacting 

the Traffic Hearing Officer, 542-4531.  The Traffic Hearing Officer's recommendation will be forwarded to the Commanding Officer, Naval Air Station.  Personnel wishing to appeal the findings of the Traffic Hearing Officer may submit a written appeal to:  Commanding Officer, Box 2, Naval Air Station, Jacksonville, Florida  32212-5000.


c.  Traffic Control Penalties.  The traffic point system applies to civilian employees, military personnel and dependents that operate government vehicles or privately owned vehicles on the station.


d.  Procedures.  Upon notification of individuals receiving an Armed Forces Traffic Ticket, the Traffic Hearing Officer shall assess points against the offender's driving record in accordance with the traffic point’s assessment schedule.  The Traffic Hearing Officer will establish a station driving record for offenders not having a station driving record (i.e., family members of military members, drivers of contractor personnel, etc.).  The overall responsibility for actions of military dependents will remain with the sponsor and failure to ensure compliance will result in the assignment of penalties incurred by dependents to the sponsor.  The Traffic Hearing Officer shall take the following action in each traffic violation, which requires assessment of points:



(1) Accumulation of Six Points During a 12 Month Period.  Notify the individual, via his Commanding Officer, that he is assigned to attend the NAS Driver Defensive Course as a result of assessment of six traffic points against his driving record.  Individuals involved and found to be at fault in an accident on the station are automatically scheduled to attend the course in addition to any punitive action taken under the UCMJ or by the U.S. 

Federal Magistrate or states attorney’s office.  The determination of fault is based on the best available information and is appealable as outlined in this chapter.



(2) Accumulation of 12 Points during a 12 Month period or 18 Points during a 24 month Period.  On receipt of 12 points within 12 months or 18 points in a 24-month period, the offender's driving privileges will be suspended for a period not less than six months.  Point accumulation will remain in effect on an offender's driving record for 24 consecutive months.  The privilege to drive on station may also be suspended for repeated nonmoving violations and noncompliance with conditions requisite to granting the station driving privilege.  Any person who is apprehended driving on station while his driving privileges are suspended or revoked will have the 

suspension or revocation period extended by a period of not less than two years.  Driving privileges of continual offenders will be revoked indefinitely.


e.  Restricted Person Decals.  Procedures for issuance of DOD Decals to the spouse of active duty, or retired military member whose station driving privileges have been suspended/revoked are as follows:
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(1) Active duty military members must initiate/route a special request/authorization through his chain of command, explaining the hardship imposed as a result of his decal being removed.



(2) Upon command approval, the member and spouse must present themselves to the Traffic Hearing Officer with their command’s approved request, and other required documents to receive a decal.



(3) Upon completion of the required documents, the spouse will be issued a decal in the sponsor's name under the restricted decal policy, which identifies the gender of the suspended individual.  Upon issuance, both will be informed that if the restricted driver operates the vehicle on station, the spouse and the member will both lose their driving privileges with an additional two year suspension added to the suspension already in effect.



(4) Retired military members whose driving privileges have been suspended should address a letter to:  Commanding Officer, Box 2, Naval Air Station, Jacksonville, Florida  32212-5000, explaining the hardship and requesting issuance of restricted member decal.  Upon receipt of authorization, follow the above procedures.



(5) In the case of a civilian employee whose spouse is also a civilian employee, the procedures in paragraph 10e(4) above apply.


f.  Suspension/Revocation of Driving Privileges.



(1) Violations, which when committed, will result in a mandatory indefinite revocation of driving privileges such as introduction of an illegal controlled substance onto the station in a motor vehicle.



(2) Violations, which when committed, will result in a mandatory one year revocation of driving privileges are:




(a) Manslaughter (or negligent homicide by vehicle) resulting from the operation of a motor vehicle.




(b) Driving or being in actual physical control of a motor vehicle while under the influence of intoxicating liquor.  Blood Alcohol Content (BAC) of .08 percent or greater.




(c) Refusal to submit to chemical test (implied consent).




(d) Driving a motor vehicle while a habitual user or under the influence of any narcotic, or while under the influence of any other drug to a degree rendering him incapable of safe operation thereof.  Additionally, anyone identified as a drug abuser or apprehended on or off base for any type 

of illicit drug activity will, upon conviction, or a finding tantamount to a conviction, have their driving privileges suspended and their DOD Decal scraped from their POV.




(e) Any felony, in the commission of which, a motor vehicle is used.




(f) Fleeing the scene of an accident in which there is death or personal injury.
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(g) Perjury or making false affidavit or statement under oath to responsible officials or under law or regulations relating to the ownership or operation of motor vehicles.




(h) Unauthorized use of a motor vehicle belonging to another which act does not amount to a felony.




(i) Commission of an offense for which mandatory revocation is required on conviction.



(3) Violations, which when committed, will result in a suspension of driving privileges for a period of six months, but not more than one year.




(a) Is incompetent to drive a motor vehicle (e.g., mental, physical impairment and attempting to/or operating a motor vehicle.




(b) Has committed an offense in this state or any other state which, if committed on the installation, would be grounds for suspension or revocation.




(c) Has permitted or committed an unlawful or fraudulent use of an official driver's license, Identification Card or DOD Decal.




(d) Has been convicted or found guilty of attempting to elude a police officer.



(4) Violations, which when committed, result in suspension of driving privileges until the discrepancy is corrected.




(a) Failure to display documents required for vehicle registra-

tion when asked to present them by Security Detachment personnel in the performance of their duties.




(b) Failure to correct discrepancies listed on Armed Forces Traffic Ticket, DD Form 1408, within the stated period of time.


g.  Driving on any military installation after driving privileges have been suspended or revoked will be treated as a violation of Article 92 of the UCMJ.

h. Violations and Points.
Violations
     
                






Points

Driving vehicle impaired (consumption of alcohol more than

.05 percent but less than .08 percent).
                                 6

Exceeds stated speed limit or speed too fast for conditions:

   1 to 10 miles per hour over posted speed limit.
                     3

   11 to 15 miles per hour over posted speed limit.
                     4

   Over 15 but not more than 20 miles per hour over posted speed limit.
   5

   Over 20 miles per hour over posted speed limit

   

   6

1-31

NASJAXINST 5530.2B

21 NOV 00

Failure to obey mechanical traffic signals or traffic instructions

of an enforcement officer or traffic warden, or any official

regulating a traffic device requiring a mandatory stop, yield right

of way, denial of entry, or required direction of traffic.                 4

Failure to stop for school bus or school crossing signal.         
   4

Failure to yield (no official sign involved).


               3

Failure to yield right of way to emergency vehicle.

               4

Fleeing the scene of an accident.

                                 6

Following too close.






                     4

Improper overtaking.






                     3

Improper passing. 






                           4

Improper turning movements (no official sign involved).
               3

Operating a motorcycle without proper safety equipment:

   First offense:  2 Points

   Second offense:  30 day Suspension and removal decal dates,

                    DOD sticker, and retain MSF MRC-RSS Card

                    until end of suspension.

   Third and subsequent offenses:  1 Year Suspension

Operating a motorcycle without an approved helmet:

   First offense:  A written warning.

   Second offense:  Motorcycle driving privileges will be revoked for

                    six months.  

   Third offense:  An additional 2-year revocation of driving privileges.

   NOTE:  In order to regain base motorcycle driving privileges prior to

the end of any revocation, you must retake the motorcycle safety course.

Also, proof of a proper helmet must be provided prior to reinstatement of

station driving privileges.  (Refer to NAS JACKSONVILLE msg 201630Z JUN 00).

Operating an unsafe vehicle.





               2

Operating vehicle without seat belts in use (additive 

to points on other violations).






         2

Other than moving violations (involving driver behavior only).             3

Owner knowingly and willfully permitting another to operate

their vehicle when physically impaired.



               6

Possession of open container (alcoholic beverage).

               3
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Reckless driving (willful and wanton disregard for the safety

of persons or property).





                     6

Speed contests/exhibitionist.





               6

Speed too fast for traffic conditions.



               2

Speed too slow for traffic conditions.



               2

Driver involved in accident is deemed responsible (used only as

additive to points assessed for a specific violation).
               4

   (1) No points are assessable in lieu of revocation.

   (2) When two or more violations are committed on a single occasion, assessment of points will be for the one offense having the greater value, unless offense is specifically stated to be additive.

   (3) Flagrant violations as determined by the Traffic Hearing Officer constitutes awarding of double points.


i.  Vehicle Parking Violations.



(1) Resident commands and departments assigned and utilizing station parking lots and parking areas shall appoint responsible persons to act as "Parking Lot Controllers."  The command or department shall provide in writing to the Security Detachment, the controller's name, command or department assigned, division, signature sample and telephone number.  This listing will be submitted semi-annually during May and September in the format of Appendix II, Exhibit H.



(2) Resident commands and departments are responsible to procure Armed Forces Traffic Tickets, FSN 0102-LF-001-4080.  The authority to write and issue Armed Forces Traffic Tickets for parking violations is granted to Parking Lot Controllers and Security personnel and cannot be delegated.



(3) Parking Lot Controllers shall tour their assigned parking lots and/or areas regularly in order to discover parking violations.



(4) When a parking violation is discovered, the Parking Lot Controller shall issue an Armed Forces Traffic Ticket in triplicate.  The original and number two copy are to be forwarded within seven days to the Traffic Hearing Officer.  The third (pink) copy will be given to the violator.  In the violator's absence, the Armed Forces Traffic Ticket will be placed on the violator's vehicle.



(5) The Security Detachment will maintain a "parking violation file."  Upon receiving the copies of the Armed Forces Traffic Ticket, the Traffic Hearing Officer will identify the violator from the vehicle registration

files and compile any existing past parking tickets.  Records of parking violations will be maintained for a period of one year.



(6) The following action will be initiated against parking violators.
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(a) First offense:  Warning will be placed in violator's decal

                                record.




(b) Second offense:  Warning will be placed in violator's decal

                                 record.




(c) Third offense:  A warning letter will be sent to the

                                violator.




(d) Subsequent offenses:  Driving privileges will be suspended

                                      for 30 days.




(e) An additional 30 days will be added for each offense over four within a 12-month period.




(f) Parking in any space reserved for Flag Officers, Captains, Commanding Officers, Executive Officers, Sailor of the Year (SOY), spaces reserved and marked for handicapped persons, designated fire lanes and within 15 feet of a fire hydrant is prohibited.  Violators are subject to having driving privileges suspended for a period of not less than 15 days.


j.  Procedures for Violations Committed on Bicycles, Skateboards and Push Power Scooters.  Persons found in violation of regulations concerning bicycles, skateboards, and push powered scooters are subject to the following action.



(1) In the case of military dependents, the police officer will escort the offender to his/her sponsor.



(2) An Armed Forces Traffic Ticket will be issued citing the nature of the infraction and the offender's name.  The dependent's sponsor will be listed in the comment/remarks section of the Armed Forces Traffic Ticket.



(3) The military sponsor will be issued the Armed Forces Traffic Ticket when one of his/her dependents is the offender.



(4) If the offender is active duty military, he/she will be issued the Armed Forces Traffic Ticket.



(5) The police will forward the original (white) and first (yellow) copy to the Traffic Hearing Officer in accordance with standard operating procedures for issuance and disposition of Armed Forces Traffic Tickets.



(6) The Traffic Hearing Officer will maintain records of bicycle, skateboard and push powered scooter violations as part of the individual's driving record.  The following action will be instituted in the case of bicycle, skateboard, and/or push powered scooter violations.




(a) The first and second violations will be issued as warnings.




(b) Third and subsequent violations will result in a letter to the Housing Office for action, the individual's Commanding Officer (or OIC,

with a copy to the individual stating the nature of the violation and the accumulated number of bicycle, skateboard, or push powered scooter related violations.
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13. Driver Improvement.


a.  Driver Defensive Course (DDC).  The purpose of driver improvement training is to improve the quality of motor vehicle operation, and prevent personnel/property damage.  The training is designed to generally improve driver performance, knowledge of station traffic regulations, state traffic 

laws and correct the driving habits of any civilian or military driver who has been identified as a "problem driver".  This course will be taken at the member’s expense by a Florida state certified agency.



(1) The Director of Security or his designated representative will assign personnel to the DDC.



(2) Failure to attend an assigned DDC will result in a suspension of driving privileges until proof of completion is presented to the Traffic Hearing Officer in Building 9.

14. 911 Calls Procedures.


a.  Purpose.  To establish a procedure for the proper response to an emergency 911 call.  NAS has access to the Advanced Life Support System (ALS) 

which is provided by Jacksonville Fire Rescue.  This service is commonly known as 911 Rescue.  This service is limited to life threatening medical emergencies such as; suspected heart attack, life threatening trauma or persons collapsing and losing consciousness. Due to the severity of these emergencies, it is imperative that emergency personnel respond promptly.


b.  Jacksonville Fire Rescue, once contacted will then dispatch an ALS rescue unit and notify NAS Jacksonville Fire Rescue that an ambulance is enroute.


c.  NAS Jacksonville Fire Rescue will then immediately dispatch a vehicle to the scene and notify the following.



(1) Branch Medical Clinic will dispatch a Basic Life Support (BLS) ambulance to the location.



(2) Base Security will meet the ambulance at the Main Gate; provide clearance to enter base; and escort to location.


d.  Exception.  If the ALS unit arrives at the Main Gate before the patrol unit and informs the guard of medical emergency, the; 



(1) Sentry will assist with directions, if necessary; obtain the ALS unit identification number and pass the unit through the gate.



(2) Sentry will radio the dispatcher (Alpha 1) that an emergency ALS vehicle is on station, its identification number and designation.



(3) Dispatcher then dispatches patrol unit to intercept the ALS unit and or meet with ALS unit at emergency scene.


e.  In cases where an ALS ambulance is not necessary as determined by Jacksonville Fire Rescue Dispatcher, the NAS Jacksonville Fire Rescue will
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contact the Branch Medical Clinic who will proceed to dispatch a BLS ambulance from the clinic.  NAS Jacksonville Fire Rescue will also dispatch a vehicle as indicated.


f.  Emergency Trip in Privately Owned Vehicles.  All privately owned vehicles on entering the Naval Air Station on an emergency shall conform to the following.



(1) Come to a complete stop at the gate.



(2) Turn on headlights and emergency flashers to signify an emergency during daylight.



(3) Identify the emergency to the gate sentry.



(4) Comply with the posted speed limits.



(5) The gate sentry will allow the vehicle to proceed to the hospital and notify the base police the nature of the emergency, destination, the driver's name and license number of the vehicle.



(6) Emergency vehicles will not escort private vehicles to hospital utilizing emergency signaling equipment (i.e., emergency lights and sirens).  This does not preclude the use of government vehicles in leading a private vehicle to the hospital.

15. Auto Safety Belts/Child Restraint Device.  All personnel, operating or riding in motor vehicles on base, are required to wear safety belts.  Gate sentries are authorized to ensure compliance of this requirement prior to allowing entry to the Naval Air Station.  Station police are authorized to issue traffic citations for violations.


a.  In accordance with Florida Statutes and Naval Instructions, every operator of a motor vehicle while transporting a child in a passenger car,

van, or truck operated on the roadways, streets, or highways of this state and installation, shall, if the child is five years or younger, provide for the protection of the child by properly using a crash tested, federally approved child restraint device.  For children through three years of age, the restraint device must be a separate carrier.  For children aged four through five years, a separate carrier or seat belt may be used.


b.  Personnel who cannot wear seat belts due to a medical condition shall have in their possession a certified doctor's statement for presentation to Security Detachment personnel, stating that a condition exists which precludes their wearing seat belts.


c.  Personnel who wish to operate a vintage motor vehicle on station shall have appropriately installed seat belts regardless of antique status, personal convenience or preference.

16. Repair of Vehicles.  Major overhaul and repair of private vehicles (including motorcycles), to include oil changes, radiator and body repair, is 

prohibited except at authorized Navy Exchange and hobby shop facilities.

Minor motor tune-ups (carburetor adjustments, points, spark plugs, fan belts
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and tire changing) are permitted in authorized parking areas.  If emergency repairs are required in the parking lots or streets, proof of ownership shall be available and presented upon request of law enforcement personnel.


a.  Pushing/Pulling Vehicles.  No government vehicles shall be used to push another vehicle nor shall a private vehicle be used to push a government vehicle.  Damaged or inoperative private vehicles may be towed in the following method.  Chain or cable (not exceeding 15 feet from one vehicle to the other) may be used to pull a disabled vehicle.  Any chain or cable used to pull another vehicle shall have attached to it, in the center, a white flag or cloth not less than 12 inches square.


b.  Use of Jumper Cables.  Government vehicles will not be used to "jump start" other vehicles using battery cables, jumper cables, or any other similar devices nor will these devices be used to "jump start" government vehicles with the exception of approved equipment operated by PWD Motor Pool Maintenance personnel in the performance of their duties.

17. Motorcycles, Motor Driven Cycles and Bicycles.


a.  When operated aboard NAS, motorcycles and motor driven cycles must be equipped with proper lights, horn, mufflers and mirrors.  The headlight must 

be turned on at all times of operation.  Motorcycles and motor driven cycles will not be operated in any area not designated for use by vehicular traffic.  They may overtake and pass slower moving traffic, but shall not dart between 

and around other vehicles.  They must give the same hand/turn signals, indicating their movement to traffic in rear, as applicable to drivers of automobiles.


b.  No person, other than the operator, may ride as a passenger on a motorcycle, motor scooter, motor bicycle (moped) or bicycle except when the vehicle is equipped for carrying a passenger as a normal condition.  Any

person riding as a passenger or driving such vehicles shall ride on a seat permanently attached to the vehicle and specifically designed to carry the riders in a safe manner.  Foot pegs must be provided for any passenger.


c.  All personnel, military or civilian, who operate or ride as a passenger on a motorcycle on board NAS will, as a minimum, wear the following protective equipment.



(1) A DOT approved crash helmet.  Helmets will be worn on the head with the chinstrap properly fastened.



(2) Eye protective devices.  Eye protective devices are defined as impact resistant eyeglasses, goggles or face shield attached to helmet.  Windshield or fairing is not considered to be proper eye protection.



(3) Hard sole shoes with heels or hard sole boots.



(4) Retro-reflective vests.


d.  As an added safety precaution and with due regard given to environmental conditions, cyclists are encouraged to wear the following items of clothing.
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(1) Over-the-ankle shoes/boots.



(2) Long sleeved shirt or jacket.



(3) Long trousers.



(4) Full fingered leather gloves.


e.  A moped or similar device propelled by pedal activated motor with the manufacturer's certified maximum rating of 1-1/2 brake horsepower shall not be operated by any person under the age of 15 years and shall not be operated at speeds in excess of 25 mph.  A state driver's license and tag are required to operate a moped on station.



(1) In accordance with Florida Statutes, persons age 15 can be issued a "Restricted Driver's License."  Those persons issued a restricted driver's license may operate mopeds and motor scooters on station during daylight hours only.



(2) In order to operate mopeds and motor scooters on the station, they must meet the same registration requirements as motorcycles, including the operator's completion of MDDC.



(3) Mopeds and motor scooters shall not be operated on established bicycle trails/paths and footpaths or sidewalks.


f.  Off road courses or tracks are not authorized aboard NAS Jacksonville.


g.  Bicycles.  A person riding a bicycle on station streets and roadways shall be granted all rights and shall be subject to all responsibilities applicable to the driver of a motor vehicle, except for those rules which, by their nature, have no application.  Bicycles shall be used to carry no more persons at one time than the number for which they are designed.  The sidewalk on the south side of Yorktown Avenue is designated a bicycle/ pedestrian path from the Main Gate to Wasp Street.  When operated on station 

streets, bicycles shall be ridden as near to the right side of the roadway as practicable.  Bicyclists shall proceed with the traffic, not against it and exercise due caution when passing a standing vehicle or one proceeding in the same direction.  Bicycle riders shall not ride more than one abreast.  They shall keep at least one hand on the handlebars when the bicycle is in motion.  A front white driving light and a red rear light and red reflector shall be installed for use after dark.  Bicycles shall not be permitted on Yorktown Avenue, except on the designated bicycle/pedestrian path and Birmingham Avenue, east of Allegheny Road.  Bicyclists must obey all traffic signaling devices.



(1) Prescribed lights will be permanently affixed to the bicycle.  Lights must meet requirements of Florida state statutes.



(2) Flashlights tied or strapped to a bicycle will not be accepted as installed lights.
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18. Skateboard, Roller Blades, Skates, and Push Power Scooters.  Due to the hazard posed in operating skateboards, roller blades, skates, and push powered scooters, the following rules will apply to those owning and operating skateboards, roller blades, skates, and push powered scooters on board the station.


a.  Skateboards, roller blades, skates, and push-powered scooters will not be ridden on main thoroughfares or in industrial areas to include.



(1) Yorktown Avenue



(2) Birmingham Avenue



(3) Albemarle Avenue



(4) Mustin Road



(5) Hurricane Drive



(6) Allegheny Road



(7) All streets and avenues East of Allegheny Road and North of Birmingham Avenue with the exception of those streets off of Allegheny Road in Allegheny housing area.


b.  Operators of skateboards needing to cross main thoroughfares will dismount and carry their skateboard, using pedestrian crosswalks.


c.  Operators of push powered scooters needing to cross main thoroughfares, will dismount and push the scooter, using pedestrian

crosswalks.


d.  Operators of skateboards and push-powered scooters will give pedestrians the right-of-way.


e.  Skateboard ramps will not be constructed or utilized on any street on board this station.  Ramps may be used in driveways, provided streets and sidewalks are not used as landing areas.


f.  Skateboards, roller blades, skates, and push powered scooters will not be used in any areas on the station that will hazard the operator, drivers of motor vehicles, or interfere with military operations.


g.  Skateboards, roller blades, skates, and push-powered scooters will not be ridden inside buildings.


h.  In the case of military dependents, the military sponsor is responsible to ensure compliance with the above.

19. Speeds.  Regardless of the maximum speed limits prescribed by this manual, vehicles must be operated at such speeds and under such control as

will ensure at all times their own safety against injury or damage as well as against injury or damage to other vehicles or pedestrians.  Right-of-way may not be asserted at risk of damage or injury of any sort.
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a.  Speed Restrictions.  No person shall drive a vehicle at a speed greater than the posted speed.  The movement of a vehicle shall be controlled as may be necessary to avoid colliding with any person, stationary object, vehicle or other conveyance.  Where no special hazard exists, the following speeds shall be lawful.



(1) Ten miles per hour is the maximum permissible speed in any parking lot, heavy industrial or warehouse area.



(2) Flight Line area - five miles per hour when in close proximity to any aircraft, and fifteen miles per hour on open spaces.



(3) Twenty miles per hour in residential, barracks or training areas, and upon all unimproved roads, unless otherwise specified by traffic signs. 



(4) Twenty-five miles per hour in other locations, unless otherwise specified by traffic signs.



(5) Fifteen miles per hour above posted speed limit is authorized for emergency vehicles, when responding to emergency calls, with emergency equipment operating.


b.  Regardless of the speed limits herein established, all vehicles must:
        (1) Come to a full stop, well clear of a stopped school bus taking on or discharging school children, whether traveling in the same or opposite

direction as the bus, and no vehicle may proceed until the way is fully clear and the school bus has completed its loading or discharging of passengers and is back in motion.



(2) Come to a full stop, or slow to a permissive speed set by the pace of troops in formation.  Bodies of troops in formation may not be overtaken and passed, except when traffic moving in the opposite direction 

permits and sufficient roadway space exists without interfering with troop formation, and when such passing is signaled permissible by the person in charge of the formation.



(3) Yield the right-of-way to pedestrians in clearly defined crosswalks.

    c.  Pedestrian Traffic.  Pedestrians shall not use the streets or roadways, which are paralleled by walkways.  Pedestrians on the streets and roadways shall keep near the left edge, clear of and facing oncoming traffic. Marching troops have the right of way over all other traffic.  Street 

crossings are permitted only at intersections.  No pedestrian shall suddenly leave the curb or other place of safety and walk or run into the path of a vehicle which is so close that it is impossible for the driver to yield.



(1) Vehicles Stopped for Pedestrians.  Whenever a vehicle is stopped to permit a pedestrian to cross the roadway, the driver of any other vehicle approaching shall not pass such stopped vehicle.



(2) Hitchhiking.  Hitchhiking is prohibited.  Reference (a) provides additional information on this subject.
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20. Parking.  Off road parking lots and areas are assigned by the Facilities and Environmental Department to various activities and units.  It shall be the responsibility of the activity or unit concerned to arrange paving and, when necessary striping, assignment of parking spaces, and to control parking in the lot or area, including driveways.


a.  Normally motor vehicles must be parked parallel to the road and not further than six inches from the edge of the road or curb, but not on the grass or shoulder bordering the road.  Where lines or signs provide for angle parking, vehicles shall be parked on the angle indicated.


b.  Parking is permitted only in those areas indicated by signs or other markings or special venue parking controlled by the police.  Persons ticketed for illegal parking shall be required to report to the Traffic Hearing Officer for a review of their Navy driving record.


c.  There shall be no parking:



(1) In any place marked by a sign or painted curb (yellow/red) prohibited parking.



(2) In any place where prohibited by a patrolman in the discharge of his duties.



(3) In any place at or near the scene of a fire where prohibited by a fireman in the discharge of his duties.



(4) On the roadway side of any vehicle parked at the edge of a curb (double parking).  In addition, no vehicle may be parked in a manner that would prevent the owner or operator of another vehicle from entering or leaving a parking space or gain access to the road.



(5) On any grass area or unpaved areas not specifically designated for parking by signs.



(6) In any place where movement of traffic would be impeded or blocked.



(7) At any place where an alleyway, street, lane, sidewalk or other thoroughfare would be obstructed or blocked.



(8) On a crosswalk or sidewalk.



(9) Within an intersection.

       (10) Between a safety zone and the adjacent curb or within 30 feet of this area.

       (11) Near any excavation or construction.


   (12) Upon any bridge.

       (13) In a fire lane.
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       (14) In front of any fire station or fire engine house.

       (15) At any place in front of or within 15 feet of each side of a fire hydrant.

       (16) Within 50 feet of any railroad tracks.


d.  Privately owned motor vehicles and unauthorized government vehicles, excluding support equipment (SE) and material handling equipment, are prohibited from parking within any hangar, building or other structure unless such hangar, building or structure is an approved garage, or such parking is approved by the Commanding Officer.


e.  Stopping or momentary parking with the vehicle operator present is permitted in the following locations to pick up and discharge passengers only.



(1) In front of a public or private driveway.



(2) Within 50 feet of the nearest rail of a railroad crossing.



(3) Within 30 feet of the approach to any flashing signal, stop sign, or traffic signal.



(4) Within 20 feet of the driveway.



(5) Entrance to any fire station.



(6) Where official signs prohibited parking, when this can be accomplished in a safe manner so as not to impede traffic or hazard other individuals.


f.  In unusual or extraordinary circumstances, vehicles may be parked on grass areas, i.e.,



(1) In the event of an emergency or mechanical difficulty; however, under these circumstances, the vehicle must be removed within 24 hours.



(2) Infrequent parking in residential areas by guests when ample parking spaces are not available.



(3) Special events as authorized by the Commanding Officer.


g.  Vehicles parked continuously in the same spot for longer than 72 hours without being moved shall be considered illegally parked.  Vehicles parked contrary to the above regulations may be towed away at the owner's expense and stored by a commercial concern until claimed by the owner.


h.  Securing Unattended Motor Vehicles.  When a government or privately owned motor vehicle is parked or left unattended, it must be secured by the operator to prevent unlawful or unauthorized taking, driving or accidental moving from its position.  Unattended motor vehicles must be secured by:



(1) Setting the hand brake, and in case of automatic shift vehicles, placing the selector lever in the park position.
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(2) Stopping the motor.

 

(3) Removing the ignition keys.



(4) Locking the vehicle doors.


i.  Temporary Impoundment of Unattended Private Vehicles.  In the following situations, the removal and temporary impoundment of privately 

owned vehicles is authorized by the station police.



(1) The vehicle is parked in violation of traffic regulations and constitutes a public nuisance that cannot be abated by other reasonable measures.



(2) The vehicle is parked illegally for more than three consecutive days.



(3) The vehicle is left unattended in an officially designated, restricted or controlled area so that its presence is a safety or security hazard, or has an adverse impact on mission activities.



NOTE:  Towing will be made by commercial services at the owner's expense.  Every effort will be made to contact the owner before removal is 

authorized.

21. Emergency Light and Siren Installation on Vehicles.  Basic Navy policy on red/blue lights and sirens is defined in NAVFAC P-300, Management of Transportation Equipment.  The following Navy vehicles on NAS are authorized to have subject equipment.


a.  Fire trucks and fire emergency vehicles.  (Red)


b.  Aircraft crash/fire vehicles.  (Red)


c.  Police vehicles and Naval Investigative Service vehicles.  (Blue)


d.  Ambulances.  (Red/White)

e. AA&E escort.  (Yellow)

22. Accident and Accident Reports.  All vehicular accidents shall be immediately reported to the station police and, unless needed to assist the 

injured, the vehicles shall not be removed from the scene until released by a member of the security force.  However, if moveable and the vehicle is blocking traffic, it can be removed to the shoulder of the road.  Damage release stickers shall be issued to government vehicles involved in accidents.


a.  When information is received that an accident has occurred, NAS Police will assign a patrolman or detective to proceed promptly to the scene of the accident.  They will make a matter of record all of the facts, as they are evident from inspection.  This would include the names of persons involved; the vehicles involved and their license numbers; the injuries or
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damage resulted from the accident; the names of witnesses; and such other information as might be pertinent to make a judgment of responsibility or liability for the accident.


b.  In case of accidents involving serious injury to persons, it shall be the duty of the patrolman or detective to render such immediate assistance as might be demanded and to summon an ambulance.


c.  Accident Reports.  All data contained in accident reports involving government vehicles or property are considered "For Official Use Only."  Accident reports will not be released without the approval of the Commanding Officer or Legal Officer.

23. Miscellaneous Restrictions.  The following are miscellaneous restrictions that apply to NAS Jacksonville:


a.  The operation of engine powered "go-carts" on NAS is prohibited.


b.  Official Designation on Vehicles.  The placing on private vehicles of “USN” or “U.S. Government” or similar designations ordinarily reserved for official motor vehicles is prohibited.  Conversely, bumper stickers, signs

and decals of any kind, with the exception of approved cautionary placards (i.e., seat belts required, caution military working dog), are strictly prohibited from government vehicles.


c.  Operation of Government Vehicles.  Military and civilian personnel shall not drive government vehicles unless ordered or authorized by proper authority.  Must possess a valid state driver’s license.  Picking up or carrying passengers in government vehicles is prohibited except under the following conditions.



(1) As passengers on regularly scheduled busses.



(2) When the driver is ordered or authorized to do so by proper authority.



(3) As passengers when government transportation is required in connection with their assigned duties.



(4) In extreme emergencies, such as public disaster and serious accidents.



(5) In addition to the operator, there shall be permitted in the motor vehicle only the number of passengers for which the vehicle was designed.  Vehicle operators are responsible for properly securing loads on or in the vehicle.


d.  Aviation Support/Material Handling Vehicles.  Slow moving Aviation Support/Material Handling vehicles are prohibited from using Yorktown Avenue and Birmingham Avenue.  When necessary to operate outside warehouse and hangar areas, side streets shall be used.  In this event, special attention must be placed on overhead steam lines and like obstructions to avoid accidents.
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e.  Colors Ceremony.  During colors, 0800 and sunset, vehicles within sight or hearing of the ceremony shall stop.  Persons riding in such vehicles shall remain seated at attention.  Colors and carry on is sounded from a public address system at Building 1.


f.  Windshield/Windows.



(1) No person shall operate any motor vehicle on which the front windshield, side wings and side windows on either side forward of, or adjacent to, the operator's seat are composed of, covered by, or treated with any material which has the effect of making the glass nontransparent, or which has a highly reflective or mirrored appearance.  Tinted windows must comply with Florida State laws.



(2) No person shall operate any motor vehicle on which the front windshield is cracked or damaged directly in front of the driver.



(3) No person shall operate any motor vehicle on which the rear window is composed of, covered by, or treated with any material which has the effect of making the rear window non-transparent, or which has a highly reflective or mirrored appearance.


g.  Wearing of Headsets (Walkman, Stereo, etc.).  Reference (g) states in part, "wearing portable headphones, earphones, or other listening devices while operating a motor vehicle or while jogging, walking, bicycling, or skating on roads and streets on Naval stations is prohibited".  A road is defined to include any shoulder alongside the roadway.  No person shall operate any motor vehicle while listening to any device (stereo, radio, tape player, etc.) by earphones, which covers both ears.  Hearing aids, protective hearing equipment (where required) and equipment used for official Navy business are not included.


h.  Trailers, Motor Homes, and Recreational Vehicles.  House trailers designed as living quarters are authorized to occupy space on station under the direction of the Facilities and Environmental Officer.  Utility trailers, boat trailers, motor homes, campers and other recreational vehicles are authorized provided they meet the requirements listed below.



(1) They are properly licensed in accordance with Florida Statutes.



(2) They are safely constructed.



(3) They are not permanently parked in spaces reserved for automobiles.  Storage is available from MWR.



(4) When used to launch or carry boats, utilize only those facilities designated for that purpose.



NOTE:  The station has camping facilities located at Birmingham Avenue and Mustin Road.  Such vehicles shall use that area for camping after registering with Morale, Welfare and Recreation Department, Building 620.
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CHAPTER 2

MATERIAL CONTROL

1.  Material Control.  Reference (a) requires the controlled movement of government property via commercial and military vans/trucks through the use of various types of documentation.  The use of property passes and car seals as security measures is essential to external security and loss prevention.  Every precaution must be exercised to ensure the integrity of government material. 

2.  Policy and Procedures.  Due to the geographical layout of NAS, government material must, often times, leave the confines of government installations during transfer/delivery procedures.  The following guidelines and procedures will be followed by all personnel aboard NAS to maintain positive control over government materials:

    a.  Bulk POL product deliveries/shipments will be handled in accordance with established Supply procedures. 

    

    b.  Special controls on delivery of supplies and personal shipments to restricted areas are outlined in this chapter.

    c.  Procedures for searches and inspections of material during increased THREATCONS are provided in Appendix III. 

    d.  Classified shipments will be processed through qualified carriers authorized to transport secret material via a Protective Security Service (PSS) under the Department of Defense Industrial Security Program.

    e.  Documentation.  When transferring material off NAS Jacksonville, one or more of the following forms will be shown to the gate sentry before departing the station:

        (1) Requisition and Invoice/Shipping Document, DD Form 1149.

        (2) Order for Supplies or Services, DD Form 1155.

        (3) DOD Release/Receipt Document, DD Form 1348-1.

        (4) DOD Requisition System Document, DD Form 1348.

        (5) Material Inspection and Receiving Report, DD Form 250.

        (6) U.S. Government Bill of Lading, Standard Form 1103.

        (7) Failure, Unsatisfactory or Removal Report, NAVAIR Form 3069.

        (8) Property Pass.

        (9) Work Center Register, VIDS/MAF OPNAV Form 4790/60.

       (10) Commercial bill of lading.

       (11) Blanket Purchase Authorization (BPA) (NSC 4225/1).

       (12) Subsistence Report - Multi-use (NAVSUP 1059).

    f.  All government material leaving the confines of the station must be documented by one of the above forms.  This policy is extended to material 

being removed from a naval installation such as temporary removal of government property (tools, typewriters, cleaning gear, etc.) for movement 
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between NAS and all other government installations in the Jacksonville area.  Those items which are obviously personal property are to be exempt from the Property Pass requirement.

    g.  Proper Documentation.  Proper documentation, as addressed in paragraph (e) above, is required for full, partially full or empty commercial and military vans/trucks entering or departing NAS.  Vehicles exempted from this requirement are as follows.

        (1) Emergency vehicles (fire vehicles, security vehicles, Naval Criminal Investigative Service vehicles, ambulances, and other vehicles with operating emergency lights or sirens). 

        (2) Military command pickups and carryalls not carrying cargo. 

        (3) U.S. Mail van/trucks. 

        (4) Explosive‑loaded vehicles (only authorized to use the Commercial Gate). 

        (5) Cash collection vehicles (armored cars; e.g., BRINK’S). 

        (6) Vehicles carrying trash‑containers. 

        (7) Commercial vans/trucks with commercial bumper decals. 

        (8) Straddle trucks, forklifts, and forklift lowboys. 

        (9) A property pass is not required for removal of personal property from the Naval Air Station. 

    h.  Exemption for Public Works Center.  Public Works service and maintenance trucks containing equipment will be permitted egress from the Naval Air Station upon presentation of Vehicle Equipment Request and Record, NAVFAC 9-11240/1.  

3.  Property Passes.

    a.  A property pass will accompany government property from NAS through any perimeter gate.

    b.  Property passes will be surrendered upon demand to Gate Sentries or 

NAS Security Police.


c.  If NAS police or sentry suspects the authenticity of the signature or

entries on documentation or a property pass issued at NAS, they will notify the Security Detachment Duty Officer who will return the holder and property to the originating activity for verification and inspection.  Personnel will also be detained if there is a lack of proper documentation or where door seal numbers are not annotated on the property pass, if applicable.

    d.  Authorization to Sign Property Passes.  Department Heads/Special Assistants and Commanding Officers/Officers in Charge, may designate commissioned officers and qualified civilian employees to sign completed Property Passes.  After working hours, property passes approved by the Officer of the Day or appropriate department duty officers will be honored.  This designation shall be in writing and a listing of personnel designated, together with a Property Pass Authorization (Form 6ND NASJAX 5510/11), shall be forwarded to the station Director of Security.  Blank property passes will not be signed.

    e.  Property Pass Recovery.  Upon presentation of either a Property or Delivery Pass, appropriate personnel will:
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        (1) Ensure that pass is properly filled out.

        (2) Identify bearer by his/her identification card.

        (3) Ensure that the property being removed is the property authorized on the property pass.

        (4) Note time and date property was removed.

        (5) Recover property pass.

        (6) Deliver the recovered pass, GBL or TCMD to station Director of Security or his designated representative.  Deviation from procedures herein will be brought to the attention of the Director of Security.

    f.  Availability of Forms.  Forms required by this directive should be obtained as follows:

        (1) Property Pass (to be used for government property) obtained from Fleet Industrial Supply Center (FISC) by submitting a DD Form 1348.

        (2) Property Pass Authorization, Form 6ND NASJAX 5510/11 obtained from Public Works Department.

4.  Car Ball Seal. 
    a.  A Car Ball Seal is a self‑locking device for securing doors on vans, trucks, rail cars, and other closed transportation equipment.

    b.  During increased threat conditions, all closed vans and trucks, government and commercial, full/partially full or empty at NAS will be sealed upon departure from any building or area of NAS. 

    c.  All closed vans and trucks as required will be sealed with serially numbered locking ball‑type car seals.  Seals will be affixed to all cargo doors of closed vans or trucks. 

    d.  Commercial vans or trucks received which are partially loaded, and on which government materials are to be loaded, may already have commercial seals affixed to all cargo doors.  These seals will remain if the doors are not opened and seal(s) will only be affixed to those doors used for entering and loading the van/truck.  When seals are affixed to a van, all seal numbers must be identified on the authorized documentation or property pass.  This also applies to seals placed on vans/trucks by the U.S. Customs Service. 

    e.  Application of appropriate seals is the responsibility of the supervisor in charge of the NAS work site handling the van or truck. 


f.  Vendors' trucks making deliveries of material, not loaded by NAS, to various activities within the NAS complex and bearing commercial decals are excluded from the requirements of this instruction.  The discharging of such trucks shall be closely supervised. 

5.  Responsibilities
    a.  Department Heads/Resident Commands shall: 
   
  
(1) Maintain accountability and control over property passes and car seals.  Ensure logs are maintained to reflect serial numbers issued to desig-nated personnel and dates issued. 


  
(2) Obtain an adequate on‑hand supply of property passes and car seals and ensure they are stored in combination lock containers. 
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(3) Ensure prior to close of business, completed property passes and car seals (if needed) are provided to the Duty Officer for vehicles departing after normal working hours. 



(4)
Provide responsible personnel to assist the NAS Security Police Force (when requested) in examining discrepancies or verifying validity of material discovered in vans/trucks using property passes as documentation. 


  
(5) Notify the NAS Director of Security when discrepancies are discovered in property passes, car seals, and vans/trucks arriving from other stops.

        (6) Appoint a department custodian (supervisor) to obtain and maintain accountability of property passbooks (including disposition of originals) and car seals by serial numbers and return completed passbooks to the Director of Security.  Information regarding any suspected usage irregularities in prop- erty passes shall be reported to the Director of Security. 

        (7)
Ensure absolute control is maintained over property passes and car seals and these items are secured under combination lock at all times, except when in the physical custody of the persons authorized to issue them.  Car seal records shall be in sufficient detail to ensure rapid determination as to who issued the seals, where the seals were used, when, and other pertinent information.  Broken Seal Record (NSC 5510/7) and Seal Issue Record (NSC 5510/8) will be used for the purpose of accounting for all seals.  Bound ledgers may be used for recording issued and broken seals, providing they share the above pertinent information. 


  
(8) Promulgate internal instructions, as appropriate, to ensure compliance with this instruction.  A copy of this instruction should also be furnished to each person authorized to sign property passes and issue car seals. 

    b.  NAS Duty Officer (CDO/OOD) shall be responsible for releasing vans/ trucks for off‑base movement after normal working hours.  The Duty Officer will notify the base Security Detachment of the pickup and departure of vans/trucks after normal working hours. 

    c.  Director of Security shall: 



(1)
Ensure return of property passes, maintain the forms for 120 days (in lieu of returning all property passes to NAS originators should investigation requirements develop).

        (2) Review implementation procedures concerning property passes to ensure compliance with the current basic instruction and make appropriate changes to applicable instructions.

        (3) Establish and maintain liaison between NAS police and other appropriate officials to ensure essential information concerning van/truck control is received.

        (4) Assist NAS police force in contacting responsible persons to examine discrepancies and verify materials against property passes in vans/ trucks departing NAS.

        (5) Review NAS property passes returned; separate and return used passes to issuing departments.

        (6) Inspect completed passbooks received from departmental custodians to ensure all returned passes have been matched with the duplicate copy and each missing original has been accounted for by the issuing department.  

2-4













NASJAXINST 5530.2B













21 NOV 00

Investigate all matters indicating possible misuse, fraudulent changes, or any other irregularities.  Department Heads will be advised of any discrepancies and will be requested to take corrective action.

        (7) Periodically review the use and application of property passes and car seals to ensure they are being properly utilized.

        (8) Establish and maintain liaison between NAS police and other appropriate officials to ensure property passes issued by NAS departments are returned to this command. 

6.  Information Material Control.  Control of classified and privacy act information material is addressed in reference (h).  The Security Manager is responsible for the information and personnel security program; the ADP Security Officer (ADPSO) is responsible for the ADP security program.

7.  Hazardous Material Control.  Hazardous materials include but are not limited to the following categories:  explosives, gases, flammable liquids, flammable solids, spontaneously combustible materials, materials dangerous when wet, oxidizers and organic peroxides, poisonous and etiologic (infectious) materials, radioactive materials, corrosives, and miscellaneous hazardous materials.

    a.  Handling.  All hazardous materials on NAS will be handled in accordance with the applicable NAS Instructions.

    b.  Incidents/Accidents.  All incidents/accidents involving hazardous material will be handled in accordance with reference (i).

    c.  Movement.  All movements of hazardous material on NAS shall

        (1) Be accomplished in approved conveyances.

        (2) Conveyances will never exceed 25 miles per hour within station limits.

        (3) Enter via Commercial Gate only.

        (4) Travel to points of destination will be accomplished by the shortest available route.

        (5) Conveyances will be inspected by SECDET personnel, if warranted, at the Commercial Gate prior to entering.

        (6) The recipients and NAS police will be notified prior to all deliveries/movements.

        (7) Movements will not occur during inclement weather (causing unsafe road conditions) or during heavy traffic hours.

8.  Arms, Ammunition, and Explosives (AA&E) Material Control.  DOD AA&E on NAS Jacksonville will be handled in accordance with reference (c); OPNAV-2239, 2165; OP-5, Volumes 1 and 2; OP-4461, and OP-3681.  Movement of all DOD AA&E on NAS will be handled in the same manner as hazardous material addressed in paragraph 7 above.  Non-DOD ammunition and explosives cannot be stored on the base, except by written approval of the Commanding Officer (or designated representatives) as the CO may direct.  Refer to Appendix II, Exhibit W.

9.  Firearms and Weapons.

    a.  Definition of Terms
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        (1) Firearms.  Any device that, when operated, propels an object (to exclude bows and arrows) or any device that produces a visible or audible 

effect by combustion, explosion, deflagration or detonation and shall include blank pistol, air guns, BB guns and electrical weapons (stun guns, etc.) and ammunition.

        (2) Weapons.  Any object used, displayed, offered or brandished in any manner to inflict, or instill fear or inflicting bodily harm; or any object

that by its very nature would be considered by a reasonable and prudent person 

to have been designed for the purpose of inflicting bodily harm (i.e., blackjacks, steel knuckles, switchblade knives, bows and arrows, crossbows, etc.).  Additionally, for purposes of this instruction, canes, walking sticks, crutches, while not specifically designed as weapons, can be used as and are classified as weapons unless the use of and possession of such canes, walking sticks, or crutches is pursuant to a legitimate prescription issued by a medical officer.

    b.  Clarification.

        (1) A knife with a blade three and a half inches (3-1/2”) or less in length is considered a common pocket knife and is not considered a weapon, unless there is evidence that the pocket knife is possessed, carried, or used as a weapon.

        (2)  A blade of more than three and a half inches (3-1/2”) will be considered a weapon unless there is evidence to show the knife is required for some other legitimate use.  Determination of legitimate use is at the discretion of the Commanding Officer.

        (3) Within contemplation of this instruction, a survival knife or sheath knife, such as is commonly used by flight crews and riggers while in a duty status, is not included within the classification of a weapon and is not prohibited by this instruction in the absence of evidence that it was used, carried, or in the possession of a person for use as a weapon.

    c.  Registration Check in Qualifications.

        (1) Each person desiring to register and store a privately owned firearm aboard NAS must obtain the approval of the Commanding Officer.  This approval shall be based on a review of the individual's background to ascertain character, reliability and stability.  Requests of individuals with records of serious courts-martial or civil convictions, or persons known to have a violent personality shall be disapproved.  The Director of Security will be responsible for conducting local background checks on all applicants.

        (2) The Director of Security may in some individual instances authorize the introduction of firearms on the station when requested for temporary storage, skeet shooting or display purposes.  Such requests will be approved for short durations for firearms to be transported to and from designated areas only with such transport being accomplished by the most direct route.  Shells shall be stored in vehicle away from gun during transport.

    d.  Storage of Privately Owned Firearms.  After registration, firearms shall be stored in the NAS Weapons Department armory, located in Bldg. 875.  Firearms may not be stored in any other location on board NAS except as specifically provided for in this instruction.  See Appendix II, Exhibit I for registration application.

    e.  Firearms in Government Family Housing.

        (1) The following requirements must be met by individuals desiring to store weapon(s) in their government family housing:
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            (a) Each firearm will be registered with base security.  Firearms will be identified by manufacturer, model, serial number and caliber and must be equipped with a trigger lock.  See Appendix II, Exhibit I for registration application.

            (b) The owner must either show documentation certifying completion of a course in firearms safety (Florida State Hunters Safety Course for example) or complete one within 90 days of requesting registration of any firearm.

            (c) If the personal firearm is a handgun, the owner must demonstrate familiarity with the safety features.

            (d) Registered firearms must be stored unloaded with the trigger mechanism secured by a locking device which renders the firearms inoperable until removed and in a location accessible only to adult residents.

            (e) The Commanding Officer may revoke the authorization to store personal weapons at any time.  Authorization will be revoked in the event of documented criminal activity or domestic violence for any member of the household.

            (f) Station Security will be notified prior to any movement of a personal weapon on or off base.  Authorized transport of registered firearms for use off base will be directly from the Navy Family Housing Unit to the gate and from the gate to the home without enroute stops on base.  Firearms must be unloaded during transport on base.  A trigger lock will be installed on all weapons during transport.

        (2) Personnel residing in government family housing are restricted to one weapon per type, i.e., one handgun and one rifle.  Ammunition will be limited to 50 rounds for each weapon.  Gunpowder of any type is not authorized for storage in quarters.  The Commanding Officer must approve all requests.   

    f.  Storage of Privately Owned Firearms.  After registration and applicant background check, firearms not authorized for storage in government family housing will be stored in the NAS Weapons Division Armory, located in Bldg. 875.  Firearms may not be stored in any other location on the station except as specifically provided for in this instruction.  See Appendix II, Exhibit I for registration application.     

    g.  Temporary Storage of Privately Owned Firearms
        (1) All privately owned firearms not authorized for storage in government family housing must be registered and stored at the Armory.  

Housing residents, however, who properly check out firearms stored in the armory for an authorized purpose, are given permission to temporarily hold said firearms in housing until 1200 of the next regular working day, at which time said weapon must be returned to the armory for storage.  Regular working day hours for the armory are 0700 to 1500, Monday through Friday.  After working hours, weapons will be turned in at Bldg. 9.  Authorized purposes will include hunting, target shooting, cleaning and any other purposes heretofore authorized by the station Commanding Officer.



(2) Personnel bringing firearms from an off station location to an authorized range on station for shooting purposes may temporarily store said firearms at Bldg. 9 during the working day.

            (a) Skeet Club members may bring their shotguns onboard the station, providing it is the day of the skeet shoot.  The weapon must be kept unloaded within a locked compartment in the vehicle (with a trigger lock installed) and the owner of the weapon must have a valid Skeet Club Membership card.  Security must be notified.
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            (b) Individuals bringing firearms on station for use at the range and upon completion, must exit the station by the most direct route.

            (c) Storage with the Weapons Department is not required.

            (d) Firearms may be stored in government family housing with approval of the station Commanding Officer.

        (3) Temporary storage of firearms in any enlisted barracks or bachelor officer quarters on board are strictly prohibited at all times.

    h.  Firearm Registration.   In order to retain and store a firearm aboard this station or in government family housing, utilize the following procedures:

        (1) An initial request for firearms registration and storage must be made to the Security Detachment's Pass and Identification Office, located in Bldg. 9.  At this point, the applicant will be required to complete applicable sections of Appendix II, Exhibit I.  Security will conduct a background check of the applicant to ensure eligibility.

        (2) The applicant will deliver the form to his/her division officer for approval or disapproval.  After endorsement of the form by the division officer (or any commissioned officer senior to the division officer in the applicant's chain of command) return the form to the Security Detachment's Weapons Registration Clerk in the Pass and Identification Office for submission to the Commanding Officer, NAS Jacksonville.

        (3) Upon final approval by the Commanding Officer or his designated representative, the applicant will be provided with a copy of the completed form.

        (4) All firearms will be unloaded and secured with a trigger lock prior to transporting on station.

        (5) Weapon(s) can be brought aboard after completing required registration procedures.  Individuals will report to Bldg. 9 Weapons Registration Clerk (CPOIC/POIC or his designated representative) to have registration verified.  The armory will be notified when weapon(s) will be retained and stored aboard this station.  

         (6) Fifteen (15) minutes will be allowed to arrive at the Armory.  (Armory hours are 0700-1500 weekdays only.)  Weapon(s) transport will be done on the most direct route between the Main Gate and Armory (right at Allegheny Avenue, through Birmingham Avenue intersection, pass Gas Station to first building on left (Bldg. 875), lower deck).  Persons with weapon(s) being transported to or from government family housing will also be transported by the most direct route. 

         (7) If the weapon(s) are to be stored in the station Armory, present the form and the weapon(s) to be stored, to the Weapons Officer or his designated representative within 15 minutes of picking them up at Bldg. 9.

         (8) The Weapons Officer (or designated representative) will maintain a record of registered and stored privately-owned firearms and inventory each upon receipt to ascertain that all firearms shown on the form have been received at the Armory.

         (9) Personnel who have weapon(s) checked in onboard NAS Jacksonville are required to update their information cards annually.  If 36 months pass without the owner updating the information card, the weapon(s) will be considered abandoned and disposed of in accordance with reference (j).
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        (10) Upon request, Armory personnel will provide the Director of Security with a list of all privately-owned firearms in their custody. 

        (11) When the Weapons Officer (or designated representative) releases a weapon(s) to the owner, a signed statement will be provided by the owner indicating when the weapon(s) will be returned or a reason as to why the weapon(s) will not be returned.  The owner will be furnished a copy of the form.  The form will be presented to the Weapons Registration Clerk at Bldg. 9, within 15 minutes of departing the Armory.  This will be completed for personnel removing weapons from station.  Personnel taking weapons to or from government family housing or the Skeet Range will notify the Police Dispatcher at Bldg. 875.  Upon permanent removal from NAS Jacksonville, individuals will surrender the firearms registration to Pass and ID Office, Bldg. 9.

    i.  Non-registered Firearms.  No firearm will be introduced or brought aboard NAS until it has been registered with the Pass and ID Office and is properly stored as authorized in this instruction.  Pass and Decal will retain non-registered firearms in safekeeping on a limited basis at Bldg. 9.  In this respect, the following additional procedures will be followed.

        (1) Upon reporting to the station's Main Gate, newly assigned personnel reporting in during regular working hours with non-registered firearms will report to the Security Detachment's Pass and Identification Office to register the firearm(s) aboard the station.

        (2) Individuals arriving at the Main Gate with firearms after normal working hours will be required to check them in at Bldg. 9 until the Armory opens.  Owners will be issued receipt(s) for weapon(s) turned in and entries will be made in the Security Log.  Firearms will not be retained by the Security for periods exceeding 72 hours.  Individuals transporting weapons from Bldg. 9 Main Gate to Armory will have 15 minutes to complete the trip.  Security will contact Weapons at start.

        (3) Firearms not claimed within 72 hours will be delivered to the Weapons Officer (or his designated representative) for safekeeping and will not be released to the owner until registration and storage requirements are met, or until the owner executes a statement requiring him to remove the firearm from the station by the most direct route.  Adequate records will be maintained to avoid loss, theft or misplacement of firearms while in custody.

    j.  Civil Law Enforcement Officer.  Recognized law enforcement officers may enter NAS while on duty or in the performance of their duties without surrendering their weapons.

        (1) Full-time city, county, state and federal law enforcement officers are authorized to introduce and carry firearms onboard the Naval Air Station.

        (2) Full-time police officers in a duty status will wear their firearms in the same manner as required by their departmental regulations.

        (3) Full-time police officers in an off-duty status must keep their firearms locked in their vehicle or checked into the weapons safe at Bldg. 9.

        (4) Authorized armored car guards in a duty status are authorized to introduce and carry firearms onboard the Naval Air Station.

        (5) Off-duty reserve police officers are not authorized to introduce or carry firearms onboard the Naval Air Station.  They may check them into the weapons safe located at Bldg. 9 for short-term storage (up to 72 hours).

        (6) Persons not authorized to introduce or carry firearms on station include off-duty Naval Security Force members which includes DOD police, DOD 
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investigators, rated Master-at-Arms, and NEC 9545s.  Also included are taxi drivers, truck drivers, station visitors, military personnel in transit, family members, vendors, contract workers, private security guards, etc.

    k.  Weapons Prohibited.  As defined in this chapter, no weapon shall be introduced or brought aboard NAS at any time.

    l.  The Use of Firearms by Children.

        (1) The use for any purpose whatsoever of a firearm or weapon, by any child (under the age of 16 years) is prohibited unless such use is under the supervision and in the presence of an adult, or at a designated NAS range during the prescribed hours of operation.

        (2) Any adult responsible for the welfare of any child who knowingly permits such child to use any firearm in violation of the provisions of this instruction shall also be in violation of this instruction.

    m.  Discharge of Firearms.  No privately-owned firearms shall be discharged aboard NAS except on an approved pistol/skeet range.

    n.  Confiscation and Disposition of Firearms/Weapons Illegally Found on Station.  All firearms/weapons found on station in violation of this instruction shall be confiscated by station police or other designated Security Detachment personnel and delivered to the Evidence Locker, with a 

full report describing the circumstances surrounding the confiscation.  Confiscated firearms will not be returned in cases where charges are filed for violation of this instruction until after resolution of the charges.  Any firearm/weapon, including archery equipment, used in the manner described by

paragraph 9a(2) of this chapter shall be confiscated and not returned.  Disposal shall be effected through normal supply channels pursuant to property disposal regulations.

    o.  Administrative and/or Criminal Sanctions.  This instruction shall be strictly enforced on board NAS.  Personnel who reside in government housing found to be in violation of this instruction shall be subject to removal from said government housing.  Additionally, other administrative and/or criminal sanctions may be pursued against violators.  Such actions may include, but are not limited to, forfeiture of confiscated firearms/weapons, debarment from station, and court-martial or NJP proceedings.

    p.  Waivers.  The Commanding Officer may, at his discretion, grant waivers from the restrictions created by this instruction as it relates to firearms and weapons.  Such waiver requests must be forwarded to the Commanding Officer via the Director of Security and Legal Officer, and must state with specificity the reason for the requested waiver.  Approval of such waivers will only be issued in very rare cases.

    q.  State issued “Concealed Firearms Permits” are not recognized onboard the Naval Air Station.

10. Cameras.  The use and admission of cameras and photographic equipment aboard NAS are subject to the following regulations.

    a.  Taking of Photographs.  In addition to photography for official use, the taking of other pictures by authorized personnel is permitted provided that no subject known to be classified is photographed.  Specifically, pictures will not be taken of the following.

        (1) Methods of training

        (2) Any classified equipment (radar, radio, etc.)
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        (3) Restricted areas

        (4) Prisoners

    b.  The following is a list of personnel authorized to take photographs:
        (1) Military members and their dependents.

        (2) Civilian employees issued a Camera Pass (PAO 5512/1) by the Public Affairs Officer.

        (3) Guests of personnel stationed aboard.  The person visited shall be responsible for compliance with these regulations.

        (4) Commercial photographers invited to public quarters.

        (5) News media (including television), cameramen invited by a commissioned officer from the activity to be visited and escorted by one of his representatives.  PAO will be notified unless prior knowledge or arrangements were made.

    c.  Admission Procedures.  Cameras need not be registered, but may be introduced onto the station/Defense Reutilization and Marketing Office by persons authorized to use them.  Armed forces personnel and authorized dependents may be admitted with cameras upon recognition.  Authorization for other persons with cameras may be established by the person/activity to be visited as follows.



(1) By application to the Public Affairs Officer, who may issue a Camera Pass.



(2) By prior arrangement with the Security Department, 542-4530.

        (3) By escorting the person with the camera through the Main Gate.

    d.  Violations.  In the event a person is apprehended taking photographs in violation of the above, the film will be confiscated and turned over to the Navy Exchange Officer for developing, in collaboration with the Director of Security and the Security Manager.  The cost of developing will be borne by the person(s) detained taking the photographs.  Film not considered classified will be released to the owner.

11. Recording Devices.  The introduction or use aboard NAS of tape recorders, wire recorders or any other type recording device is prohibited except.

    a.  For official use as may be authorized by a station Department Head or resident activity Commanding Officer/Officer in Charge.

    b.  In private quarters, Bachelor Officer Quarters or Bachelor Enlisted Quarters.

c. For recreational use in designated recreational areas.
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CHAPTER 3  

PROTECTIVE LIGHTING
1.  Protective Lighting Parameters.  It is not the intent of this chapter to prescribe specific protective lighting requirements.  Except for minimum standards described below, the Commanding Officer, based on input from the Security Detachment (SECDET) and Facilities and Environmental Department (FED), must decide what other areas or assets to illuminate and how to do it. This decision must be based upon the following.

    a.  Relative value of items being protected.

    b.  Significance of the items being protected in relation to the activity mission and its role in the overall national defense structure.

    c.  Availability of security forces to patrol and observe illuminated areas.

    d.  Availability of fiscal resources (procurement, installation and maintenance costs).

    e.  Energy conservation.

2.  Minimum Standards
    a.  Unpatrollable fence lines, water boundaries and similar areas need not be illuminated.  Where these areas are patrolled, sufficient illumination shall be provided to assist the security force in detecting intrusion.

    b.  Vehicular and pedestrian gates used for routine ingress and egress will be sufficiently illuminated to facilitate personnel safety, identification and access control.

    c.  Exterior building doors will be provided with lighting to enable the security force to observe an intruder seeking access.

    d.  Airfields, aircraft, shipyards, controlled industrial areas, docks, petroleum storage areas, and other mission critical areas aboard NAS JAX should be provided with sufficient illumination for the security force to detect, observe and apprehend intruders.

    e.  Protective lighting will be checked weekly by the security force to ensure all light fixtures are operational.  Inoperative lights will be recorded on an ICR and referred to the Facilities and Environmental Officer.

    f.  The Facilities and Environmental Officer will ensure that all reports of inoperative protective lights are given immediate attention and that corrective actions are taken.

3.  Technical Aspects
    a.  General.  The difference in building arrangements, terrain, atmospheric conditions and other factors necessitate the design of each protective lighting system to meet the conditions peculiar to each facility.

    b.  Design.  Protective illumination must not be curtailed below the minimum required for security.  Lack of illumination contributes to increases in loss and vandalism which can more than offset energy costs.  Concentrate on reducing the amount of energy used to deliver the illumination required by taking advantage of all Lighting Energy Conservation Opportunities (LECO).
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        (1) Evaluate LECO in terms of existing systems in the area and future requirements.

        (2) Evaluate new system interactions with existing systems in adjacent areas to determine impact (other light levels, electrical transmission systems, heating and cooling systems, etc.).

    c.  Wiring System.  Multiple circuits may be used to advantage in protective lighting systems.  The circuits should be so arranged that the failure of any one lamp will not darken a long section of a critical or vulnerable area.  The protective lighting system shall be independent of other lighting systems, and be protected so that a fire or disaster will not interrupt the entire system.

4.  Protection - Controls and Switches.  Controls and switches for protective lighting systems will be inside the protected area and locked or guarded at all times.  High impact plastic shields may be installed over lights to prevent destruction by stones, air rifles, etc.

5.  Security Areas.  Protective lighting will be utilized in the following security areas: 

    a.  Magazines 332, 333, 350, 352 and 357

    b.  Base Armory 

    c.  Swan Road and Avocet Road inside magazine fence

    d.  Buildings 1, 111 (North half), 193, 194, 231, and 944 

    e.  All Hangars

    f.  Surplus material storage areas 

    g.  All fuel storage areas 

    h.  West-side Sewage Plant

    i.  Marina Boat Storage Area 

    j.  DRMO

    k.  Steam Plant 

6.  Lighting Systems in Use.  There are, other than protective lighting for security areas listed above, continuous fixed incandescent and vapor-type flood and glare luminaries on the perimeter (mounted on buildings, poles secured to buildings, and on poles).  Lights are utilized for security, illumination for workers entering and departing during hours of darkness, and for security of supplies and equipment stored on the outside.   

7.  Inspection and Maintenance Responsibilities.  Security personnel are responsible for the inspection of security lighting and maintenance falls under the jurisdiction of the Facilities and Environmental Department.

8.  Actions to be Taken in Event of Power Failure.  In the event of a commercial power failure, Facilities and Environmental Department will be notified and is responsible for the maintenance of generators.   
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9.  Emergency Power.  Restricted areas provided with protective lighting should have an emergency power source located within the restricted area.  The emergency power source should be adequate within funding constraints to sustain security lighting and communications requirements and other essential

services required within restricted areas.  Battery powered lights and essential communications should be available at all times at key locations within the restricted areas in the event of complete failure of primary and emergency sources of power.  Emergency power systems will be tested monthly and the results will be recorded/logged.
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CHAPTER 4


PHYSICAL SECURITY ELECTRONIC EQUIPMENT (PSEE)

1.  General.  This chapter sets forth NAS Jacksonville policy and requirements concerning electronic equipment used to enhance physical security programs to include Intrusion Detection Systems (IDS), Access Control Systems (ACS) and Closed Circuit Television (CCTV).  See Chapter 6 and reference (e) for communications systems.

2.  Purpose.  To promulgate NAS policy and procedure for installation, maintenance and operation of PSEE used by activities supported by NAS Security Detachment.

3.  PSEE Projects.  All plans, projects etc., concerning PSEE will be forwarded to local COMNAVREG SE Technical Representative via NAS Facilities and Environmental Officer, after review by Security personnel to ensure compliance with applicable instructions.

4.  PSEE Logs and Records.
    a.  Logs and records are intended to provide historical data as well as verification of compliance to instructions.

    b.  Logs and records will be kept by dispatch/alarm control center personnel, documenting all real, nuisance and false alarms.

    c.  A record will also be kept of all maintenance/service conducted on IDS systems.

5.  Intrusion Detection Systems (IDS).  Intrusion Detection Systems are designed to detect, not prevent, intrusion into a protected area and alert Security personnel of the intrusion.  IDS employed aboard NAS should annunciate at Security dispatch/alarm control center.  IDS employed at facilities protected by NAS Security should interface with the existing system to ensure a uniform IDS.   

    a.  Responsibility.  The following personnel are responsible to ensure a reliable IDS system is maintained: 

        (1) The Director of Security.  Is responsible for ensuring user commands follow established procedures in alarm use and will also provide qualified personnel to monitor the Central Alarm Console located in the Police Headquarters.  The Commanding Officer is the approving authority for all IDS systems aboard NAS Jacksonville.  The NAS Physical Security Specialist, as his representative, must approve all systems prior to hook up to ensure system compatibility.

        (2) Commanding Officer of User Activities.  Is responsible for the proper installation and hook up of all alarms in their buildings/spaces/areas.  

    b.  Standards.  The standards for selection concerning installation of IDS alarms will be followed:
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        (1) The central control panel monitor will provide both a visual and an audible alarm and a specific identifying printout of each protected area. Zone numbers will be used on older systems to designate alarmed spaces/areas vice building/room numbers. 

        (2) All intrusion alarm systems will provide an alarm signal at the monitoring station when the system is in secure or access mode.  When in secure mode, all alarm equipment is in operation.  When in access mode, all line supervision, duress circuits and anti‑tamper switches will be operational. 

        (3) Key switches used to activate or deactivate alarms will not be installed outside of protected areas.  In no case will shunt switches be permitted. 

        (4) An opening and closing schedule will be developed for each alarm system.  The opening and closing schedule will be filed at NAS Police Headquarters and will state at which time and on which days the activity will normally be opened and closed. 

    c.  Maintenance on IDS.  Routine preventative maintenance will be performed and documented in accordance with reference (a).  NAS Security Detachment will provide maintenance on the Central Motorola System and the Modular Remote Terminal Units located at the alarmed space.  This is currently accomplished under a maintenance agreement.  Each alarmed facility is responsible for providing quarterly and emergency maintenance of all alarm components within their spaces.  Nuisance and false alarms will be considered a system malfunction and repair action initiated immediately.  The Director of Security and the alarmed activity will be immediately notified and action taken to restore system integrity.  If the malfunction is determined to be originating from components not covered by the NAS Security Detachment's maintenance agreement, the user will be responsible for immediate notification and repair.

        (1) In the event of multiple IDS failure, the following provides priority of repair action.

             (a) Bldg. 934, Courier Station

             (b) Bldg. 506, Rooms 113 and 114

             (c) Bldg. 966, NAVAIRRES

             (d) Bldg. 875, Weapons Department Armory/Weapons Compound

             (e) Bldg. 875, Security Police Headquarters

             (f) Bldg. 135, PSD

             (g) Bldg. 951, Commissary Cash Cage

             (h) Bldg. 110, FISC 
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             (i) Bldg. 938, Reserve Center Armory

        (2)  IDS on board NAS is controlled by contract and contract maintenance and each company will be informed immediately by contracting officer when notified by Security.

    e.  Alarm Response (Patrolmen).  All alarms received by the Security Detachment Dispatcher require appropriate response in accordance with reference (a) and existing Standard Operating Procedures (SOPs). 

    f.  Emergency Power.  All IDS Systems on board NAS will be provided with emergency power by either generator or battery power.  If batteries are used, they must be capable of maintaining power for at least four hours. 
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 CHAPTER 5


PROTECTIVE BARRIERS

1.  Physical Barriers.
    a.  Perimeter Barrier.  NAS Jacksonville's perimeter is protected by approximately six miles of chain link fence on the west and south sides.  The north and east sides are approximately five and one half miles of waterfront (St Johns River) which is not protected by structural/physical barriers.  Compensating for this deficiency are four Air Operations boats, and Mobile Police Patrols.

    b.  Flight Line Barriers.  NAS Flight Line is protected by approximately three miles of chain link fence and various buildings.  The Flight Line fence adjoins the perimeter fence at the North Gate and extends in an easterly direction to Bldg. 118.  The fence then extends in a southerly direction to the river.  The north and east sides are approximately three miles of waterfront which is not protected by structural/physical barriers.  

2.  Inspection of Barriers.  Security force personnel shall check security barriers at least weekly for defects that would facilitate unauthorized entry and report such defects to supervisory personnel.  Personnel must be alert to the following.

    a.  Damaged areas (cuts in fabric, broken posts).

    b.  Deterioration (corrosion).

    c.  Erosion of soil beneath the barrier.

    d.  Loose fittings (barbed wire, outriggers, fabric fasteners).

    e.  Growth in the clear zones that would afford cover for possible intruders.  Public Works contractor is responsible for maintaining all clear zones.

    f.  Obstructions which would afford concealment or aid entry/exit for an intruder.

    g.  Evidence of illegal or improper intrusion or attempted intrusion.

3.  Perimeter Openings.  Openings in the perimeter barrier will be kept to the minimum necessary for the safe and efficient operation of the activity.  They shall be constantly locked, guarded by the security force or when not under constant surveillance, the locking device used shall provide the same degree of security as the perimeter barrier.

4.  Doors, Windows, Skylights and other Openings.  Building exterior doors on the activity or restricted area perimeter will provide protection commensurate with the requirement for proper protection of the assets accessible through those doors.  Windows, skylights and other openings which penetrate the restricted area perimeter barrier and have an area of 96 square 
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inches (619.4 square cm) or greater will be protected by securely fastened 9 gauge (3.8 mm) wire mesh, framed and permanently bolted to the structure.  Such openings are considered inaccessible to personnel when they are 18 feet (5.4 meters) or more above ground level and 14 feet (4.2 meters) or more distant from buildings, structures, etc., outside the perimeter.  Protective screens have the additional value of preventing projectiles such as rocks, hand grenades, bombs and incendiaries from being hurled through the windows from outside the perimeter.

5.  Sewers, Culverts and other Utility Openings.  Sewers, air intakes, exhaust tunnels and other utility openings which penetrate the perimeter or restricted area barrier and have a cross section area of 96 square inches (619.4 square cm) or greater will be protected by securely fastened bars, grills, locked manhole covers or other equivalent means which provide security commensurate with that of the perimeter or restricted area barrier.  Bars and grills across culverts, sewers, storm sewers, etc., are a hazard when susceptible to clogging.  This hazard must be considered during construction planning.  All drains/sewers will be designed to permit rapid clearing or removal of grating when required.  Removable grates will normally be locked in place.

6.  Gates.  Gates facilitate the entrance and exit of authorized traffic and control its flow.

    a.  Number and Location.  Gates will be limited to the number consistent with efficient operations.  Such factors as the centers of activity and personnel and vehicular traffic flow inside and outside the area should be considered in locating gates.  Alternative gates, which are closed except during peak movement hours, may be provided so that heavy traffic flow can be expedited.  When open or operating, all gates will be under security force control.  They will provide protection equivalent to the fences or barriers of which they are a part when not in use.  These gates will be locked to form an integral part of the fence when closed.

    b.  Inspection.  When not in active use and controlled by a guard, gates, turnstiles and doors, the perimeter barrier will be locked and frequently inspected by security patrols.  Security for the keys and combinations to locks on these gates is the responsibility of the security officer.

7.  Key and Lock Control.  Per reference (a), an effective security program is dependent upon a strict key and lock control program.  The Key and Lock Control Program must protect and secure all keys, locks, padlocks and locking devices used to protect or secure restricted areas, activity perimeters and other areas containing government property.  The Key Control Register, indicated on Appendix II, Exhibit J, will normally be used to control keys at NAS JAX activities.  A ledger book can be used in lieu of the Key Control Register.  However, the ledger book must show the keys issued, to whom, the date and time the keys were issued and returned, and the signatures of persons drawing or receiving returned keys.


a.  Responsibilities
        (1) Physical Security Specialist.  The Security Detachment's Physical Security Specialist will be designated as the activity's Key Control Officer.
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He/She will assist the Director of Security in managing the Key Control Program.  Responsibilities include:

            (a) Ensuring proper locks and seals, when applicable, are installed on base perimeter fence gates and NAS Restricted area gates.

            (b) Rotating locks on perimeter fence gates and Flight Line Gates periodically.

            (c) Ensuring the completion of an annual key inventory.

            (d) Reviewing the Key and Lock Control Program of each NAS department/activity during a physical security survey.

            (e) Serving as the Key Custodian for the Security Detachment.

       (2) Commanding Officers/Department Heads/Special Assistants.  Each Commanding Officer, Department Head or Special Assistant is responsible for the control of keys to assigned buildings, facilities and storage areas.  The following actions are applicable:

           (a) Designate, in writing, a Key Custodian who will be responsible to the Key Control Officer for all keys controlled by the department.  A letter of designation will be forwarded to the Director of Security.

           (b) Designate, in writing, sub-custodians as necessary.  Key sub-custodians assist the Key Custodian.

       (3) Custodians.  Responsibilities include:

           (a) Inventory keys on a monthly basis.

           (b) Maintain a lockable key security container.

           (c) Maintain a list showing keys on hand and corresponding locks.

           (d) Maintain a list of personnel who are authorized to draw keys.

           (e) Issue keys, by signature receipt, to authorized personnel.

           (f) Conduct quarterly inventories and report results to the Key Control Officer.

           (g) Initiate written requests to the Facilities and Environmental Department for repair.  Record and limit the number of new keys.

           (h) Requests for repair of locks which do not affect the locking mechanism may be requested by calling the Facilities and Environmental Department, Service Desk.


  (4) Resident Activities.  Each resident activity will designate, in writing, a Key Control Officer.  Additionally, Key Control Custodians and Sub-custodians will be designated, in writing, as required within the
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activity.  The duties and responsibilities identified herein are applicable for resident activity Key and Lock Control Programs.

           (a) Rotation and Maintenance.  Security locks, padlocks and/or lock cores shall be rotated from one location to another within the same level areas of protection (e.g., Level Two area locks and cores stay within Level Two areas, etc.) at least annually.  Rotation is accomplished to guard against the use of illegally duplicated keys and to afford the opportunity for regular maintenance to avoid lockouts or security violations due to malfunction because of dirt, corrosion and wear.

           (b) Criteria for Issuing Keys.  Keys for security locks and padlocks must be issued only to those persons with a need approved by the Activity Security Officer.  Convenience or status is not sufficient criteria for issue of a security key.  Also, certain categories of security assets have specific rules concerning the issue and control of keys affording access to them.  The Activity Security Officer is responsible for developing and enforcing rules for key issue as part of the access control function.

           (c) Padlock In-Use Security.  When the door, gate or other equipment which the padlock is intended to secure is open or operable, the padlock will be locked into the staple, fence fabric, or other nearby securing point to preclude the switching of the padlock to facilitate surreptitious entry.

           (d) Lock Control Seals.  The approved seal is the car ball end seal, Military Specification MIL-S-23769C.  Security personnel should be instructed that lack of free play (approximately one-eighth inch) indicates the possibility of tampering and a follow-up examination of the seal should be conducted.  Seals will be serialized, stored in the same manner as prescribed herein for keys, and all unused seals will be inventoried periodically.  The activity security officer will control placement of entrance seals and account for seal numbers on-hand, issued and used.

           (e) Procurement of Locks and Padlocks.  All locks and padlocks used for low, medium and high security applications will meet the minimum military specifications for that level of security use.  The activity security officer must approve all security lock and padlock procurement.

           (f) Lockouts.  All lockouts involving restricted areas or buildings must be investigated by security force personnel to determine if the failure of the locking device occurred because of a product failure or as a result of attempted or actual illegal penetration.

5-4




NASJAXINST 5530.2B





21 NOV 00

CHAPTER 6


SECURITY FORCE COMMUNICATIONS

1.  Purpose.  To establish radio call signs and signals and to provide information as to how radio equipment is utilized.

2.  Policy.  It is the policy of the SECDET to utilize radio equipment to its fullest capability, maintaining it in good working order by proper maintenance and care.  Further, personnel shall use radio procedures, call signs and signals as set forth in this chapter.  Reference (e) contains NAS JAX call signs for all authorized radio nets.  

3.  Communications Facilities and Procedures
    a.  NAS Jacksonville Security Detachment shall be equipped with a land line communications system between Security and controlled areas.  An auxiliary power supply will be maintained to provide secondary power and maintain continuous communications between each element of the Security Detachment.  Scheduled preventive maintenance and periodic checks will be performed by Public Works contractor on auxiliary power supply to ensure proper operation. 

    b.  A means of two-way communications between Security Headquarters and all Security Detachment elements will be provided by a communication system meeting all requirements of reference (a).  Daily periodic inspections and operational checks of all communications equipment will be conducted.  

    c.  A duress code (changed at least monthly, immediately if compromised) to alert all Security Forces of emergency situations will be developed in accordance with reference (a).

4.  Radio Frequency Management
    a.  Background.  Reference (e) established procedures for requesting authorizations, deletions, renewals and reporting radio frequencies.  

    b.  Responsibility.  To fulfill the requirements of reference (e), the Commanding Officer, Naval Computer and Telecommunications Station, Jackson-

ville will assist with area frequency coordination.  However, requests for new frequencies will be submitted to the station Communication Equipment Manager (Ground Electronics Maintenance Officer), who will, in turn, originate the frequency request.
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CHAPTER 7


AUXILIARY SECURITY FORCE (ASF)

1.  Purpose.  To establish policy, provide guidance and set forth uniform operating standards for the Auxiliary Security Force at NAS Jacksonville.

2.  Information.  Reference (a) establishes the requirement for an Auxiliary Security Force.

    a.  The Auxiliary Security Force (ASF) provides a surge capability to the Commanding Officer to meet increased security requirements during heightened Threat Conditions.

    b.  Auxiliary Security Force (ASF).  The ASF is composed of personnel drawn from non-deploying tenant commands and NAS Jacksonville Departments.  Personnel will serve a minimum of 18 months after training.  

    c.  For current ASF personnel requirements, see NASJAXNOTE 5530
. 

    d.  Logistics Situation.  Naval Air Station and tenant commands must be able to provide logistic support to ASF for a five-day period including messing, fuel, ammunition, medical supplies, and sanitation.  Provisions for resupply will include projected use of military vehicles and personnel.  As a precaution, alternate sources for necessary supplies and services will be identified by service support from the Supply Department in case a vital logistic facility becomes a terrorist target.

    e.  Authority and jurisdiction.  The overall law enforcement responsibility for on-post terrorist incidents belongs to the Federal Bureau of Investigation supported by the Naval Investigative Service and the Commanding Officer.

3.  Definition.  The ASF is an emergency augmentation force organized in accordance with reference (a) in direct support of the NAS Jacksonville Security Detachment (SECDET).  The ASF will be used to provide additional security support to assist in rapidly restoring essential functions in the event of on board civil disturbances, natural disasters and other crisis.  The ASF can also be used to assist the SECDET in other functions where manning level increases are required.

4.  Utilization
    a.  The ASF may be utilized at any time deemed necessary by the Commanding Officer, or in his absence, the Executive Officer, Command Duty Officer, or Director of Security.

    b.  The ASF may be utilized in support of the Security Detachment, as well as the duties listed below.

        (1) Security of Downed Aircraft.  Provide a perimeter security force, which will be dispatched to a crash site.  The SECDET Duty Officer assisted 
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by the on duty ASF team leader will determine the number of personnel required to maintain adequate and continuous security of the crash site until relieved.

        (2) Disaster Preparedness.  Function as disaster preparedness security teams under the control of the Security Function Commander.

        (3) Civil Disturbance Control.  Provide disturbance and riot control aboard the station.

        (4) Ground/Inland Water Search.  Provide a ground/water search and rescue capability to be utilized as directed.  This duty includes, but is not limited to search for personnel of downed aircraft, search for lost or missing military equipment, and to provide ground support to SAR helicopters or other rescue crews.

        (5) Aircraft Security.  Provide security for C-5 and other type aircraft as instructed by the Director of Security.

        (6) Assist the SECDET in other functions where manning level increases are required (i.e., Air Show, Open House, etc.).

5.  Organization.  The ASF will be organized into four platoons.  Each platoon will have one platoon leader (E-7 or above). These numbers are subject to change.  Refer to NASJAXNOTE 5530. 

    a.  The DOS is the ASF Officer in Charge assisted by the Operations Division Officer as Assistant Officer in Charge.  

    b.  Duty Assignments.  Since it is unlikely that the entire ASF would be needed at one time, duty rotation will be weekly, from 0800 Monday until 0800 the following Monday.  Should the Monday be a holiday, the duty will be turned over on Tuesday.  This duty will consist of being in an on-call status for the week of duty.  If a member has an assigned watch (normally four hours in duration), upon completion he/she will return to department/command for regular duties.  This will place one team on duty per week; however, will not preclude the use and recall of additional personnel as needed.  Each team will muster at Security Headquarters at 0800 Monday of their duty week, and will phone muster with their team leaders each remaining morning of their duty week.

    c.  Each member will be available for immediate recall during duty periods and provide a positive means of recall after working hours.  

Each member must also be able to respond within one hour during normal working hours, and within two hours during non-working hours.

    d.  Assignment to the ASF will be for a minimum of 18 months in accordance with reference (a).  Replacement personnel will be trained prior to relief of ASF team member.  Replacement will occur only after the relief

has completed the ASF Academy.

    e.  All leave, special requests, and requests for transfer chits will be routed through the ASF Team Leader and the Assistant OIC for approval.
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    f.  Each ASF member will be issued one set of camouflage clothing and is responsible for maintaining a neat, clean uniform while assigned to the ASF.  They are also tasked with maintenance/accountability of any special equipment assigned.  All clothing, equipment, ID, etc., will be returned to the SECDET upon being relieved from the ASF.

6.  Personnel Assignment.  ASF personnel requirements are assigned to various departments and tenant activities on a "fair share" percentage of total billets.  NASJAXNOTE 5530 contains current assignments.

    a.  Each department or resident activity so tasked will make personnel assignments as specified by NASJAXNOTE 5530 and provide an assignment and screening letter, Exhibit L, to the DOS.  Upon receipt of the letter, the DOS will prepare and sign a letter of appointment/team assignment, Exhibit M.

    b.  Reference (a) states, in part, "Members of the ASF will serve a minimum of 18 months after initial training and weapons qualification.  All personnel selected for the ASF will meet Navy standards for weight and pass the physical fitness test prior to being assigned; have no drug or alcohol dependency; be mature with sound judgment, and have no NJP within the past two years and no civil or court martial conviction within the past year."

    c.  ASF Personnel will not be assigned to any other emergency teams such as Disaster Preparedness Team, Ceremonial Team, etc.

    d.  Department heads and heads of tenant activities whose command/ personnel are affected by this instruction shall ensure compliance.  Particular emphasis is placed on the provisions of paragraph 6.

7.  Training.  Overall ASF training is the responsibility of the DOS.  The Training Division Officer will provide the necessary materials, training curriculum, and schedule all training.

    a.  Scheduled ASF training sessions shall take priority over regularly assigned duties.

    b.  The training schedule will be established so that during each duty cycle, training will be conducted.  A letter will be forwarded to each department/command at least one week in advance for planning purposes where additional training is scheduled.

    c.  Training for the ASF shall consist of, but not be limited to, those outlined in reference (a).

    d.  ASF members will qualify and stand security watches during duty week as required by reference (a).

8.  Concept of Operations.

    a.  The DOS will organize, equip and train to employ an ASF.  This force will be prepared to operate within 60 minutes during normal duty hours, and within two hours during off-duty hours.
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    b.  The ASF will operate from Building 875, second deck, under operation and control of the DOS.

    c.  ASF operations are divided into two categories.  The category of the incident will be specified by the Commanding Officer when he orders activation of the ASF.


  
(1) Category One will be initiated when the situation is severe enough that normal functions at the Naval Air Station cannot be conducted safely, or the assigned mission cannot be performed until the problem is neutralized.  During Category One operations, the installation will be closed to all civilian traffic except those persons deemed essential for ASF or other related emergency operations.  All non-committed military/civilian personnel who reside off post will be sent home.  Examples of situation requiring Category One operations are:




(a) An attack by an organized terrorist group, (two or more opponents) on a major or centrally located activity.




(b) Two or more simultaneous attacks or hostage situations.


  
(2) Category Two will be initiated when the situation is such that danger can be contained in a small or isolated area, and the assigned mission can continue without endangering those not involved.  During Category Two operations, installation activities will continue as normal, except in those areas cordoned off by the Security Detachment.  Examples of Category Two operations are:




(a) A disgruntled sailor holding a superior as a hostage.




(b) Armed robbery suspects whose escape is blocked.  These robbers take hostages and barricade themselves in a building.

        (3) Categories will be reclassified by order of Commanding Officer.



(a) Courses of action.  There is no standard course of action in an ASF operation.  Action must be tailored to counter the specific situation.  As a rule, containment/negotiations will be necessary and attempted before initiating more forceful actions.  

    d.  Responsibilities. 
        (1) Outer perimeter, fixed posts, waterfront security, patrol and station command center patrol, etc.


  
(2) Cordon and isolation of protected areas.


  
(3) Controlling personnel and access to buildings at the Naval Air Station Jacksonville.


  
(4) Neutralizing/apprehending opponents.
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9.  ASF Uniform and Equipment.  Personnel will wear ASF organizational uniforms and be equipped for ASF duties as directed by the DOS or his representative.

    a.  Uniform.

        (1) Woodland camouflage with hat

        (2) If not provided by parent command, combat boots will be issued (this is a case by case basis)

    b.  Equipment - Individual equipment to be drawn from Security on an as-needed basis.

        (1) Pistol belt with first-aid kit, ammo pouches, holster, handcuffs.

        (2) Combat helmet

        (3) Flak jacket; second chance vest

        (4) M-17 protective mask

        (5) Portable radio

        (6) Flashlight

    c.  Weapons. Individual

        (1) A 9MM pistol


  
(2) Three magazines containing 15 rounds each

        (3) 12 gauge shotgun with 10 rounds of 00 buckshot
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CHAPTER 8

SECURITY FORCE TRAINING

1.  General.  This chapter addresses training requirements for three separate physical security and law enforcement programs, namely, basic police/guard training, in‑service police/guard training, and firearms training.

2.  Basic Training Requirements.

    a.  All military personnel who perform physical security or law enforcement functions at NAS Jacksonville will attend the Navy Security Guard Course located at NTTC, Lackland AFB, San Antonio, Texas or the Master‑at‑Arms Rate Conversion Course at NTTC, Lackland AFB, San Antonio, Texas.  (Other training may be substituted.  See reference (a)).

    b.  Civil service police/guards should receive Phase I training contained in reference (a) as soon as possible upon commencement of employment but must complete training within 6 months.  Phase I training will be administered by the command Security Detachment, drawing on local assets such as NCIS, Legal Service Office, as well as SECDET Instructors.

3.  In-Service Training Program.  The in‑service training program encompasses four areas: Phase II, Roll Call, General Military Training and Field Officer Training.

    a.  Annual Phase Two Training.  NAS Jacksonville will conduct a 40‑hour in‑service training course annually for Security Force personnel, civilian and military.  (The course of instruction is outlined in reference (a)).

    b.  Roll Call Training.  An essential part of the training program is roll call training.  This entails subjects that all Security Force personnel will learn during a 10 to 15-minute period of time before each shift. Representative subject areas will be: departmental and operations programs, regulations and departmental guidelines, new field service programs, recent legislation and judicial decisions.

    c.  General Military Training (GMT).  GMT will be given monthly and be promoted by the NAS Jacksonville's Training Coordinator.  

    d.  Field Training Officer.  A Field Training Officer (FTO) program is established as a collateral duty in the Security Detachment.  FTO functions include evaluating the performance of all recent graduates of the physical security and law enforcement training courses.

        (1) The Field Training Program is four weeks or longer in length and divided into four specific phases as outlined below.

            (a) Phase I - one week long covering basic tasks.

            (b) Phase II - one week long developing more involved tasks.

            (c) Phase III - one week long with the trainee assuming full responsibility as a partner.
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            (d) Phase IV - Three weeks long or until PQS are completed, with the trainee working with a Field Training Officer (FTO) who acts as an advisor/observer.


    (2) The overall administration of the project will be the responsibility of the Training Division.  The Training Officer has responsibility for the program.  Appendix II, Exhibit N depicts the FTO's chain of command.

        (3) Weekly Training Evaluation Forms will be used to aid the Field Training Officer in evaluating trainees.  The daily evaluation is divided into five major categories:

            (a) Performance

            (b) Attitude

            (c) Knowledge

            (d) Appearance

            (e) Physical Fitness

This form is filled out weekly and submitted to the Training Coordinator for approval.

        (4) Personnel receiving "unsatisfactory" during a weekly evaluation will be reevaluated by a different FTO.  If the unsatisfactory remains, remedial training will be offered.  Failure to attend/complete remedial training will be cause for administrative action up to and including terminating assignment.

4.  Firearms Training.  All Security Police assigned to NAS Jacksonville and who are required to carry a firearm shall initially qualify by firing the Navy Qualification Course, a practical weapons course, and a night fire course. (Additionally, the shotgun course will be fired semi‑annually.)  Annual qualifications consist of firing the Navy Qualification Course, practical weapons course and a night fire course, the practical weapons course will be fired semi-annually.  (Courses of instruction for firearms are located in Appendix I, K).

5.  Failure to satisfactorily complete weapons training/qualifications may be considered for administrative action(s) up to and including termination of assignment.
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CHAPTER 9


FLIGHT LINE SECURITY

1.  General.  References (a) and (c) detail the responsibilities for and prescribes minimum physical standards for the protection of Navy assets  ashore.  This chapter implements appropriate aviation asset protection.  The intent of this chapter is to isolate physical security requirements unique to the protection of aviation assets and supporting resources located on and adjacent to the Flight Line aboard NAS Jacksonville.  For the purpose of this chapter these assets will be referred to as the Flight Line unless otherwise specified.

2.  Organizational Responsibilities.

    a.  The Commanding Officer, NAS Jacksonville, is designated the single coordination authority for the Flight Line Security Programs, procedures, systems and policies.

    b.  The NAS Jacksonville Director of Security is the direct representative of the Commanding Officer and is responsible for planning, development, implementation, administration and supervision of the Flight Line Security Program.

    c.  Commanding Officers and Officers in Charge of activities aboard NAS Jacksonville and NAS Jacksonville department heads will ensure all prescribed security measures are implemented and enforced within the areas under their cognizance.

3.  Minimum Security Requirements.

    a.  A clearly defined and protected perimeter, to include proper lighting, barriers and clear zones to allow for real time assessment by Security personnel.

    b.  A personnel and vehicle identification and control procedure.

    c.  Ingress and egress controlled by guards or other appropriately trained and cleared personnel.

    d.  Admission to the Flight Line limited to personnel whose duties require access and have been granted appropriate authorization.  Personnel not cleared for access to the Flight Line may, with authorization, be admitted but they must be escorted by a cleared member of the responsible command/activity.

    e.  Points of ingress and egress kept to a minimum necessary for normal Flight Line operations.  Within this context:

        (1) All gates/turnstiles will be locked when not in use.

         

        (2) Infrequently used gates/turnstiles shall be fixed with car ball seals.
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        (3) All locking devices/seals will be strictly controlled and monitored by the NAS Jacksonville Director of Security.

    f.  Privately Owned Vehicle (POV) access will not normally be authorized. Exception criteria is contained in this chapter. 

    g.  Official and unofficial photography will be strictly governed by existing NAS Jacksonville instructions.

    h.  Frequent assessment of the threat condition will be made by the NAS Jacksonville Director of Security to ensure a relative security posture.

4.  Flight Line Security Posts.

    a.  The NAS Jacksonville Director of Security is responsible for establishment, administration and operation of Flight Line Security Posts.

    b.  Individual post orders will be promulgated and maintained.  Watch- standers will be thoroughly familiar with the contents of post orders for each post they are expected to stand.  

    c.  During increased threat conditions, additional posts will be manned as listed in Appendix VII.

    d.  The Flight Line Security Post orders are contained in Appendix V of this manual.

5.  Special Aircraft Watch.  The mission or payload of particular aircraft may require security additional to the normal Flight Line security posture.  In this event a special aircraft watch will be necessary and the following procedure will apply:

    a.  Upon notification from the Air Ops Department Dispatcher that a special aircraft watch is required, the Security Watch Supervisor will:

        (1) Coordinate with the Auxiliary Security Force Team Leader for the necessary manpower.

        (2) Ensure Air Operations establishes the cordon by placing traffic cones, warning signs, portable light carts and guard house.

        (3) Establish one point of egress/ingress.

        (4) Ensure the watch stander is qualified to stand the watch and has a thorough understanding of all post orders and special instructions relative to the post.

        (5) Ensure the watch stander has all equipment required for the post (e.g., weapon, ammunition, radio, flashlight, handcuffs, etc.).

        (6) Monitor the post until instructed to secure by the Security Detachment Duty Officer (SDDO).
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b.  Flight Line Security Force Post Watch Training.  The NAS Jacksonville Director of Security is responsible for training all Flight Line Security Force Post Watch standers. 

    c.  Flight Line Security Drills.  The Director of Security will ensure Flight Line Security Contingency Plans are tested through realistic training drills.  These drills will be a coordinated effort of the Security Detachment and all affected activities (e.g., resident activities, emergency services, and civil authorities).  Drills will be evaluated and contingency plans modified as required to reflect lessons learned.  Flight Line Security Drills will be conducted at least quarterly.

    d.  Communications.  Each post watch stander will be issued a hand‑held radio capable of transceiving, at a minimum, primary and secondary Security Detachment frequencies.  Watch standers will use their assigned call signs.  Communications procedures will be in accordance with Chapter 6 of the NAS Jacksonville Security Plan. 

6.  Host/Resident Support.  The Resources Management Officer, assisted by the Director of Security, is responsible for host/resident support agreements involving security on board NAS Jacksonville.  Resident activities/commands are responsible for compliance with this Flight Line Security Plan and the internal security of their assigned areas.

7.  Access Control Procedures (General)
    a.  The NAS Jacksonville Director of Security is responsible for implementation of a strict personnel and vehicle access control program for the Flight Line. 

    b.  Unescorted access to the Flight Line will not be authorized solely on the basis of rank, uniform markings, military, civilian or dependent identification card or documents. 

    c.  All routine access to the Flight Line will be through Flight Line Posts.  If operations require access through any other gate the user will first notify the Security Detachment.  A representative of the Security Detachment will respond to the gate to unlock it and secure it after the required transit.  If the gate must be left unsecured for an extended period of time the user will provide a watch stander for the period.  Only personnel/vehicles involved in the specific operation will be allowed access through the gate.  The user will ensure compliance. 

    d.  The Flight Line Security Watch standers and the Patrol Branch will make regular checks of the Flight Line Security assets during normal duty hours. When flight line assets are secured or after normal duty hours, checks will be made at least twice per eight-hour shift.

    e.  Any breach of security detected by, or reported to, a security watch-stander or patrolman will be reported through the chain of command to the 

Director of Security.  The immediacy of the report will be dictated by the severity of the security breach. 
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    f.  Administrative Inspections.  The Director of Security will establish a schedule and criteria for random administrative inspections of personnel and vehicles that enter and exit the Flight Line.  The proposed schedule and criteria will be submitted to the NAS Commanding Officer for approval on a regular monthly basis. 

    g.  The purpose of administrative inspections is to prevent the unlawful introduction and or removal of Government property, classified material and contraband (e.g., firearms, explosives, and drugs).

8.  Access Control Procedures (Vehicle).

    a.  Privately owned vehicles (POVs) are not authorized access to the flight line except under the conditions stated below:

        (1) POV access to work areas on the interior of Flight Line will be controlled by serialized decals affixed to vehicle.  Appendix II, Exhibit O is a list of work areas where POVs are authorized.  Appendix II, Exhibit P depicts the decal that must be on each POV on the Flight Line.



        (2) Contractor vehicles when proximity to the work site is essential to the performance of the contracted work.

        (3) During special events within the Flight Line (e.g., air shows, ceremonies, change of command).

        (4) POV access to the Flight Line in these cases will be accomplished by submitting an access request to the NAS Director of Security in advance of the contract requirement or event.  The access request must contain, at a minimum, the vehicle operator's name, rank/grade, SSN, activity/company, required access dates, purpose of access, make and license number of vehicle and the requesting authority's name, title, signature and telephone number.

        (5) The NAS Director of Security will coordinate with the affected flight line activity to designate area(s) authorized for POV parking.  The activity will provide traffic and parking area personnel.

        (6) In all cases, the NAS Director of Security will be the approving authority for all POV access to the Flight Line.

    b.  Official vehicles (e.g., civil authorities, civil emergency vehicles during routine operations) are authorized access to the Flight Line for official business. 

    c.  U.S. Government vehicles are authorized access to the Flight Line as required.

    d.  Emergency vehicles responding to an emergency within the Flight Line  will be granted access without delay.  The post watch will verify the emergency through the Security Detachment Dispatcher.

    e.  Vehicle operators are responsible for ensuring compliance with all Security directives relative to vehicle access and control.
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9.  Access Control Procedures (Personnel)
    a.  Personnel access to the Flight Line will be controlled by a Security ID Badge System. 

    b.  Personnel either assigned to activities located within the Flight Line or who require frequent access for official business will be issued appropriate access ID (See Chapter 1).

    c.  Personnel who require infrequent access to the Flight Line will not be issued a photo Flight Line ID Badge.  In these instances the sponsoring activity that requires access for the person(s) will submit an access request to the NAS Director of Security 48 hours in advance of the date(s) access is needed.  At a minimum the access request must contain the full name, rank/grade, SSN, activity/company of the person(s) requiring access.  The access request must also state the purpose of the access; areas to be accessed and be date specific for the period access is needed.  Finally, the request must bear the name, title, signature and phone number of the requesting activity's representative.

    d.  Only access request lists authorized by the NAS Jacksonville Director of Security or designated representative are valid.

    e.  Personnel who appear on an authorized access list will be admitted after close comparison of the information on the access list and a valid official photo identification  card (e.g., military, civilian, dependent ID, driver's license).  Personnel in this category will be logged in the visitor's log as unescorted and will be issued an unescorted Flight Line ID Badge.

    f.  Visitors to the Flight Line who do not appear on an authorized access list may access the Flight Line if the sponsoring activity provides an appropriately cleared escort.  Visitors of this type will be logged in the visitor's log as escorted and will be issued an escorted Flight Line ID Badge. The sponsoring escort will also be recorded in the visitor's log.  The escort is responsible for the visitor and must have positive control over the visitor at all times.                              

    g.  In the case of air shows or other general visiting authorized by the Commanding Officer NAS Jacksonville, the Flight Line Visitor ID Badge system will not be used.  For such events, the NAS Jacksonville Director of Security is responsible for providing cordon security to isolate the visitors and prevent unauthorized access into areas of the Flight Line not included in the general visiting event.  The Director of Security is further responsible for ensuring that all general visitors have left the Flight Line when the event is secured. 

    h.  Properly identified members of civil law enforcement agencies on routine official business will be treated as unescorted visitors.

    i.  During periods of increased threat conditions, unofficial visiting will normally be secured.  Official visiting will be limited and more closely scrutinized as the threat increases.
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10. Flight Line Security ID Badge (Management).

    a.  The Flight Line Security Badge program will be implemented and managed by the NAS Jacksonville Director of Security.  The NAS Jacksonville Security Detachment will be the sole point of issue and control for Flight Line Security ID Badges.

  

    b.  Badges are normally by the Security Detachment Pass and ID Branch Monday, Tuesday, Thursday and Friday, 0700‑1600 and Wednesday, 0700-1200.  Badges are not issued on weekends or holidays, except by request on drill weekends and Pass and ID will then be open from 1000-1400.

    c.  Badges are issued for a specific area.  In order for the Security Detachment to assign the required areas to be accessed on the badge, the affected commands/activities must provide the access authorization.  This will be accomplished by the following procedure:

        (1) NAS Jacksonville Flight Line form will be made available to all commands/activities to standardize the authorization process.  An example of NAS Jacksonville Flight Line form is contained in Appendix II, Exhibit E. 

        (2) When personnel initially check in for duty at a command/activity and the command/activity determines the person will require access to one or 

more flight line areas to perform official duties, the command/activity will prepare NAS Jacksonville Flight Line form and endorse the appropriate block for access to areas under their cognizance.  If the person requires access to areas under the cognizance of another command/activity, an endorsement must be obtained from that command/activity.  Once the form has been completed, including all required endorsements, the person must report in person to the Security Detachment Pass and ID Branch with the form in hand.  Pass and ID will issue a Flight Line Security ID Badge to the person with access based on the endorsements.  Personnel authorized to sign for Flight Line Badges will submit authorization application (the format is contained in Appendix II, Exhibit F) to NAS Director of Security.

    d.  Badges issued to military personnel will expire on the member's planned rotation date (PRD).  Civilian personnel badges will expire at the same time as their civilian IDs.  Contractor badges will be issued to expire on the contract completion date or after 12 months, whichever occurs first. Contract extensions will require case-by-case re-badging. 

    e.  Visitor badges will bear a distinct serial number, but will not have an expiration date.  Visitor badges will be inventoried at least once per shift and verified against the visitor's log.  Any unaccounted for visitor's badges will be immediately reported to the post watch supervisor for action as appropriate.  If losses reach six percent, re-badging will be accomplished. 

    

11. Flight Line Security ID Badge (Manner of Wear).


a.  Badges will be worn on the outer garment, upper torso, with the photo (or front in the case of visitor's badges) facing forward while in a Flight
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Line area.  Badges will not be worn while working on aircraft if FOD conditions exist.  However, the badge will be kept available for immediate identification if challenged.       


b.  Badges will not be displayed when outside of the Flight Line areas.

 
c.  Visitor's badges will not leave the Flight Line areas.  In all cases, visitors will turn in the visitor's badge when departing the Flight Line.
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CHAPTER 10

MANPOWER MOBILIZATION REQUIREMENTS

1.  Purpose.  The purpose of this chapter is to prescribe planning considerations for developing security and manpower requirements to expand the Security Forces to meet anticipated Base Security needs and at/following mobilization.

2.  Planning Considerations.

    a.  Threat.  Threat considerations are as outlined in CINCLANTFLT ltr 5500 Ser N151/S298 of 22 July 1988 (classified).

    b.  Base Mission.  NAS Jacksonville's mission at mobilization is basically the same as peacetime; however, service to the fleet through supply, increased training of VP-30, NAMTRAGRU and others, and to repair damaged aircraft at NADEP is expected to increase.

    c.  Concept of Operations.  The perceived base operations conditions existing at mobilization is an increased threat against the base, and increase in the need to protect critical assets which will result in traffic and personnel movement problems.  Personnel, equipment/material flow (in-out) of the Fleet Industrial Supply Center, Naval Aviation Depot and training squadrons and groups are expected to increase.

    d.  Mission Critical Assets.

        (1) Aircraft, including hangars, parking aprons, taxiways, control tower, navigational aids, etc.

        (2) POL complex, bulk fuel storage area; fuel pipeline between NAS Jacksonville and Cecil Field

        (3) Arms, ammunition and explosive storage areas

        (4) Communication facilities

        (5) Naval Aviation Depot

        (6) Utilities including wells, electrical switching stations, emergency generators, etc.

        (7) Command/control facilities and Buildings 1 and 506

        (8) Courier Station

        (9) LOX Plant

       (10) Supply (Center and Station Department) assets

       (11) Command and control personnel living in the area
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    e.  Employment of Security Forces.  All Security Force personnel are committed to critical Security posts.

    f.  Typical critical mobilization security posts and scheduling priority.

        (1) M + Day to M+10




(a) Aviation Assets

            (b) Arms, Ammunition and Explosives area

            (c) Bulk Fuel Storage areas, POL complex

            (d) Communications facilities

            (e) Base utilities

            (f) Base access gates and perimeter

            (g) Key personnel in the area

            (h) Command and control facilities

        (2) M+10 to M+30

            (a) Courier Station

            (b) Naval Aviation Depot

            (c) LOX Plant

            (d) Supply      
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CHAPTER 11

WATERBORNE SECURITY

1.  Purpose.  To promulgate procedures for the administration, training, and operation of the Navy Waterborne Security, using the guidelines of references (a) and (b).

2.  Background.  The establishment of the Waterborne Security (WS) provides the Commanding Officer, NAS Jacksonville, with a maritime quick response force capable of deterring waterborne threats within the confines of the NAS Jacksonville Security and/or Safety Zones.  

3.  Definitions
    a.  Security Zone.  An area of land, water, or land and water which is so designated by the Captain of the Port (COTP) or District Commander for such time as necessary to prevent damage or injury to any vessel or waterfront facility; to safeguard ports, harbors, territories, or waters of the United States, or to secure the observance of the rights and obligations of the United States.  

        (1) Security zones are only created within territorial limits of the United States.

        (2) The Coast Guard is authorized to limit or prohibit access and to remove persons and property from them.

        (3) Assistance may be requested from federal, state, and local agencies in enforcing Security Zones.

        (4) Authorization for Security Zones:

            (a) Authority is based on the Magnuson Act (50 USC 191).  This Act requires the President to determine that national security is threatened.  In doing so, the Coast Guard is granted authority to enforce the Federal Regulations on violators.

            (b) The Captain of the Port (COTP) and USCG District Commander provide for security, including establishing the Security Zones.

        (5) Security Zones are published in the Federal Register to provide notice to the public, as required by the Magnuson Act.  

        (6) Types of Security Zones
            (a) Emergency Security Zone.  Established on a case‑by‑case basis, and when there are less than 30 days until the Security Zone is required.  Requests are made to the COTP.  If approved, the document is 

printed in the Notice to Mariners, placed in the Federal Register, and the local media is informed.  A warning notice is prepared to be hand‑delivered to persons who enter the Zone.
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            (b) Permanent Security Zones.  Established as a long‑term zone, submitted more than 30 days prior to its date of establishment.  Requests must be submitted to COTP.

    b.  Safety Zone.  A land area, water area, or water and land area to which, for safety or environmental purposes, access is limited to authorized persons, vehicles, or vessels.  It may be stationary and described by fixed limits or it may be described as a zone around a vessel in motion.  

    c.  Restricted Area.  An area designated by the Army Corps of Engineers as relating to the navigation of waters or restricting the navigation of waters.  (33 USC 1)

    d.  Restricted Waterfront Area.  An area around commercial waterfront facilities designated by the COTP in times of national emergency to be off‑limits to all who do not have appropriate access and identification.  

        (1) Involves areas where commercial or military ships are loading explosives, dangerous cargo, other materials necessary for the war effort, etc.

        (2) The Coast Guard provides patrols for these areas.

    e.  Captain of the Port (COTP).  Captains of the Port and their representatives enforce, within their respective areas, port safety and security and marine environmental protection regulations, including, without limitation, regulations for the protection and security of vessels, harbors, and waterfront facilities; anchorage; security of vessels; waterfront facilities; security zones; safety zones; regulated navigation areas; deep water ports; water pollution, and ports and waterways safety.  (33 CFR 1.01‑30)

        (1) Captain of the Port is a Coast Guard billet.  This person is empowered to act as necessary in peacetime to provide harbor security, to include controlling vessel movement, establishing Security/Safety Zones and Restricted Areas, and to detain or arrest violators.

        

        (2) The COTP works directly with the Navy in wartime under the Maritime Defense Zone (MARDEZ) command.

4.  Enforcement ‑ the U.S. Navy Role.  The Coast Guard often does not have sufficient assets to continuously patrol all Security Zones or other special interest areas.  The COTP typically creates a Memorandum of Understanding (MOU) with the commands involved.  MOUs usually require the Navy to:

    a.  Monitor a Security (or other) Zone to notify the Coast Guard if enforcement action is necessary.

    b.  Patrol a Zone with the purpose of:

        (1)  Notifying persons of the existence of the Zone and regulations that apply.

        (2)  Warning unauthorized persons to stay out of the Zone.
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        (3)  Determining the identity and intentions of violators.

        (4)  Notifying the Coast Guard when enforcement action is necessary.  Enforcement action rests with the Coast Guard.  U.S. Navy members are limited in their law enforcement capacity by the Posse Comitatus Act.

             (a) Passive actions taken by the U. S. Navy personnel are not prohibited (for example, deploying floating barriers, etc.).

             (b) The military never surrenders its right or responsibility for self‑protection; the Navy may defend its assets and property.  If an intruder enters a Security Zone and the Coast Guard is not available to perform its enforcement role, the Navy may take necessary steps to protect itself.

             (c) If an intruder passes through a Security Zone and is found in federally protected waters or aboard Navy property, the intruder may be detained and passed to the custody of the Coast Guard or U. S. Marshal, as appropriate.

        (5) The commander of the naval activity protected has concurrent authority with the COTP to permit entry into the Security Zone.

5.  Rules of Engagement/Use of Deadly Force.  The guidelines of references (a) and (b), will be followed when challenging vessels/craft or personnel who penetrate or attempt to penetrate the Security Zone as identified in paragraph 3a above, or any vessel/craft which attempts to interfere with any U. S. vessels being escorted by WS personnel assigned escort duties.

6.  NAS Jacksonville's property extends to the shoreline of the St. Johns River.  Security boat patrols will only be used at the direction of the station CO under the following circumstances:

    a.  Security/Safety Zone (i.e., during special events like air shows).

    b.  During increased threat conditions (THREATCONS), DWEST will supply boats and crews as needed for security patrols of the river adjacent to the base.  These patrols will be used as advance warning for shore security.

    c.  It must be remembered that we can request someone to leave the waterfront area; however, the Navy has no jurisdiction until the violators come ashore.

    d.  These actions are covered by separate SECDET SOP's. 
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CHAPTER 12


 LOSS PREVENTION

1.  Loss Prevention Program.  References (a) through (h) detail responsibil- ities of each command/activity located on NAS Jacksonville that are essential to an effective loss prevention program.  The program shall be designed to safeguard resources from theft, loss or destruction by establishing an unac- ceptable risk of detection and/or apprehension. 

2.  Responsibilities.

    a.  Commanding Officer.  The Commanding Officer NAS Jacksonville has overall responsibility for physical security and law enforcement matters affecting the Naval Air Station, component commands, activities, and properties of government agencies with which NAS Jacksonville has agreements to provide such service.

    b.  Director of Security.  Under the direction of the Commanding Officer NAS Jacksonville, the Director of Security is responsible to establish,

administer, and coordinate physical security and law enforcement measures for protection of Naval and specified governmental agencies in the NAS Jacksonville area, their military personnel, employees and dependents.  Inclusive in these responsibilities is the implementation of the station Loss Prevention Program.  The Director of Security will ensure the program is properly established, administered and will make periodic reports on its progress to the Commanding Officer. 

    c.  Commanding Officers/Officers‑in‑Charge of Resident Activities.  Each commander of a resident command is responsible for security of personal and government property, equipment, and spaces assigned to that command or its members.  The commander of each resident activity is responsible to ensure integration of the station Loss Prevention Program, and develop an individual command Loss Prevention Program. 

    d.  Security Officers of Resident Activities.  Security Officers of resident activities are responsible to maintain close liaison with the NAS Security Detachment Physical Security and Loss Prevention Officer and NAS Crime Prevention Officer to ensure proper compliance with the station Loss Prevention Program, and to provide input from the command for revisions and updates to the plan. 

    e.  Station Department Heads.  Each station department head is responsible for security of personal and government property, equipment and spaces assigned to that department or its members.  Department heads will maintain close liaison with the NAS Security Detachment Physical Security and Loss Prevention Office and NAS Crime Prevention Officer to ensure proper compliance with the program. 

    f.  Crime Prevention Officer.  The Crime Prevention Officer is responsible to coordinate and operate the station Crime Prevention Programs.  He will work in unison with the Physical Security and Loss Prevention Division Officer and Investigations Division to ensure the Loss Prevention
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Program is conducted in accordance with established procedures and guidelines. He will maintain liaison with Police Department personnel, resident commands, department heads, and other outside law enforcement agencies to ensure the program is functioning properly and effectively. 

    g.  Police Department Personnel.  All Police Department personnel will have a working knowledge of the Loss Prevention Program and assist in its administration. 

3.  Property Movement On NAS Jacksonville.  Any government or commercial vehicle departing with government, public or private property must possess a Material Movement Pass except those vehicles transporting items from Serv-Mart or a bearer pickup.  The pass will be subject to inspection and verification during random gate departure searches.  For additional information, see Chapter 2.

4.  Physical Security Requirements For Selected, Sensitive, Valuable Or Pilferable Government Property.  Storage requirements for such items are found in reference (a).  The following sensitive/valuable items are in this category. 

    a.  Code "Q" items, drugs or other controlled substances designated as Schedule III, IV or V items, in accordance with 21 Code of Federal Regulations, Part 1308. 

    b.  Code "R" items, a drug or other controlled substance designated as Schedule I or II items in accordance with 21 Code of Federal Regulations, Part 1308. 

    c.  Precious metals, Code "R" items, refined silver, gold, platinum, palladium, iridium, rhodium, osmium, and ruthenium in bar, ingot, granulation, sponge or wire form. 

5.  Pilferage.  The protection of government property from pilfering is one of the primary functions of the Security Detachment, and all personnel (military and civilian) aboard NAS Jacksonville.  This function includes protection of supplies and equipment in storage areas, during the issue process, while in transit and during use.  Pilferage is probably the most common and annoying hazard with which security personnel and commands should be concerned.  It can become such a financial menace and detriment to operations that a large amount of valuable manpower is wasted in investigative, reporting and replacement procedures.  It is imperative that all military personnel and civilian employees, including management, understand the potential for daily losses.  Actual losses depend on such variable factors as type and amount of materials and equipment, and supplies produced, processed and stored at the activity. 

    a.  Access Control.  Decreasing access can be achieved by:

        (1) Performing Physical Security Surveys periodically will detect weaknesses in the command’s security system.


  
(2) Maintaining strict key control program to reduce an individual's ability to gain access to areas containing highly pilferable items. 
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        (3) Concentrating security patrols and watches on items identified as highly vulnerable to pilfering.   

    b.  Inventory Control.  Strict inventory control allows commands to keep a tight control on the location of items and allows early identification of a lost item.  This aids an investigation, greatly increasing chances of catching the thief.  The casual pilferer is much more likely to take an item he feels may not be missed until long after the actual theft, thus decreasing the chances reliable witnesses or evidence may be found.  Therefore all commands, departments, and divisions are responsible for setting up an asset inventory program for all items which do not fall under an already established inventory system.  

    c.  Personnel Involvement.  Command educational programs can increase personnel involvement.  NAS Jacksonville will educate personnel that theft of government property affects everyone.  

    d.  Summary.  Preventative measures, investigative procedures, and reporting and disposition procedures combine to decrease the loss of government property.  Each Commanding Officer, department head, and

supervisor are responsible to implement and maintain such measures.  Each command and department must maintain a continuing program aimed at educating personnel.  Periodic Plan-of-the-Day notices, training sessions, posters, and memoranda will emphasize punishments for theft, establish guidelines for checking out government property (especially its removal from the command), and encourage reporting of offenders.  Implementing the above measures and decreasing access to the item should directly affect the desire the individual may have for the item.

6.  Loss Reporting Procedures.  Prompt reporting of property losses to authorities is critical in preventing loss of evidence.  Therefore, the following guidelines and responsibilities have been established for use aboard NAS Jacksonville. 

    a.  Responsibilities. 


  
(1) Director of Security.  Responsible to the Commanding Officer for supervising required investigations and providing technical assistance to other commands in loss reporting procedures. 

        (2) Commanding Officer, Officer‑in‑Charge of Resident Activities, and Department Heads.  Responsible for development of individual command loss reporting procedures and integration of Missing, Lost, Stolen, Recovered (MLSR) reporting into their command's/department's loss reporting procedures.  They are also responsible for proper supervision of the command reporting program and the education of all command personnel in loss reporting procedures.  

    b.  Notification.  Upon notification of a loss within the command, the SECDET's Operations Division will be called in to properly secure the crime scene.  A quick assessment of the scene will be made to determine preservation needed and general extent of loss.  After identifying property lost, the SDDO will notify the Investigative Division Officer for assistance.
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If material content, monetary value, or sensitivity of lost material meets  MLSR reporting requirements, the scene will be secured until notification of NCIS has been made and proper direction has been received from them. 

    c.  MLSR Reporting Requirements.  The loss of property requiring an MLSR report will be reported to the Security Detachment as soon as a loss or recovery is established.  Critical information such as item nomenclature, and location before loss should be made available at the time the Security Detachment is contacted. 

        (1) MLSR Incidents.  All incidents requiring an MLSR report will be referred by Security Detachment to NCIS for investigation.

        (2) Types of property.  Reference (f) contains a description of property reportable under the MLSR Program.

        (3) Reporting Channels.  If applicable, and the property is missing, lost, stolen or recovered, the form (DD Form 200), when completed, will be submitted through the activity Security Officer as an MLSR report.

        (4) MLSR Detailed Instruction.  More detailed instruction for MLSR reporting requirements and the proper message format can be found in reference (f). 

        (5) Notification Upon Recovery.  When lost or missing property is recovered, all parties concerned will be notified immediately to preclude unnecessary commitment of investigative resources. 

7.  Removal Of Government Property From Installations.

    a.  Due to the layout of NAS Jacksonville, government material must often leave the confines of government installations during transfer or delivery procedures.  In order to maintain positive control over government materials, the guidelines and procedures contained in Chapter 2, will be followed by all personnel.

    b.  Documentation.  When transferring material off the Naval Air Station, one or more of the forms, contained in Chapter 2, will be shown to the gate sentry before departing the station. 

8.  Physical Security Survey.  The Physical Security Survey is designed (to identify to the applicable command and Security Officer) what security 

measures are in effect, what areas need improvement, and to provide a basis for determining priorities for funding/work to be accomplished. 

    a.  Survey Time Requirements.  

        (1) A survey of each activity/department on board NAS Jacksonville will be conducted.  Reports will be retained a minimum of two years or until completion of the cognizant Inspector General cycle, whichever is greater. 


    (2) NAS Physical Security will conduct surveys on lost command spaces.
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    b.  Responsibility. 


  
(1) Each resident command will ensure their Security Officer is trained in the proper method to conduct the survey. 

        (2) Security Officer.  The Security Officer will ensure surveys are conducted, and survey files are maintained. 

        (3) All resident commands/activities are responsible for conducting their own surveys.  NAS will assist resident activities with physical security surveys upon request.


9.  Loss Responsibility And Disciplinary Action.  The purpose of this section is to outline responsibility for establishing disciplinary measures in cases of loss and/or theft and to segregate types of action to be taken.  Commands are encouraged to prosecute violators to the fullest. 

    a.  Responsibilities.  Commanding Officers/Department Heads are responsible for the education of command personnel and the internal enforcement of policy and disciplinary measures within their jurisdiction. 

    b.  Action. 

        (1) Criminal Prosecution.  Commands will carefully examine the facts of each case to determine if a definite criminal element is involved and if there is probable cause to warrant referral to legal authorities for criminal prosecution.  This prosecution is independent of recoupment or claim action arising from the same incident. 

        (2) Discipline.  Personnel subject to the UCMJ may be subjected to action under the Code independent of criminal prosecution or claim action. 

        (3) Claims.  In cases where negligent loss is involved, the activity having MLSR or custodial responsibility for the property will contact the Naval Legal Services Office or the Staff Judge Advocate concerning procedures for conducting claim action. 

    c.  Security personnel will at all times be vigilant to detect fraud, waste, and abuse of government property.
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CHAPTER 13


NAS JACKSONVILLE SENTRY SECURITY FORCE 

1.  Purpose.  This chapter organizes, establishes policy, assigns responsibility and furnishes guidance for the NAS Jacksonville Sentry Security Force.

2.  Information.  Reference (a) requires that basic security measures for personnel and vehicle movement control be established at all naval installations and activities.  Monitoring of movement by Security personnel is facilitated by requiring the display or presentation of identifi​cation. Reference (a) specifies that all security personnel will be trained by and under the supervision of the host installation Security Detachment (SECDET).

3.  General.  Twenty TAD personnel are considered to be the bare minimum requirement to provide adequate access control to entrance posts encompassing the flight line areas.

    a.  Appendix II, Exhibit T lists manpower requirements as 20 personnel provided on a TAD basis (for 92 days) to NAS Jacksonville, SECDET.

    b.  Personnel selected for Sentry Security Force assignment must meet Navy standards for weight and pass the physical fitness test prior to being assigned; have no drug or alcohol dependency; be mature with sound judgment;  have no NJP within the past two years; and no civil or court martial convictions within the past year.  Nor shall they be on any emergency response team, i.e., ASF, DDF, etc.  Appendix II, Exhibit U provides a sample screening letter.

4.  Duties.  The sentry will perform all duties as instructed by post orders, standard operating procedures, carry out all general orders and orders issued by the installation's Security Officer.
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CHAPTER 14

FORCE PROTECTION

1.  General.  “Force Protection” is not a new concern of the Department of Defense, but it is receiving renewed emphasis as the potential for world wide terrorist actions continue to increase.  Reference (l) promulgates the DOD standards for reducing the risk of terrorism, made applicable to the Department of the Navy via reference (n).  To meet the requirements of reference (l), the following force protection actions will be implemented aboard U.S. Naval Air Station, Jacksonville. Measures for Threat Conditions (THREATCONS) are addressed separately in this instruction.

2.  Responsibilities.

    a.  The Commanding Officer, NASJAX, is responsible for overall security and force protection for the station.

    b.  The NASJAX Command Duty Officer is responsible for the ordering and overall implementation of THREATCONS.  If ordered by a higher authority, the CDO may specify a higher THREATCON level (if warranted), but will not order a lower level.  Only the host Commanding Officer may order reductions in the THREATCON level.

    c.  The NASJAX Force Protection Officer is responsible for maintenance of this Chapter.

    d.  Each NASJAX Department Head and tenant activity will review this force protection plan in its entirety and note any specific responsibilities specified therein.

e.  The Emergency Command supervisor will, in concert with the NASJAX

Force Protection Officer, develop a notification matrix to be used whenever a BLUE DART message is received.

    f.  The Director of Security, in cooperation with the Force Protection Officer, will develop reaction plans to counter general and specific threats to this command.

    g.  Tenant activity commanding officers/officers in charge will develop command-specific force protection plans based at a minimum) on applicable standards contained in this instruction.  The Force Protection and/or the Security Officers will send a copy of the force protection/physical security plan to the host activity for review.
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3.  Intelligence Collection and Analysis
    a.  Intelligence or other information regarding threats against this station and tenant activities will be reported promptly to Agents of the Naval Criminal Investigative Service (NCIS) or the Base Director of Security.  Foreign Counterintelligence (FCI) Agents of NCIS and the Base Director of Security will have immediate access to the Commanding Officer when potential threats are discovered.

    b.  The CDO will remain in frequent contact with the Communications Center when the potential for threat increases.

4.  Anti-Terrorism/Force Protection Security Committee.  An AT/FP Security Committee must be established.

    a.  The purpose of the AT/FP Security Committee will be to:

        (1) Analyze intelligence/information received and recommend countermeasures.

        (2) Discuss THREATCON measures as THREATCON levels are increased

or decreased.

        (3) Meet at a minimum semi-annually to discuss:

            (a) Overall Force Protection aboard NASJAX, and recommend improvements.

            (b) Other items of concern in general physical security, loss prevention, etc.

            (c) The Base Force Protection Officer will be responsible for preparing minutes of each meeting. Minutes will be maintained for two years.

        (4) Membership will consist of:

            (a) Commanding Officer

            (b) Executive Officer

            (c) Base Director of Security 

            (d) Base Force Protection Officer

            (e) NCIS Representative

            (f) Public Works Officer

            (g) Comptroller
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            (h) Staff Judge Advocate

            (i) Fire Chief

            (j) Supply Officer

            (k) Force Protection Officer or Security Officer from each Tenant Command

5.  Training.

    a.  The Base Director of Security will conduct the Anti-Terrorism/Force Protection training required by reference (l) for NASJAX. Each tenant activity will be required to conduct their training.

    b.  The NASJAX Security Department Training Division will:

        (1) Conduct Navy Security Force training required by references (l) through (m).

        (2) Conduct periodic new arrival indoctrination and periodic re-training per reference (l).

        (3) Conduct an annual base-wide force protection exercise.

    c.  The NASJAX Disaster Preparedness Officer will schedule annual training that spans the capabilities of all departments.  This drill/exercise will include participation of outside agencies with which NASJAX has an active Memorandum of Understanding.  Included will be (at a minimum) response to a weapon of mass destruction, mass casualties, and recovery of mission capabilities.

    d.  The Base Director of Security will:

        (1) Conduct training that includes emergency response for Security Detachment personnel.

        (2) Supervise the ASF Coordinator in the drafting and maintenance of a ground defense plan and posting studies for ASF positions.

        (3) Ensure annual review of this instruction or as threat dictates.
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CHAPTER 15

THREAT CONDITIONS (THREATCONs)
1. General.  The following instruction sets forth general Threat Condition (THREATCON) measures for the Department Of Defense as a whole.  Each installation is to develop individual measures to supplement the general measures specified.  To assist the Command Duty Officer and other persons responsible for the implementation of THREATCONs, each measure cited in reference (a) will be presented in this chapter in plain print.  Command specific actions will be printed in italicized print.
2.  Responsibilities.  

    a.  The NASJAX Commanding Officer is responsible for the setting of THREATCONs onboard U.S. Naval Air Station, Jacksonville.

    b.  Tenant activity Commanding Officers/Officers in Charge are responsible for developing their internal THREATCON measures.

    c.  The Command Duty Officer (CDO) will oversee the implementation of THREATCONs.

    d.  Individual responsibilities for the implementation of each measure will be specified in parentheses at the end of each measure.  If more than one person is specified, those persons will coordinate the implementation of that measure.

    e.  The Director of Security will provide expert guidance regarding implementation of the measures.

    f.  As threat conditions escalate, access control procedures will also rise conmeasurate with the threat condition.

3.  THREATCON NORMAL.  Exists when a general threat of possible terrorist activity exists, but warrants only routine posture.

4.  THREATCON ALPHA.  Applies when there is a general threat of possible terrorist activity against personnel and facilities, the nature and extent of which are unpredictable, and circumstances do not justify full implementation of THREATCON BRAVO measures.

    a.  Measure 1.  At regular intervals, remind all personnel and dependents to be suspicious about strangers and inquisitive about strangers, particularly those carrying suitcases or other containers.  Watch for unidentified vehicles on or in the vicinity of United States installations.  Watch for abandoned parcels or suitcases and any unusual activity.

        (1)  Messages to the above effect will be published in the Plan of the Week (Force Protection Officer).
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        (2)  Police and other security patrols will be reminded at the beginning of each shift or watch (Supervisors of watch stations).

    b.  Measure 2.  The duty officer or personnel with access to building plans as well as the plans for area evacuations must be available at all times.  Key personnel should be able to seal off an area immediately.  Key personnel required to implement security plans should be on-call and readily available.

        (1)  Duty officers for Public Works Department (PWD) will have building and base wide plans immediately available (Public Works Officer).

        (2)  The following personnel will be subject to immediate recall.  Each will ensure the CDO has a current telephone or other number available (each officer listed below is individually responsible).

(a) Commanding Officer

(b) Executive Officer

(c) Director of Security 

(d) Force Protection Officer

(e) Each Department Head

    c.  Measure 3.  Secure buildings, rooms, and storage areas not in regular use.

        (1)  Each Department Head will ensure supervisors of buildings assigned to them are checked regularly, and any buildings, rooms, storage areas, etc. are secured when not in actual use (Department Heads).

        (2)  The Director of Security will require patrols to spot-check buildings, rooms, etc. (concentrating primarily on mission-essential and/or restricted areas).  Patrol Persons will submit security discrepancy reports for each area found unsecured (Director of Security).

    d.  Measure 4.  Increase security spot checks of vehicles and persons entering the installation and unclassified areas under the jurisdiction of the United States.

        (1)  The Director of Security will prepare and submit to the Commanding Officer, a list of recommended dates, times, locations, and frequency of administrative inspections to be conducted at each gate, plus locations internal to the Naval Air Station for administrative spot checks.  A sample listing will be:  18 April 2000; 1300-1330; Gate #1, in-bound lane; each 4th vehicle.  This memorandum will be received by the Legal Officer, and will be submitted to the CO at least one week prior to the first date of the inspection, unless exigent circumstances require an earlier implementation.  This action is for the CO approval.  (Director of Security).
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       (2)  The Legal Officer will review the list of administrative inspections prior to submission to the CO for signature (Legal Officer).

       (3)  The Director of Security will effect administrative inspections of persons and vehicles entering the base and/or while on the base as specified by the Commanding Officer’s authorization (Director of Security).

        (4)  The CDO is authorized to modify the memorandum and/or order increased administrative inspections if emergency situations should warrant (Command Duty Officer).

    e.  Measure 5.  Limit access for vehicles and personnel commensurate with a reasonable flow of traffic.

        (1)  Birmingham and Commercial Gates will increase their security posture. (Director of Security).

        (2)  Jersey barriers will be placed at the Main Gate for  reinforcement.  Jersey barriers will be pre-staged at Birmingham and Commercial Gates. (Public Works Officer).

    f.  Measure 6.  As a deterrent, apply measures 14, 15, 17, or 18 from THREATCON BRAVO either individually or in combination with each other.

        (1)  The Director of Security will randomly choose additional measures and will coordinate with the concerned officer for implementation (Director of Security).

    g.  Measure 7.  Review all plans, orders, personal details, and logistics requirements related to the introduction of higher THREATCONs.

        (1)  The CO will call periodic meetings of the Anti-Terrorist Force Protection (AT/FP), Security Committee to ensure each person understands their responsibilities for implementation of THREATCONs, and that required personnel, equipment, etc. are available (Commanding Officer).

    h.  Measure 8.  Review and implement security measures for high-risk personnel as appropriate.

        (1)  Coordinate with NCIS for flag officer(s)assigned.

(Director of Security)                         

    i.  Measure 9.  As appropriate, consult local authorities on the threat and mutual anti-terrorism measures.

        (1)  The Director of Security will ensure local authorities are informed at each change of THREATCON level, and when on-base activities may affect the local community.  This notification will include, at a minimum, those agencies with an active Memorandum of Understanding with Naval Air Station Jacksonville, to include the Naval Hospital (Director of Security).
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    j.  Measure 10. To be determined.

5.  THREATCON BRAVO.  Applies when an increased and more predictable threat of terrorist activity exists.  The measures in this THREATCON must be capable of being maintained for weeks without causing undue hardship, affecting operational capability, and aggravating relations with local authorities.

    a.  Measure 11. Repeat “Measure 1”, and warn personnel of any other potential form of terrorist attack.

        (1)  Measure 1 will be repeated by the responsible officers.

        (2)  The Director of Security will provide general personnel protective measure information to Department Heads and will respond to specific requests for briefings (Director of Security).

        (3)  Department Heads will provide personnel protective measure training for personnel in their departments (Department Heads).

   b.  Measure 12.  Keep all personnel involved in implementing anti-terrorist contingency plans on call.

        (1)  Members of the AT/FP, Security Committee will ensure the CDO has a current recall number available (Members of AT/FP, Security Committee and CDO).

        (2)  The Director of Security will muster all members of the Auxiliary Security Force (ASF) to ensure each member understands (Director of Security).

            (a)  They are under notice for the possibility of immediate recall, and will ensure the ASF recall list is correct.

            (b)  Discuss the threat, including any specifics available.

            (c)  Discuss, in general, rules regarding Use of Deadly Force and any specific Rules of Engagement if more specific then “Deadly Force” guidelines.

        (3)  The Director of Security will ensure an armorer is available for immediate issue of arms and ammunition to ASF members (Director of Security).

    c.  Measure 13. Check plans for implementation of the next THREATCON.

        (1)  The CO will call away a special meeting of the AT/FP, Security Committee.  Members will review those measures prior to the meeting and will be prepared to provide the CO with a report regarding their ability to implement the Measures (Commanding Officer and AT/FP, Security Committee).

   d.  Measure 14.  Move cars and objects; e.g. crates, trash containers, at least 25 meters from buildings, particularly buildings of a sensitive or 
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prestigious nature.  Consider centralized parking.

        (1)  The Director of Security, with the assistance of persons responsible for buildings, will ensure cars are moved at least 100 feet from buildings.  Where applicable (e.g., Navy Lodge and BEQs/BOQs), parking will be in accordance with a centralized parking plan prepared by the Director of Security  (Director of Security and Department Heads).

        (2)  The Public Works Officer will ensure large items, such as dumpsters, are moved at least 100 feet from buildings (Public Works Officer).

        (3)  Temporary barricades will be established to assist in the maintenance of the 100 foot stand-off distance (Public Works Officer).

        (4)  The Public Works Officer will ensure a ready towing capability is available in the event a vehicle violates the stand-off and must be moved quickly (Public Works Officer).

        (5)  Place Jersey Barriers in accordance with the Barrier Plan (Public Works Officer and Director of Security).

    e.  Measure 15. Secure and regularly inspect all buildings, rooms, and storage areas not in regular use.

        (1)  Heads of departments will develop a watchbill or other method to ensure frequent rounds are made of buildings, spaces, and other assets under their control.  Unmanned spaces will be secured (Department Heads).

        (2)  The Security Detachment will increase their checks of buildings and spaces, formally reporting those areas found unsecured (Director of Security).

    f.  Measure 16. At the beginning and end of each workday, as well as at other regular and frequent intervals, inspect the interior and exterior of buildings in regular use for suspicious packages.

        (1)  Heads of departments will ensure that each space and exteriors of buildings for which they are responsible are checked frequently, and will notify the Security Detachment Dispatcher immediately of any suspicious persons or objects (Department Heads).

    g.  Measure 17. Examine mail (above the regular examination process) for letter or parcel bombs.

       (1)  Postal personnel will be increasingly vigilant for the possibility of suspicious letters or packages.  Emergency telephone numbers of the Security Detachment Dispatcher and Explosive Ordnance Disposal (EOD) Mobile Unit will be readily available to postal personnel (Postal Supervisor).

        (2)  The Administrative Officer will ensure personnel who receive 

mail for their departments also check mail/packages they receive and 
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immediately report anything suspicious (Administrative Officer).

    h.  Measure 18. Check all deliveries to messes, clubs, etc.  Advise dependents to check home deliveries.

        (1) Delivery trucks will gain access through Commercial  Gate.  Deliveries including checking of delivery orders and spot-checks of goods will be conducted at Commercial Gate before the truck will be permitted access.  Discrepancies, if any, will be resolved before the truck is permitted to enter the base (Director of Security).

        (2)  Deliveries will be thoroughly checked upon delivery by the person responsible at the delivery point (Supervisor of Receiving Point).

        (3)  The Public Affairs Officer (PAO) will ensure warnings to this effect are made public, with additional warning for dependents to refuse any home deliveries that may be in question and to telephone authorities in the jurisdiction in which they live (Public Affairs Officer).

    i.  Measure 19.  Increase surveillance of domestic accommodations, schools, messes, clubs, and other soft targets to improve deterrence and defense, and to build confidence among staff and dependents.

        (1)  Officers/commands in charge of quarters, barracks, etc., will develop watchbills (using available command personnel) to make period patrols inside and outside of those buildings.  The command in charge of those facilities will coordinate with the Director of Security to ensure communications are available.

        (2)  Police will make increased patrols throughout the base, including clubs and messes, after normal working hours when clubs/messes are operating (Director of Security).

        (3)  Aforementioned stand-off distances will be strictly enforced (Director of Security).

    j.  Measure 20. Make staff and dependents aware of the general situation in order to stop rumors and prevent unnecessary alarm.

        (1)  The Public Affairs Officer will publish frequent notices, using all available means, to ensure staff, dependents, and students are kept aware of the threat and preventive measures.  Releases will be approved by NCIS to ensure classified or other sensitive information is not inadvertently released (Public Affairs Officer and NCIS).

    k.  Measure 21. At an early stage, inform members of local security committees of actions being taken.  Explain reasons for actions.

        (1)  The forum for the satisfying of this measure will be through NASJAX’s AT/FP, Security Committee.  Tenant activity Force Protection/Security Officers will be notified.

15-6

NASJAXINST 5530.2B











21 NOV 00

    l.  Measure 22. Physically inspect visitors and randomly inspect their suitcases, parcels, and other containers.  Ensure proper dignity is maintained, and if possible, ensure female visitors are inspected only by females qualified to conduct physical inspections.

        (1)  Heads of departments in charge of designated Restricted Areas will conduct a 100% check of hand-carried items upon entering the Restricted Area.  This will include staff and visitors.  The Security Officer will assist, if resources are available, but in any case will provide guidance upon request (Department Heads and Director of Security).

        (2)  Any person refusing to submit to any inspection will be denied entry, and the Security Detachment’s Dispatcher will be notified immediately.
    m.  Measure 23. Operate random patrols to check vehicles, people, and buildings.

        (1)  The Director of Security is authorized to increase the numbers of patrols available by extending work hours of military members and/or use of ASF. These increased patrols will be used to randomly increase patrol frequency and spread (Commanding Officer and Director of Security).

        (2)  The Director of Security will direct increased surveillance of all waterfront areas of the base.  These patrols will be mobile (vehicle, foot, waterborne (Director of Security).

    n.  Measure 24. Protect off-base military personnel and military vehicles in accordance with prepared plans.  Remind drivers to lock vehicles and check vehicles before entering or exiting the vehicle.

        (1)  Department Heads are directed to reduce the number of off-base trips.  If official off-base trips become necessary, Department Heads are authorized to permit military members to wear civilian clothing, vice uniform of the day, and use unmarked government vehicles, or to use privately owned vehicles if the military members, so volunteer.  Reimbursement for use of POVs is not authorized.

       (2)  Off-base shipments of arms, ammunition, explosives, drugs, precious metals, currency, or other sensitive item(s) must be specifically approved by the Commanding Officer.

    o.  Measure 25. Implement additional security measures for high-risk personnel as appropriate.  Coordinate with the Security Detachment or NCIS.

        (1)  The Director of Security will entertain requests for additional assistance from tenant activities with flag officers assigned (Director of Security).

    p.  Measure 26. Brief personnel who may augment guard forces on the “Use of Deadly Force”.  Ensure there is no misunderstanding of these instructions.
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        (1)  Previously addressed in Measure 12.

    q.  Measure 27. As appropriate, consult local authorities on the threat and mutual anti-terrorism measures.

        (1)  The Director of Security (in conjunction with NCIS) will be the command focal point for coordination of efforts with local authorities and for keeping them informed.  Of primary importance will be the necessity for constant contact with those off-base authorities with which this command has MOUs (Director of Security and NCIS).

        (2)  The Director of Security is authorized in coordination with NCIS to provide intelligence information with local/civilian authorities, provided this information has been cleared and approved by the Commanding Officer (Director of Security).

    r.  Measures 28-29. To be determined.

        (1)  In addition to the other measures already specified for THREATCON BRAVO:

            (a)  The Director of Security will assign armed ASF members to:

                  1.  Main Gate:  One ASF member to supplement the gate sentry already assigned.

                  2.  Commercial Gate: One ASF member.

                  3.  Birmingham Gate: One ASF member.

            (b)  Birmingham Gate will be closed by Jersey barriers placed to reduce forced entry (Director of Security and Public Works Officer).

            (c)  The Public Works Department will assign vans and pickup trucks to Security Detachment for the duration of THREATCON BRAVO and above.  These vehicles (quantity to be coordinated with the Director of Security) will be used to transport security personnel and equipment to the various posts (Public Works Officer).

            (d)  The Director of Security will ensure all security lighting (to include perimeter, restricted areas, and other lighting) is beneficial to the Security Department and is in good working order.  Defective lighting will be reported immediately to the Public Works Officer, who will ensure prompt repairs (Director of Security and Public Works Officer).

           (e)  The Public Works Officer will ensure that emergency generators for restricted areas and/or mission-essential sites are topped off with fuel (Public Works Officer).

6. THREATCON CHARLIE.  Applies when an incident occurs or intelligence is received indicating some form of terrorist action against personnel and 
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facilities is imminent.  Implementation of measures in this THREATCON for more than a short period probably will create hardship and affect the peacetime activities of the unit and its personnel.

    a.  Measure 30. Continue, or introduce, all measure listed in THREATCON BRAVO.

        (1)  The Commanding Officer will call a meeting of the AT/FP, Security Committee to discuss those measures already implemented and the new measures specified for THREATCON CHARLIE (Commanding Officer).

    b.  Measure 31. Keep all personnel responsible for implementing anti-terrorist plans at their places of duty.

        (1)  All members of the AT/FP, Security Committee and other member decided by the Board will remain onboard the base(AT/FP, Security Committee).

          (2)   The Supply Officer will ensure that: (Supply Officer).

            (a)  Berthing spaces are available for AT/FP, Security Committee members.

            (b)  Food Services is able to provide meals and refreshments at the galley and to troops on post.

        (3)  The Emergency Command Center (ECC) will be manned.  A watch rotation will be established by the Executive Officer (Executive Officer).

        (4)  Departments and tenant activities will supply a list of essential personnel who will be permitted entry to the Director of Security (Department Heads and Commanding Officer’s of tenant activities).

        (5)  Only essential personnel and residents will be permitted to enter NASJAX.  Questions will be submitted to the ECC for resolution (Director of Security).

        (6)  The Public Affairs Officer will advise, through all available medium, that only essential personnel will be permitted entry onboard the base; that all clubs, messes, and retail stores are secured.  Advise all non-essential personnel to remain alert for the call to return to work (Public Affairs Officer).

        (7)  Secure all retail stores, clubs, and messes.  Keep open only those facilities (e.g. galley) necessary to provide services to military personnel, dependents, and essential civilian personnel (Navy Exchange Officer and Supply Officer).

        (8)  Secure all classes/schools to reduce the number of personnel moving about the base.

15-9

NASJAXINST 5530.2B

21 NOV 00

    c.  Measure 32. Limit access points to the absolute minimum

  (1)  Gate traffic patterns:

 (a)  Main Gate will be used for inbound traffic only (Director of Security).

             (b)  Birmingham Gate will be used for outbound traffic only (Director of Security).

        (2)  Jersey barriers will be placed: (Public Works Officer and Director of Security)

             (a)  Birmingham Gate:  To block the out-bound lane and to establish a serpentine route according to the Director of Security’s barricade plan.

             (b)  Main Gate:  To block off the in-bound lane and to establish a serpentine route according to the Director of Security’s barricade plan.

        (3)  Signs will be placed at the Commercial Gate indicating that traffic located at Main Gate is restricted to residents and essential personnel only, and that truck traffic will only be permitted to enter through Main Gate (Public Works Officer and Director of Security).

        (4)  A truck inspection point will be established at Main Gate (Director of Security).

            (a)  Only trucks delivering goods deemed absolutely necessary will be permitted entry.  Questions to this regard will be referred to the ECC (Director of Security).

            (b)  Trucks will be thoroughly inspected prior to entry (Director of Security).

            (c)  If the delivery is not large, the Supply Officer (assisted by the Public Works Officer) will provide an appropriate vehicle and personnel to receive the goods at Main Gate without permitting the truck to enter (Supply Officer and Public Works Officer).

        (2)   An inspection point will be established at Main Gate (Director

of Security).

    d.  Measure 33. Strictly enforce control of entry.  Randomly search vehicles.

        (1)  Previously random inspections will increase to 100% during this THREATCON (Director of Security).  This will include:

(a)   All persons requesting entry to the base.

             (b)  All persons requesting entry to a Restricted Area.

             (c)  All persons found onboard in suspicious circumstances.
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    e.  Measure 34. Enforce centralized parking of vehicles away from sensitive buildings.

        (1)  The stand-off distance around sensitive buildings, BEQs/BOQs, galley, and other manned spaces will increase to 400 feet (Director of Security and Public Works Officer).

             (a)  Centralized parking will only be permitted (Director of Security).

             (b)  A bus and driver will be provided to shuttle personnel from centralized parking to places of duty and/or residence (Public Works Officer).

        (2)  The Marina will be secured.  Harbor patrol, with a louder hailer, will be established to prevent boats from landing (Director of Security).

        (3)  Any vehicles violating stand-off zones will be towed immediately and transported the base impound lot for later disposition (Public Works Officer and Director of Security).

    f.  Measure 35. Issue weapons to ASF.  Local orders should include specific orders on issue of ammunition.

        (1)  The Commanding Officer, with the advise of the Director of Security and members of the AT/FP, Security Committee, will determine rules of engagement in general, and specifically for those sites considered especially sensitive (Commanding Officer).

    g.  Measure 36. Increase patrolling of the installation.

        (1)  A 100% call-up of ASF will be ordered (Director of Security).

            (a)  ASF members will bring sufficient clothing and toiletries to remain onboard for at least one week.

            (b)   Berthing will be made available in barracks spaces. 

        (2)  Waterborne patrols will be enhanced (Director of Security).

    h.  Measure 37. Protect all designated vulnerable points.  Give special attention to vulnerable points throughout the base.
        (1)  The ASF will be posted according to the Manpower Mobilization Requirements, Chapter 10. (Director of Security).

        (2)  Local authorities will be requested to increase 

patrols at avenues of approach to the base (Director of Security).
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i.  Measure 38. Erect barriers and obstacles to control traffic flow.

        (1)  In addition to the barricades at the gate, barricades will be 

placed as listed below:

(a) Allegheny Road (north) will be blocked off on the north side of Yorktown Avenue at the curb line, leaving one southbound lane open.

(b) Child Street will be blocked off on the north side of Yorktown Avenue.

(c) Yorktown Avenue will be blocked off on the east side of Keily Street, leaving the outside westbound lane open.

(d) Saratoga Avenue will be blocked off on the southside at Keily Street.

(e) North Parking Lot of Bldg 583 will be blocked off on the eastside of Keily Street.

(f) Enterprise Avenue will be blocked off on the eastside of Keily Street.

(g) South Parking Lot of Bldg 590 will be clocked off on the eastside of Keily Street.

(h) Birmingham Avenue will be blocked off on the eastside of Keily Street.

(i) Child Street will be blocked off on the northside of Birhamingham Avenue.

(j) Allegheny Road will be blocked off on the southside of Birmingham Avenue.

(k) Wooden barriers/road closed signs will be placed oat the following locations:

1 Child Street at Braun Road

2 Child Street at baseball field driveway

3 Allegheny Road at Seabee Drive

4 Mustin Road at the Mustin Road Bridge south of Mustin Road Circle

5 South turn lane of Birmingham Avenue at Allegheny Road

    j.  Measure 39. Consult local authorities about closing public (and military) roads and facilities that might make sites more vulnerable to attack.
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    k.  Measure 40. To be determined.

7.  THREATCON DELTA.  Applies in the immediate area where a terrorist attack has occurred or when intelligence has been received that terrorist action against a specific location or person is likely.  Normally, this THREATCON is declared as a localized condition.

    a.  Measure 41. Continue, or introduce, all measures listed for THREATCONs BRAVO and CHARLIE.

    b.  Measure 42. Augment guards as necessary.

    c.  Measure 43. Identify all vehicles within operational areas or mission support areas.

        (1)  Vehicles will not be permitted to remain on the base unless specifically authorized by the Commanding Officer.  Duty vehicles may enter affected areas for short periods (e.g. duty relief), and only if the vehicle was completely attended at all times when not under strict government control (Director of Security).

    d.  Measure 44. Search all vehicles and their contents before allowing entrance to the installation.

        (1)  This will include under-carriage checks and all other areas of the vehicle.  All packages, bags, etc. will be opened and inspected prior to entry to the base (Director of Security).

    e.  Measure 45. Control access and implement positive identification of all personnel – no exceptions.

        (1)  The Security Detachment is authorized to include the stopping of persons while onboard this base and requiring identification (Director of Security).

    f.  Measure 46. Search all suitcases, briefcases, packages, etc. brought into the installation.

(1) The Security Detachment is also authorized to conduct searches of all persons onboard NASJAX (Director of Security).

    g.  Measure 47. Control access to all areas under the jurisdiction of the United States Navy.

    h.  Measure 48. Make frequent checks of exterior of buildings and of parking areas.

        (1)  Department Heads and Commanding Officers of tenant activities will increase the frequency of inspecting areas under their control (Department Heads and Commanding Officers of tenant activities).
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i.  Measure 49. Minimize all administrative journeys and visits.

        (1)  Administrative journeys must be approved by the Commanding Officer (Commanding Officer).

        (2)  All general visiting will cease (including to residential areas of NASJAX (Director of Security).

        (3)  All personnel, including those in housing areas, (including Yellow Water Housing)will be discouraged from leaving their property through frequent public announcements (Commanding Officer and Public Affairs Officer).
    j.  Measure 50. Coordinate the possible closing of public and military roads and facilities with local authorities.

    k.  Measure 51. To be determined.
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CHAPTER 16

HIGH RISK PERSONNEL (HRP)

1.  SITUATION.

    a.  General. The rank, position, and/or political importance of some DoD personnel, make them and their families potential targets of criminal/terrorist activity. The various military missions of regional installations attract visiting high-ranking military and foreign dignitaries from time to time.  It is imperative that those persons, designated as high-risk personnel (DRP), receive the personal protection commensurate with their position and the existing threat level.  Naval Criminal Investigative Service (NCIS) assisted by the installation’s Security Detachment, will take the lead in the provision of protective services aboard NASJAX.

    b.  Friendly Forces.  Naval Security Forces, Federal, State and local law enforcement agencies.

c. Assumptions.

        (1)  Most political and foreign dignitaries will travel with a security element, which provide close in personal protection.

(2)   There are no high-risk billets within the NASJAX.

        (3)  OP-O9N and/or CINCLANTFLT N34 will identify high-risk billets within SOUTHEAST region.

2.  MISSION:  When directed NASJAX will implement security measures in order to reduce threat against HRP assigned to or visiting NASJAX.

3.  EXECUTION.

    a.  Commanding Officer’s Intent.  NASJAX will take all prudent security precautions to direct and reduce threats directed at HRP and their families.  The cornerstone of the HRP program will consist of regular residential and workplace security surveys for HRPs, security awareness training, and when necessary, personal protective details (PPD).  Regional and visiting HRP and their families enjoy a safe and secure environment in which to live, visit and work, and all reasonable security measures are implemented to reduce or mitigate the risk of criminal activity.

b.  Concept of Operations.

       (1) NCIS is the primary agency to perform PPD.  Occasionally, the Security Detachment will be tasked to participate in PSDs.  In this situation, both agencies will mutually support each other under the direction of the United States Secret Service (USSS).

        (2)  There are two categories of HRP.

             (a)  The first consists of those HRP permanently assigned to region and regional installations.
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             (b)  The second includes high ranking military or politically important personnel who visit NASJAX.

        (3)  Visiting HRP protective details, if requested by NCIS are usually short in duration, can be supported with assets from the Security Detachment, and involve coordination.

        (4)  Protective details for HRP permanently assigned to NASJAX, if requested by NCIS, will be more manpower intensive and will require extensive, continuous coordination and support from all installation and tenant activities.

         (5)  Pre-incident Phase.   Ongoing risk reduction actions taken to improve the personal security of HRP.  Detailed planning process for visiting HRP will be conducted. This phase is complete when the PSD begins.

         (6)  Incident Phase.  This phase involves the execution of the PSD. Additional security measures will be implements based on the threat. This phase is complete upon completion of the PSD.

(7) Post-incident Phase.  This phase will normally consist of

compiling after action data, implementing compensatory security measures, and implementing measures to return to the pre-incident phase.  This phase is complete upon reimplementing pre-incident phase.

c.  Tasks.

(1)  Director of Security.

            (a)  As appropriate, provide PSD or protective service support for all permanently assigned and visiting HRP,if required.   

            (b)  Coordinate training requirements to support this chapter.

         (c)  Develop policy/procedures to execute this chapter.

         (d)  Coordinate security issues with local, state, and federal security/law enforcement agencies is required.

         (e)  Maintain an explosive detection working dog capability.

         (f)  Conduct annual physical security surveys on all Flag Officer building and residences.

         (g)  Provide communications support as required.

(2)  NCIS.

            (a)  Conduct checks on all visiting HRPs, if required.

            (b)  Conduct quarterly checks on all HRPs permanently assigned to regional installations, if required.
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         (c)  As required from NCIS higher headquarters, assigned NCIS personnel to protective service details.

(3)  Public Works Center.  Provide vehicle support, if required.

(4) Public Affairs Officer.  Provide media coverage and screen news

releases and deemed appropriate.

    d.  Coordinating Instructions.

        (1)  HRP will be defined by the list and priority established below:

             (a)  The President of the United States and his family.

             (b)  The Vice President of the United States and his family.

             (c)  Heads of State of a Foreign State and their families.

             (d)  US/Federal/State government officials to include member of Congress, the Senate, Governors, selected DoD Officials.

             (e)  US four star flag officers and their families.

             (f)  Foreign four star equivalent flag officer and families.

             (g)  Regional Flag Officers, civilian flag officer equivalents, and their families.   

        (2)  At no time will military personnel be placed under the command of civilian agencies.

        (3)  Training.

          (a)  Permanently assigned HRPs and their families are encouraged

   to receive Level I AT/FP awareness training.

             (b)  Drivers for Flag Officers should attend the U.S. Army Antiterrorist Evasive Driving School, Bill Scott Raceway, Summitt Point, West Virginia.

             (c)  Flag Aids should have weapons training, if possible.

4.  Command and Signal.

    a.  Signal.  Security Detachment Instructions will dictate all communication procedures during the mission.

        (1)  Radio is the primary means of communication.

        (2)  Cell phones are the secondary means of communication.
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b.  Command.

         (1)  The Director of Security, in concert with NCIS, will dictate the operational chain of command for all PSD executed by the Security Detachment.

         (2)  When two or more federal, state, local security agencies are working concurrently, a unified command structure will be employed.
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CHAPTER 17

EMERGENCY COMMAND CENTER (ECC)

1.  General.

    a.  In accordance with reference (l), and in order to ensure complete preparedness under any circumstance, an Emergency Command Center (ECC) will be prepared and immediate activation during any disaster or other event as ordered by the Commanding Officer, U.S. Naval Air Station Jacksonville.

     b.  A disaster is defined as any occurrence or condition involving serious and widespread threat to life, health, or property.  Disasters may result, either from natural or human causes and include, among other occurrences, conflagrations, explosions, floods, hurricanes, earthquakes, terrorist attack, and chemical, biological, or radiological incident(s).

     c.  In general, reference (l) will be used as the primary guide in locating , equipping, manning, and operating the ECC, except as modified or enhanced in this instruction.  All members of the AT/FP, Security Committee and other responsible officers will obtain a copy of reference (l) from the Director of Security and will review it in its entirety.

2.  Responsibilities.

    a.  The Commanding Officer, U.S. Naval Air Station, Jacksonville, will be responsible for ordering the activation of the ECC.  In the absence of the Commanding Officer, the Executive Officer and/or Command Duty Officer may order activation.

    b.  The Disaster Preparedness Officer is responsible for the following:

        (1) Providing the space and coordinating the equipping of the ECC using the principals in reference (l).

        (2) Ensuring the ECC is in constant state of readiness, ready for immediate activation when necessary.

        (3) Preparation of Standard Operating Procedures (SOP), including the information provided in Section six of reference (l).

        (4) Scheduling periodic training for ECC members.

    c.  The Force Protection Officer is responsible for assisting the Disaster Preparedness Officer with development of scenarios in training the ECC.

    d.  The Director of Security will:

        (1) Provide sufficient security for the ECC when it is manned to prevent unauthorized intrusion.

        (2) Control traffic so that no vehicle may approach within 400 feet of the ECC.
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    e.  The Public Works Officer will:

        (1) At the Director of Security’s direction, place barriers to prevent vehicles from approaching the ECC.

        (2) Ensure utilities remain stable throughout the operation of the ECC, to include electrical power, water, heat/cooling, etc.

        (3) Provide the following vehicles for the ECC:

            (a) A sedan or van for general use.

            (b) A van or pickup truck.

f. The Supply Officer will ensure that:

        (1) Sufficient food, water, coffee, and other type of refreshments are made available.

        (2) Berthing is available.  This may be rooms in any of the quarters (if available or suitable during operations), or it may include cots, blankets, pillows, sheets, etc.

        (3) Provision for toiletries, towels, etc.

    g.  The Director of Security will ensure communications are readily available, via police radio and land line/cell phone.

    h.  Personnel listed as participants in this chapter will respond when the ECC is manned.  Alternates will also be designated in the event the primary participant is unable to respond, or as a relief in the event of extended operations.

3.  ECC Location and Manning.

    a.  The primary ECC will be located in Building 110.  If this space cannot be manned for any reason, the secondary ECC will be located in Building (TBD).

    b.  Minimum manning of the ECC will be:

        (1) Mandatory members:

            (a) Members of the CMT.

            (b) The Administrative Officer will be a member and will provide a minimum of three clerical personnel to act as recorders.

            (c) The Public Affairs Officer.

            (d) Chaplain.
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        (2) Local authorities will be requested to provide a representative from:

            (a) Federal authorities (FEMA, FBI, U.S. Marshals Office, etc.)

4.  Training.  The Disaster Preparedness Officer will schedule periodic training for members of the ECC.  This training will include:

    a.  Activation of the ECC (for base wide exercises).

    b.  A minimum of semi-annual “Table Top” exercises for ECC members.  The Director of Security will assist in the preparation of security scenarios.
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CHAPTER 18

WEAPONS OF MASS DESTRUCTION (WMD)

1.  GENERAL
    a.  The threat of WMD terrorism is different than the threat of "NBC" use on a battlefield.  As events in Tokyo (1995 Sarin attack), New York City (1993 World Trade Center), and Oregon (1984 Salmonella Bacterium attack) indicate, the use of chemical and biological agents in a terrorist attack are not only possible, but have been well planned and executed.  While these attacks have had varying success, it is undeniable that they have terrorized millions.

    b.  To a terrorist looking to terrorize the U.S., an installation makes an inviting target.  Many areas on the installation naturally tend to congregate large masses of unprotected people i.e., the exchange, training commands and other schools, the movie theater, and troop formations.

    c.  Based on past lessons learned, there are certain assumptions that can be made:

        (1) There is an increased possibility of a WMD attack due to the relative ease of access to chemicals, explosives, and plan designs for devices.

        (2) A WMD scenario will exceed the crisis response/consequence management capabilities of base resources.

 
  (3) Extensive DOD, state and federal support will be required to cope with a WMD scenario.  To this end, base departments and affected tenant commands must establish MOU/As with appropriate state and federal agencies.

        (4) Incidents involving WMD are often a combination of three types of incidents.  Potentially, it could be a hazardous materials incident, a mass casualty incident, and a crime scene.  Oftentimes this will create an overlap in responses and responsibilities that must be effectively coordinated.

        (5) Chemical/biological WMD incidents pose significant problem for first responders.  Procedures and protective equipment is required for all first responders, to include security forces, emergency medical personnel, and firefighters.  This can include MOPP 4 protective gear, OSHA level A equivalent, detection equipment, and a heightened awareness for the presence of NBC agents.

        (6) The base should maintain the capability to contain WMD incidents until the arrival of DOD, state and federal response forces.

        (7) Effective planning, proactive passive/active protective measures and continuous exercising of crisis action plans will mitigate the effects of WMD.

    d.  The Federal Bureau Investigation (FBI) has primary jurisdiction for investigating WMD incidents, and the Federal Emergency Management Agency (FEMA) responsibility for consequence management.
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        e.  On a continuing basis and in conjunction with state and federal agencies, this command will be prepared to respond to a WMD incident by 

conducting pre-incident planning and mitigation measures and performing crisis response/ consequence management operations aimed at lessening the effects of a WMD incident once they occur. 

2.  CONCEPTS OF OPERATION
    a.  Pre-Incident Phase:

       (1) Develop Memoranda of Understanding/Agreement with external agencies required to support this chapter.

       (2) Consider AT/FP during the design and construction of new building.

       (3) Implement procedures which lessen the effects of a WMD attack. 

       (4) Obtain equipment for first responders (i.e, chemical protection suits and NR/NS detection equipment).

       (5) Conduct regular training events to validate and update MWD procedures.

       (6) This phase is complete when a WMD occurs.

    b.  Incident Phase.  First responders perform consequence management actions by containing and controlling the incident site, rescuing survivors, performing hasty decontamination, triage and evacuation, and identifying, if possible, the agent.  This phase is complete when the immediate threat has been abated and surviving victims have been evacuated for treatment.

    c.  Post-incident Phase.  This phase involve continuing consequence management action.  The incident site is searched for evidentiary material.  First responders may require psychological counseling.  Response agencies conduct a comprehensive review of actions taken in order to improve procedures.  This phase is complete when the area is restored to normal operations.

3.  RESPONSIBILITIES
    a.  Commanding Officer, NASJAX

       (1) Retain jurisdiction for WMD incidents and be prepared to establish a unified command relationship with responding federal, state, and county forces.

       (2) Exercise command and control through the Crisis Management Team (CMT).

       (3) In the event of an attack, activate the CMT and order activation of the ECC.

    b.  Force Protection Officer, NASJAX
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 (1) Retain primary staff proponency for WMD planning.

       (2) Plan and conduct training exercises involving WMD scenarios.  A full drive, involving all participants, will be held at least once annually.


 (3) Ensure WMD plans integrate available DoD, state, and federal response force and resources.

 (4) Ensure police and fire fighting personnel are equipped and trained to respond to NBC contaminated incident scenes.

    c.  Director of Security 


 (1) Activate the ECC when directed.


 (2) Establish procedures for dispatchers to query/identify incoming calls for potential WMD incidents.

       (3) Provide on-scene command and control.  Establish perimeters based on weather conditions.

       (4) Be prepared to assist in the hasty decontamination of victims.

       (5) Advise the CO on setting or increasing existing THREATCONs.

    d.  Special Agent-in-Charge, Naval Criminal Investigative Service (NCIS)

       (1) Ensure all sources of intelligence are used to develop a WMD   threat assessment.

       (2) Act as advisor to the CO, NASJAX.

    e.  Commander, Naval Hospital, Jacksonville

       (1) Ensure medical personnel, including first responders, are equipped and trained to handle NBC contaminated victims.

       (2) Maintain Nerve Agent Antidote Kit NAAK MK 1 kit's (Atropine and 2 PAM Chloride) for 10% of the base population.

       (3) Provide an on-scene medical officer to coordinate/supervise triage and evacuation actions.

       (4) Advise local hospitals to prepare for the receipt of NBC contaminated victims.

       (5) Be prepared to execute the mass casualty plan.

       (6) Establish a procedure for patient tracking and accountability.
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    f.  Public Works Officer

(1) Ensure WMD scenarios are incorporated into base HAZMAT response 

procedures.


  (2) Ensure base HAZMAT response teams are capable of responding to 

a WMD scenario.


  (3) Be prepared to dispose of NBC contaminated waste material.


  (4) To test base drinking water and water drainage areas after a WMD incident.

    g.  Officer in Charge, Explosive Ordnance Disposal (EOD)

       (1) Be prepared to operate in an NBC environment.

       (2) Be prepared to perform render safe on NBC device in an NBC environment.

    h.  Supply Officer

       (1) Provide emergency supplies as needed, including decontamination gear (soaps, shampoo, etc.), clothing, cots, blankets, etc.

    i.  Public Affairs Officer

       (1) Prepare news releases for approval by the CO.

       (2) Establish a media area in an approved site.

    j.  Operations Officer.  Provide weather information, including wind direction and strength.  Constantly monitor for changes.

    k.  On-Scene Commander

       (1) The senior on-scene security patrolman or firefighter will assume duties as on-scene commander.

       (2) Establish perimeters based on existing weather conditions and other environmental factors.

       (3) Forward operational and logistical requirements to the ECC.  

       (4) Establish a hasty decontamination site.

       (5) Identify the chemical/biological agent, if possible.  Commercial HAZMAT containers have Material Safety Data Sheets (MSDS) and can be referenced to determine containment and safety procedures.

       (6) Take all prudent measures to contain and/or mitigate the effects of the attack.

       (7) Determine weather conditions at incident site.  Be prepared to evacuate downwind areas.
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       (8) Establish safety zones (i.e., Hot, Warm, and Cold Zones).  

4.  OTHER GUIDANCE AND COORDINATING INSTRUCTIONS
    a.  Priority of consequence management actions for incident responders:

       (1) Control/containment of the incident site and surrounding areas.


 (2) Perform rescue operations for survivors.


 (3) Decontamination of the injured.


 (4) Triage and evacuation of the injured.


 (5) Collection and preservation of evidence.


 (6) Collection and identification of the deceased.


 (7) Site clean-up and HAZMAT disposal.

       (8) Return the incident site to normal operations.

    b.  The base's primary responsibility is containment of the agent and the rescue those individuals believed to be alive.

    c.  All victims of a chemical or biological agent attack will be hastily decontaminated before evacuation to a medical facility.  Patient decon- tamination is achieved by:

       (1) Removal of the victim from the Hot Zone.

       (2) Removal of contaminated clothing.

       (3) Rinsing with gross quantities of water and/or using various decontamination solutions.

     d.  Consult Chapter 22 for more detailed information during an actual incident.

18-5













      NASJAXINST 5530.2B














21 NOV 00


CHAPTER 19  


MISSION ESSENTIAL VULNERABLE AREAS (MEVA)

1.  GENERAL.  Many areas aboard NASJAX offer attractive and lucrative targets to terrorists and other criminals.  Some targets are worthy because they are essential to the mission of this base or its tenants; some are meaningful because of a high population level or other consideration.  Some assets are relatively hardened, while some are soft and easy to exploit.

2.  MISSION ESSENTIAL VULNERABLE AREAS (MEVA)
    a.  MEVA are determined by combining linked individual assessments together to form a Risk Assessment.  The risk assessment includes a Threat Assessment, a Criticality Assessment, and a Vulnerability Assessment.  The AT/FB committee will conduct the Risk Assessment and recommend base MEVA to the CO for approval.

        (1)  The Threat Assessment is an analytic process that combines the DOD Threat Level with local intelligence information and products in an attempt to identify terrorist intentions and capabilities to determine the likelihood of terrorist incidents.

        (2)  The Criticality Assessment considers the importance, impact, and recoverability factors for a potential terrorist target.

        (3)  The Vulnerability Assessment considers the construction, accessibility, and recognizability factors for a potential terrorist target.

    b.  The CARVER target analysis tool is used to assess the facilities of an installation when calculating the Risk Assessment.  CARVER is an acronym of six factors or characteristics of facilities.  These factors are:  Criticality, Accessibility, Recuperability, Vulnerability, Effect, and Recognizability.

    c.  The AT/FB Security Committee determines the CARVER for each facility aboard this installation, which facilities should be classified as a MEVA, and their priority based on mission-essentiality.

    d.  The MEVA, combined with the potential threats that have been identified, will be used during the Risk Management Analysis to determine actions for improving the AT/FP posture at THREATCON NORMAL, as well as for higher THREATCONS.

    e.  The AT/FP Security Committee will reevaluate installation MEVA and non-MEVA targets semi-annually and amend accordingly.

3. NASJAX.  MEVA for this base, by order of priority, are designated as follows:

a.  Flightline

b. Electric Power Sub-Station (South of Main Gate on perimeter fence)

c. Fuel Farm (Yorktown Ave.)

d. Headquarters (Bldg 1)

e. Base Armory (Bldg 875)

f. Weapons Department Magazines
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g. Base Housing and Yellow Water Housing

h. Naval Hospital Jacksonville (Bldg H-2080)

i. Air Operations Tower (Bldg 118)

j. Air Terminal (Bldg 279)

k. Security Detachment (Bldg 875)

4.  OTHER POTENTIAL TERRORIST TARGETS.  Some facilities  do not have a high enough CARVER rating to qualify them as MEVA.  However, based on Criticality and Vulnerability Assessments, these areas merit consideration during security planning for higher THREATCONS.

a. The top non-MEVA terrorist targets aboard this installation are:

(1) Bowling Alley            (5) Base Galley

(2) Child Care Center        (6) Branch Medical/Dental Clinic

(3) Commissary               (7) Bachelor Enlisted Quarters (Bldg 822)

(4) Navy Exchange (NEX)      (8) Officer Bachelor Quarters (Bldg 11)

    b.  These targets were selected based on their potential for loss of life and damage from a bombing attack.
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CHAPTER 20  


RANDOM ANTITERRORISM MEASURES (RAM)

1.  GENERAL.  Random Antiterrorism Measures (RAM) efforts seek to deter

terrorist attacks on DOD facilities and personnel by:

    a.  Varying routines.

    b,  Being sensitive to changes in the security atmosphere around DOD

facilities and personnel.

    c.  Implementation of RAM programs have three purposes.  

        (1)  First, military commanders can use RAM as a tool to test which measures have higher costs to an installation or facility in terms of productivity than others.  A RAM program can help identify those measures that security personnel and the installation infrastructure are more capable of sustaining and those that will be unduly stressful on human and material resources.

        (2)  Second, RAM programs provide security forces with training and stimulation.  This makes their job more challenging, but also more interesting and more exciting.  By keeping the guard force interested and alert, RAM programs appear to increase security, even if they do so only by making the security forces more attentive to their regular assignments.

        (3)  Third, RAM progams change the security atmosphere surrounding an installation.  Such programs, when implemented in a truly random fashion, alter the external appearance or security “signature” of an installation to terorists or their supporters who may be providing surveillance assistance.  RAM programs confront the terrorist group with a very ambiguous situation. Terrorists must ponder the question, “do they know we are here, and have we been compromised?”  They must also ask, “what  is the impact of these new security practices on our ability to achieve our operational goals?”

2.  RESPONSIBILITIES.

    a.  NASJAX Director of Security will, on a monthly basis, select a measure or measures to be exercised (without a major disruption of normal work) which will be conducted by Security Detachment personnel.  ASF personnel will also be utilized.

    b.  In addition, random searches of vehicles entering and exiting the base will be conducted on dates that are pre-selected by the Base Commander.

    c.  The Director of Security will submit a monthly report to COMNAVREG, SE all RAM measures and other related activities that were exercised.

    d.  Each tenant command will conduct their own RAM measures, and may coordinate with Security Detachment for possible joint exercise of such.
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CHAPTER 21

ANTI-TERRORISM TRAINING OFFICER (ATTO)

1.  General.  The Chairman, Joint Chief of Staff (JCS) mandated mandatory Anti-Terrorism/Force Protection (AT/FP) training for all services. ATTO Level I training is required for all personnel, to include adult family members of PCS transferees, annually and within six months of travel outside the United States.  ATTO Level II training is required for personnel to conduct ATTO Level I training.

2.  Responsibilities.
a. All tenant commands will appoint an ATTO Level II qualified

instructor, who will provide Level I instruction for members of their

command.  The NASJAX Director of Security will be provided a copy of appointment memorandums.

    b. NASJAX Security Detachment will provide an ATTO Level II qualified instructor to train all Department personnel for ATTO Level I.

3.  ATTO Level I Briefings.

a. Monthly, NCIS conducts ATTO Level I briefings at NASJAX.  These

briefings are held at Bldg 857 or at the NASJAX Officer’s Club.

b. NASJAX Security Detachment conducts ATTO Level I training monthly 

during Base Indoctrination.  All newly assigned personnel attend, regardless of command.

c. Special ATTO Level I training can be scheduled by contacting the 

NASJAX Physical Security Division, Security Detachment at 542-2668.

d. All attendance will be documented and maintained for a period of one 

year.
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CHAPTER 22

Operational Response Plan to Presence and/or Release Of 

Biological/Chemical Agents

1.  Purpose.  This response plan was prepared to outline the initial response to a biological/chemical incident by Navy emergency personnel as required in references (a) through (c).  It is intended to provide guidance on actions necessary by the first responder units in making preliminary assessments of situations they suspect involves either a biological/chemical presence or release onboard U.S. Naval Air Station, Jacksonville.

2.  Response.  The ability of the United States Navy to prevent, deter, defeat, and respond decisively to the possible presence of actual release of biological/chemical agents is one of the most challenging priorities of NASJAX.  The presence of and/or deliberate release of a biological/chemical agent would have a highly debilitating and largely unpredictable impact on the ability of a naval installation to continue its mission.  This plan lays out the procedures necessary and resources available to support NASJAX’s response and crisis management responsibilities.  This operational plan supplements Chapter 18, Weapons of Mass Destruction (WMD).

3.  Specific Tasking.

    a.  Commanding Officer, U.S. Naval Air Station, Jacksonville or his/her designee, is the head of the Anti-Terrorism Force Protection Security Committee.

        (1)  Be responsible for the overall command and control during any biological or chemical attack.

        (2)  Be the final authority for all actions.

        (3)  Review all plans that will impact upon the crisis incident.

        (4)  Authorize all actions of:

             (a)  Implementations of threat conditions.

             (b)  Rules of engagement.

             (c)  Release of information to the media and to outside agencies.

             (d)  Request for other military, Federal or civilian support agencies.

        (5)  Keep accurate account of actions occurring by use of Commander’s Checklist for Terrorist or WMD incidents, enclosure (3) refers.

        (6)  Ensure coordination of all Crisis Management Team personnel.
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        (7)  Establish communications with higher headquarters for initial and continuous incident reporting.

        (8)  Coordinate movement of additional security personnel from other installations as incident requires.

    b.  First Responding Units, when arriving on scene will:

        (1)  Observe overall area for any signs of a release of biological/chemical agents.

             (a)  If suspected agent is biologic, keep all potentially contaminated personnel (including self) away from the material, keep all personnel together in the same general area.  Do not allow any person or equipment to leave the area.

             (b)  If suspected agent is chemical, move upwind and keep personnel together for decontamination purposes.

             (c)  If the response is in a building, ensure all windows are closed and the ventilation has been secured.

             (d)  If spread of contaminant is possible, advise security units to:

                  1.  Roll up vehicle windows.

                  2.  Use vehicle recirculation control to prevent the introduction of outside air into vehicle.

                  3.  Use vehicle public announcement (PA) system to clear downwind areas, as directed.

        (2)  Establish temporary Mobile Command Post greater than 1500 feet upwind from the agent, if possible.

        (3)  Control access to the area until the Incident Commander or On Scene Commander arrives.

        (4)  Relay to the Emergency Communications Center (ECC) all information that can be obtained on incident and possible type of agent.

        (5)  Use Personal Protection Equipment (PPE) as necessary.

    c.  NASJAX Command Duty Officer (CDO), when notified, will follow the procedures found in the Crisis Management Plan.

        (1)  Follow procedures found in the Crisis Management Plan.
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        (2)  Provide Disaster Preparedness representative for onsite assistance as required.

        (3)  Participate as a member of the Crisis Management Team (CMT) and provide information on support units as listed in the Operations Checklist for biological/chemical incidents.

        (4)  Update the names/phone numbers on checklist every month.

    d.  NASJAX Fire Department, when notified will:

        (1)  Respond to the scene and assume duties of Incident Commander.

        (2)  Provide information/recommendations to the On Scene Commander and the Crisis Management Team.

        (3)  Provide recommendations to the On Scene Commander and Crisis Management Team using the Fire Department Checklist for biological/chemical incidents.

        (4)  Determine if outside support is required and request CMT to activate such request.

        (5)  Provide for containment of decontamination water run off.

        (6)  Identify, Hot, Warm, and Cold Zones and set up decontamination sites.

        (7)  Determine if evacuation is required and safe routes to be utilized.

    e.  NASJAX Director of Security, when notified will:

        (1)  Coordinate initial security response.

        (2)  Provide for support to the Incident and On Scene Commanders as outlined in the Security Department Checklist for biological/chemical incidents.

    f.  Explosive Ordnance Disposal Unit (EOD), when notified will:

        (1)  Provide initial response for identification of possible biological/chemical contaminants or agents.

        (2)  Provide information to and assist the Incident and On Scene Commanders with Crisis Management of the incident site.

        (3)  Conduct render safe procedures for chemical ordnance items.

        (4)  As much as possible, contain non-disseminated agents.

22-3

NASJAXINST 5530.2B

21 NOV 00

        (5)  Conduct area search for secondary devices.

        (6)  Provide technical assistance to other responding units as required and act as CMT representative to these units.

    g.  Naval Criminal Investigative Service (NCIS), when notified will:

        (1)  Provide up to date intelligence and threat assessments to the Crisis Management Team, including assessments to terrorist intentions, for any further action.

        (2)  Provide liaison between the Command, FBI, and other Law Enforcement agencies for the purpose of data collection and obtaining of evidence.

        (3)  As directed, provide a representative to the OPCON to act as the principal advisor to the Commanding Officer regarding intelligence and threat matters.

    h.  Federal Bureau of Investigations (FBI), when notified will:

        (1)  Provide assistance to the Commanding Officer, Technical Advisor during any biological and/or chemical attack.

        (2)  Provide coordination between Federal and State agencies.

        (3)  Provide access to specialized units and request for the same.

        (4)  Establish Joint Operations Center (JOC) and Strategic Information and operations Center (SIOC), as required.

        (5)  Follow procedures and provide support units as set forth in Weapons of Mass Destruction Incident Contingency Plan.

    i.   Naval Environmental Protection Mobile Unit, when notified will:

        (1)  Provide onsite risk assessments of the incident and information on personal protection equipment.

        (2)  Collect agent samples and provide advice on biological/chemical agents.

        (3)  Provide toxicologists to incident site, if required.

    j.  Public Affairs Officer, when notified will:

        (1)  Follow procedures set forth in the Crisis Management Plan.

        (2)  Establish liaison with the FBI Public Affairs Officer and provide representative to the Strategic Information Operations Center (SIOC), if required.
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        (3)  Have media center ready for operations.

        (4)  Coordinate media access to the incident site.

    k.  NASJAX Emergency Communication Center, when notified will:

        (1)  Follow procedures set forth in the Crisis Management Plan.

        (2)  Provide onsite communication assets, if required.

    l.  Federal Emergency Management Authority (FEMA), when notified will:

        (1)  Support the FBI with the planning and execution of functions undertaken to respond to a biological/chemical attack.

        (2)  Lead government’s efforts through management of incident.

        (3)  Act as liaison between local and state agencies and the Commanding Officer in incident report.

(4) Designate appropriate liaison and advisory personnel for the 

SIOC.

    m.  Navy Meteorological Center, when notified will:

        (1)  Provide up to date weather conditions.

        (2)  Provide for wind direction and projections of wind directions during the incident.

    n.  Public Works Center (PWC), when notified will:

(1) Provide transportation support to incident site.

        (2)  Issue replacement items as required.

        (3)  Provide power source to incident site and back up power source, if required.

        (4)  Provide emergency clearance of debris for passage of emergency vehicles/equipment.

        (5)  Provide environmental specialist personnel to the ECC to advise the Commanding Officer and On Scene Commander on any issues arising from hazardous materials and decontamination water run off.

    o.  NASJAX Administrative Department, when notified will follow directions contained in the Disaster Preparedness Plan and provide casualty and grave registration as required.

   p.  Auxiliary Security Forces (ASF), when activated will operate under the operational control of the Director of Security.
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FIRE DEPARTMENT CHECKLIST FOR BIOLOGICAL/CHEMICAL INCIDENTS

ACTION



COMMENTS



COMPLETED
Report of Incident

Report all observations  
   ___






at scene

Declare Incident

Based on all information
   ___






received and observations

Assume Role as On Scene
Until relieved

         ___

Commander

Assume Role as Incident
Assume from Security

   ___

Commander

Establish Incident 

Modify as required

   ___

Command Post

Appoint Incident 

On Scene Events Recorder
   ___

Recorder


will be appointed

Make Notifications

Request ECC to make the 
   ___






necessary notifications as 






directed by the Biological 






And Chemical Incident Plan

Assign Fire Personnel
Provide fire representative
   ___

To OPCON


to advise staff and insure






accurate information is being






Passed from site

Establish Area Access
Task Security (if not 

   ___

Control



already established)

First Evaluation of 
Provide evaluation and 

   ___

Situation


suggestions to the On Scene






Commander

Provide First Aid/Decon
Consideration of other 
   ___

To Victims


factors

Provide Initial 

Use of level A suits 

   ___

Assessment of Area

required

If Explosive Devices
EOD will make initial

   ___

Are Found


assessment of the area
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Evacuation of Personnel
Depending upon material

   ___






And location, the evacuation






May or may not be advisable

Establish Decon Area
Establish personnel and

   ___






equipment decon stations in






conjunction with medical, if






required

Request for Additional
If required, appropriate
   ___

Assistance


mutual aid assistance to be 






requested when needed.  






Emergency HAZMAT Officer on






scene and recall assets as






Required.







Request For Local/State
Request local/state provide
   ___

Agencies


additional fire or medical

  



personnel/equipment, if needed

Secure Additional

If long in duration, secure
   ___

Equipment


equipment to replace contaminated






equipment as necessary

    Request for CBIRF

If events dictate and On
   ___

                              Scene Commander agrees, call

                              ECC for assistance

    Provide for Relief

Provide food and comfort
   ___






items for emergency teams

    Establish Exposure 

Set time limits for personnel
   ___

    Limits

    Search and Seizure

Provide search and seizure
   ___





operations

    Relief as Incident

When situation is stable, Law
   ___

    Commander


Enforcement will become Incident






Commander of scene
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SECURITY CHECKLIST FOR BIOLOGICAL/CHEMICAL INCIDENT

ACTION




COMMENTS



TIME
Report of Incident

Report all observations at
      ____






scene

Declare Incident


Base on information received
      ____






and observations

Assume role as On Scene

Until relieved by senior 
      ____

Commander



fire official

Set up initial Command Post
Up wind and 1,500 feet from
      ____






site

Request notification of

Request to ECC (if not 

      ____

Fire Department


already notified)

Request notification of EOD
Request to ECC (if not

      ____

    


already notified)

Establish Security       
Block all access points. Only
      ____

Perimeter



emergency vehicles and personnel






are given access

Establish Entry Control

Until relieved by Incident
      ____

Point




Commander

Appoint Security Recorder
Keep record of all actions
      ____

  


and times

Ensure Protective Equipment
Dependent upon circumstances
      ____

For Security Personnel is

Made Available

Establish Initial Search for
Call MWD for assistance

      ____

Any Additional Devices

(if time permits)

Relieved of Command by

Senior Fire Official

      ____

Incident Commander

Provide Information and 
Until relieved by NCIS or
      ____

Assistance in Preserving 
FBI

The Crime Scene

Provide Security Personnel
Police to be used for 

      ____






security of site and 






protection of the following:
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DECON Line



      ____






Emergency Personnel


____






Staging Area



____






Evacuation


      
____






Traffic Control

      
____






Crowd Control



____






Exit/Entrance Point(s)

      ____

Provide for Relief of

Food and comfort breaks or
      ____

Security Personnel

watch relief

Provide Use of ASF

Determined by On Scene

      ____






Commander

Provide Liaison to Local
If circumstances require
      ____

Police

Assume Role of Incident

When initial crisis


____

Commander



situation is resolved

NCIS or FBI Assumes Command
Assist NCIS/FBI as


____






necessary
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PERATIONS CHECKLIST FOR BIOLOGICAL/CHEMICAL INCIDENT

ACTION




COMMENTS



TIME
Incident is Declared

First emergency units 

      ____






On Scene/Confirm

Open of OPCON


Based upon information

      ____






received by direction

Contact EOD for Response
Will provide initial 
      
____






detection of agents and 






conduct procedures to control






spread of agents

Request CBIRF


Will provide unit to DECON/
      ____






Rescue/Security at crisis site.






Contact using phone list in 






Response Plan.

Contact NCIS


Will provide interface with         ____






FBI, local, state, and base






police. Have ECC contact agent






or use phone list

If requested Contact FBI
        



      ____

Request Navy Environmental
Will provide On Scene risk 
      ____

Protection Mobile Unit

assessment and determine level






of response required to incident.






Use phone list

Contact COMNAVBASEJAX

Initial and updated reports
      ____






on situation

Contact CINCLANTFLT

Initial and updated reports
      ____






on situation

Contact Base Environmental
Request for building and 
      ____






environmental control plans.






Use phone list.

Contact Meteorological 

For weather conditions. Use
      ____

Center



phone list.

Contact Medical


Provide consultation with           ____ 






initial responders and  






contact with local hospitals






if assistance is required

22-10

NASJAXINST 5530.2B 











21 NOV 00

Contact Public Works

Contact Public Works 

      ____

Center



Department (PWC) to request 






vehicles for transportation to






medical facilities

Other Contact as Required
Make additional contacts as
      ____






requested by Incident or 






On Scene Commanders
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COMMAND DUTY OFFICER CHECKLIST FOR BIOLOGICAL/CHEMICAL INCIDENT

ACTION




COMMENTS



TIME
Report of Incident

Incident reported by ECC

____






or other

Contact Operations Officer
Notification of Incident to
      ____






OPS Officer

Open OPCON



If directed by OPS Officer
      ____

Contact the Following

Initial contact of incident/    
____

Personnel



recall of Crisis Management






TEAM (CMT)






Commanding Officer


____






Executive Officer


      ____






Public Affairs Officer

      ____






Force Protection Officer

____






Disaster Preparedness Officer
      ____






Security Officer


      ____






(if not FPO)






Fire Chief



      ____

Develop SITREP


First initial SITREP
     
      ____






ready for release
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COMMANDERS QUICK CHECKLIST FOR WMD/TERRORIST INCIDENTS

1. Notified by:  ____________________________

2. Time:  _____

3. Type of situation: Explosive____ Biological____ Unknown____

4. Magnitude: Small____ Medium____ Large____

5. Injuries: ___________________ Approximate Number: ________

6. Deaths: ______________ Approximate Number: _________

7. Property Damage: _________________________

8. On Scene Commander: ____________________________

9. Incident Commander: ____________________________

10. Command Post Established: _____________________________

11. Resources Committed: Fire____ Security____ EOD____ Medical____

12. Resources Required: NEPMU_____ Civilian Medical_____ Civilian Fire_____ Civilian Police_____ Other_______________

13. Crisis Management Team Contacted: __________________________

14. Begin Personal Log: Time:______ Recorder:___________________

15. Initial Contact To CINCLANTFLT:____ Time:_____ 

Person Contacted:______________________________

16. Public Affairs Officer Ready To Give Initial Information to the Media: _____________________________________

17. Establish Contact with Local Authorities:_____ Time:_____

Person Contacted:__________________________________

18. Set THREATCON, if necessary: Condition:_________ Time:_____

19. Contact NCIS: Time:______ Assume Command of Incident:_______

20. Review Crisis Management Plan: _____________________________

21. Review Law/Regulations Concerning Civilian Assistance:     

    __________________________________________
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RECOVER OPERATIONS CHECKLIST

ACTION





COMMENTS
Establish a Recovery Team


Membership as directed by authority

Establish Priorities for 


CO with advice from the 

Resuming Operations



Crisis Management Team

Continue to Ensure Safety of


Advice from Medical, 

Personnel





Security, and Fire Personnel

Assess Remaining Hazards


Advice from Fire and Medical








Personnel

Maintain Security at Incident


Security Personnel

Site

Keep Detailed Records



Appoint Records Keeper

Take Photos or Videotape Damage

Use Fire/Security Personnel

Protect Undamaged Property


Security Personnel

Close up Building Openings


PWC Personnel

Remove Water, Debris, or Other

PWC Personnel

Hazards

Restore Power




PWC Personnel

Conduct Salvage Operations


Advice from HAZMAT and

Environmental Personnel

Segregate Damaged From Undamaged

Use Fire, Security, and 








PWC Personnel

Take Inventory of Damaged Goods

PWC Personnel

Restore Equipment and Property

PWC Personnel

Restore Gas, Water, and Services

PWC Personnel

Identify Environmental Concerns

HAZMAT and Environmental

                                          Personnel

22-14

NASJAXINST 5530.2B











21 NOV 00

CHAPTER 23

BARRIER PLAN
1.   Purpose.  To ensure positive control over vehicular movement into and/or around sensitive areas of U.S. Naval Air Station, Jacksonville.

2.   Policy.  To establish designated areas where concrete barriers will be placed and utilized in the event of heightened THREAT CONDITIONS.

3.   Action.  Once THREAT CONDITIONS escalate, Public Works Center (PWC) will ensure that a minimum of three concrete barriers are placed before each and all entrances as noted below.  PWC will place the barriers in a serpentine route and ensure proper spacing is followed to allow all proper vehicles (i.e. emergency vehicles) access to these location sites.  PWC will ensure that all concrete barriers are placed in their proper location sites for each THREAT CONDITION as follows:

    a.  THREAT CONDITION “ALPHA”.  Once in THREAT CONDITION ALPHA, (MEASURE 5 dictates the exact location of barriers) PWC will ensure that heavy equipment and concrete barriers needed to secure roadways to vital areas are readily available.   

    b.  THREAT CONDITION “BRAVO”.  Once in THREAT CONDITION BRAVO, (MEASURE

14 dictates the exact location of barriers) PWC will ensure that concrete barriers are properly placed at the designated location sites to impede vehicle access.

    c.  THREAT CONDITION “CHARLIE”.  Once in THREAT CONDITION CHARLIE, (MEASURES 32 & 38 dictates the exact location of the barriers) PWC will place concrete barriers at the designated location sites to impede vehicle access to all essential areas.

4.  Placement of Barriers.  The placement of concrete barriers will be arranged in a horizontal, overlapping position, consisting of at least three concrete barriers per location.  The first concrete barrier will be 

positioned to where the end of the barrier extends three feet past the middle portion of the roadway.  The second concrete barrier will be positioned commensurate to the size of the vehicle commuting at least ten feet away from the first barrier and will cover the unsecured portion of the roadway, and will extend three feet past the end of the first concrete barrier.  The third concrete barrier will be placed commensurate to the size of the vehicle commuting at least ten feet away from the second concrete barrier, and positioned like the first concrete barrier.  In this position, the concrete barriers will form a serpentine route.  This action ensures any vehicular movement through the barriers will be at a very slow rate of speed.  The reason for passable barriers is to ensure that emergency vehicles (i.e. Security Patrol Vehicles, Ambulances, etc.) can have points of ingress/egress in case of any emergency. 
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Important Note: All barriers will ensure that no vehicle(s) can circumvent by using the shoulders of the roads that lead into the vital areas being protected.
5.  Random Re-Positioning.  Random re-positioning of barriers to alternate positions must occur to preclude positive planning by terrorists. 

6.  Termination of THREAT CONDITIONS.  Upon the termination of THREAT CONDITIONS, removal of concrete barriers is mandatory to maintain positive traffic flow.

7.  Pre-Positioning of Barriers.  PWC & the Director of Security will coordinate the exact location for pre-positioning of all necessary barricades to support this plan.  Once determination has been made, locations will be entered into this paragraph for quick reference.
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CHAPTER 24

CONSTRUCTION REVIEW PLAN
1. General.  

    a.  All new construction shall comply with the requirements of reference (a).  Plans for new construction shall be reviewed by the NASJAX Director of Security or a designated representative during the design phases to ensure that physical security, loss prevention, antiterrorism and force protection measures are adequately incorporated.

    b.  In addition, all facility modifications to existing buildings, facilities, sites, etc., shall comply with the requirements of reference (a).

    c.  In both cases, issues which cannot be resolved locally because of necessary funding or other reasons outside the control of NASJAX will be forwarded to CNRSE for resolution.

    d.  Navy military construction (MILCON) projects must be submitted via CNRSE through CNO (N09N3) to Commander, Naval Facilities Engineering Command.

2. Responsibilities.

    a.  NASJAX Director of Security will ensure that a designated representative is appointed in writing to review all new construction designs and modifications.

    b.  Facilities Department will ensure that Security Detachment is part of the reviewing team on all new construction projects and modifications.

    c.  Tenant commands will ensure their security representatives comply with reference (a).
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CHAPTER 25

PHYSICAL SECURITY SURVEYS (PSS)
1.  General.  

    a.  Physical Security Surveys (PSS) are an informal assessment of an activity’s physical security program which includes loss prevention, antiterrorism, and force protection.

    b.  The intent of the survey is to update the Commanding Officer on what needs protecting, what security measures are in effect, and what needs improving.  It also provides the Commander with a basis for determining security priorities.

    c.  Accordingly, a PSS is an ongoing process and will be conducted, at a minimum, in three-year cycles.

2.  Responsibilities.

    a.  NASJAX Director of Security is responsible for conducting a PSS for all departments.  Surveys will be staggered so that on any current year, one or more departments will be under review.

    b.  Department Heads will maintain a copy of their last survey with any corrective actions completed.

    c.  Tenant commands will provide for their own internal PSS, however, coordination with NASJAX’s Security Detachment for assistance is an option to be considered.         
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APPENDIX I

REFERENCES

A.  OPNAVINST 5530.14 series

NAVY PHYSICAL SECURITY MANUAL

B.  OPNAVINST 5580.1 series

NAVY LAW ENFORCEMENT MANUAL

C.  COMNAVAIRLANTINST


CINCLANTFLT/CINCPACFLT FLIGHT LINE

    

5530.13 series


SECURITY

D.  OPNAVINST 11200.5 series

MOTOR VEHICLE TRAFFIC SUPERVISION

E.  NASJAXINST 2300.1 series

TACTICAL FREQUENCY MODULATION (FM)







RADIO MANAGEMENT

F.  SECNAVINST 5500.4 series

MISSING, LOST, STOLEN, RECOVERED








PROPERTY PROGRAM

G.  OPNAVINST 5100.12 series

ISSUANCE OF NAVY TRAFFIC SAFETY








PROGRAM

H.  OPNAVINST 5510.1 series 

INFORMATION AND PERSONNEL SECURITY








PROGRAM REGULATION

I.  NASJAXINST 5090.5 series

OIL AND HAZARDOUS SUBSTANCE SPILL








CONTINGENCY PLAN

      J.  COMNAVBASEINST 3593.1 series    CONTROL AND ACCOUNT OF PERSONAL

             




WEAPONS

      K.  OPNAVINST 3591.1 series

SMALL ARMS TRAINING AND QUALIFICATION

      L.  DoDI 0-2000.12


DoD ANTI-TERRORISM/FORCE PROTECTION PROGRAM

      M.  DoDI 0-2000.12-H


PROTECTION OF DOD PERSONNEL AND ACTIVITIES








AGAINST ACTS OF TERRORISM AND POLITICAL 

 






TURBULENCE

      N.  SECNAVINST 3300.3 series

COMBATING TERRORISM PROGRAM STANDARDS
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APPENDIX II

EXHIBITS

EXHIBIT

   A  
RESTRICTED AREAS

   B

PERIMETER GATES

   C

FLIGHT LINE GATES

   D

AFFIDAVIT FOR SEARCH AUTHORIZATION

   E

FLIGHT LINE ID BADGE/GATE PASS APPLICATION

   F        PERSONNEL AUTHORIZED TO SIGN FLIGHT LINE ID BADGE/GATE PASS 

            APPLICATIONS

   G

APPLICATION FOR SPOUSE GATE PASS

H
      AUTHORIZATION TO ISSUE ARMED FORCES TRAFFIC TICKETS FOR PARKING VIOLATIONS

   I
  
PRIVATE FIREARM(S) REGISTRATION AND STORAGE

   J

KEY CONTROL REGISTER

   K  
PHONETIC ALPHABET

   L
  
AUXILIARY SECURITY FORCE (ASF) ASSIGNMENT AND SCREENING

   M

LETTER OF APPOINTMENT TO THE AUXILIARY SECURITY FORCE

   N
  
FIELD TRAINING OFFICER'S CHAIN OF COMMAND

   O

POV ACCESS/PARKING WITHIN FLIGHT LINE

   P

FLIGHT LINE POV DECAL

Q
      OPERATION IDENTIFICATION INVENTORY RECORD (MARK YOUR PROPERTY FOR IDENTIFICATION)

   R

OPERATION FINGERPRINT SAMPLE

   S

SENTRY GUARD FORCE POST REQUIREMENTS

   T

SENTRY GUARD FORCE MANPOWER REQUIREMENTS

   U
    
NAS JAX SENTRY GUARD FORCE ASSIGNMENT AND SCREENING

   V

TELEPHONIC THREAT COMPLAINT (OPNAV FORM 5527/8)

   W

AMMUNITION AUTHORIZATION
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EXHIBIT A

RESTRICTED AREAS

LEVEL THREE AREAS

WORK CENTER 610



AIMD



CMS VAULT IN THE

PUBLICATIONS LIBRARY


AIMD

"B" COMPOUND

BLDGS. 350, 352 AND 357


WEPS

(WHEN ACTIVATED UNDER









CONTINGENCY PLAN)

"A" COMPOUND

BLDGS. 327, SHOP #2


WEPS

(WHEN ACTIVATED UNDER









CONTINGENCY PLAN)

AIRCRAFT LOADING/

RED LABEL AREA



WEPS

(WHEN ACTIVATED UNDER









CONTINGENCY PLAN)

BLDG. 875 EVIDENCE ROOM


SECDET


LEVEL TWO AREAS

ALL MAGAZINES



WEPS

BLDG. 875 ARMORY, 1st Deck

WEPS

BLDG. 875 ARMORY, 2ND Deck

SECDET

AIRCRAFT LOADING/



WEPS

RED LABEL AREA

OPERATIONS AREAS (AREAS WHERE FLIGHT OPERATIONS ARE CONDUCTED), INCLUDING THOSE FOR THE CARE, PRESERVATION AND MAINTENANCE OF OPERATIONAL AIRCRAFT.  THIS INCLUDES ALL HANGARS, RAMPS, PARKING SPACES, RUNWAYS, TAXIWAYS AND LAND AREA WITHIN THE FENCED FLIGHT LINE AREA.

HANGAR 1000




AIMD SPACES

BLDG. 200




AIMD

HANGAR 116 (SUPPORT

EQUIPMENT)




AIMD

BLDG. 932




AIMD

BLDG. 933




AIMD
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(Continuation of)

LEVEL TWO AREAS

HANGAR 124 (AIMD MODULE)

AIMD

HANGAR 201




AIMD

BLDG. 111 (NORTH HALF)


SUPPLY

BLDG. 119A




SUPPLY

BLDG. 119B




SUPPLY

BLDG. 119C




SUPPLY

BLDG. 119D




SUPPLY

BLDG. 119I




SUPPLY

BLDG. 119J/L



SUPPLY

HANGAR 124 (ASD SPACES)


SUPPLY

HANGAR 1000 (ASD SPACES)

SUPPLY

BLDG. 1846




SUPPLY

BLDG. 1937




SUPPLY

BLDG. 1982




SUPPLY

BLDGS. 193/194/231


SUPPLY

LEVEL ONE AREAS

BLDG. 480




AIMD

BLDG. 875, 2nd Deck


SECDET

BLDG. 1 ROOM 220



ADP

BLDG. 1 ROOM 142



FED
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EXHIBIT B

PERIMETER GATES

Perimeter

Gate No.    Type/Location                            

Remarks

PG 1

Vehicle/Venetia Gate

PG 2       
Vehicle/Albemarle Ave.           


North Gate 










(Commercial Gate)  

PG 3       
Vehicle/Yorktown                   


Main Gate

PG 4       
Vehicle/Birmingham Ave.            


South Gate

PG 5

Pedestrian/East Side – Bldg. 9
  

PG 6       
Pedestrian/Southwest – Bldg. 9

PG 7       
Vehicle/Southeast – Bldg. 9

PG 8       
Vehicle/North Side - JEA Sub Station

PG 9 

Vehicle/South Side - JEA Sub Station

PG 10      
RR Gate/Birmingham Ave.

PG 11      
Pedestrian/East Side - Reserve Center

PG 12      
Pedestrian/East Side - Reserve Center

PG 13      
RR/Fair Street

PG 14      
Vehicle/West Perimeter Road

PG 15      
RR/Roosevelt, Fair Street

PG 16      
Vehicle/Swan Road Gate (US/17)

PG 17

Vehicle/Salvage Road Gate

PG 18      
Vehicle/North Barricade Gate/Perimeter Road South

PG 19      
Vehicle/South Perimeter Gate

PG 20      
Vehicle/South Barricade Gate, South Perimeter Road

PG 21      
Vehicle/Dewey Park Gate

PG 22

Vehicle/North East Defense 
         

   DRMO

 

Reutilization and Marketing Office Gate

PG 23

RR/Defense Reutilization and Marketing Office Gate DRMO

PG 24      
Vehicle/Main Defense Reutilization  

   DRMO

     

and Marketing Office Gate
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EXHIBIT C

FLIGHT LINE GATES

Flight Line

Gate No.
    
Type/Location

FL 1

Vehicle/Allegheny and Albemarle

FL 2

Railroad Gate/Albemarle Avenue West

FL 3       
Vehicle/Albemarle, Bldg. 856

FL 4       
Vehicle/Albemarle, Gillis Street

FL 5       
Vehicle/Engine Maintenance Shop/Bldg. 724

FL 6       
Pedestrian/Engine Maintenance Shop/Bldg. 724

FL 7       
Vehicle/Engine Maintenance Shop/Bldg. 724

FL 8       
Vehicle/McFarland Street - Hangar 1000 Parking Lot

FL 9
  
Pedestrian Gate/McFarland Street - Hangar 1000 Parking Lot


FL 10      
Vehicle/West Parking Apron - J. Beasley Hangar

FL 11
 
Vehicle/West Side - J. Beasley Hangar 

FL 12    
Pedestrian/Keyway - J. Beasley Hangar 

FL 13
 
Vehicle/Keyway - J. Beasley Hangar

FL 13A     
Pedestrian/Keyway - J. Beasley Hangar

FL 14
 
Pedestrian/East Side Hangar 1000/Bldg. 769 and Hangar 1000

FL 15
 
Vehicle/North Side – Bldg. 769

FL 16      
Railroad Gate/Ajax Street, Albemarle Avenue

FL 17      
Pedestrian/Northeast Corner Bldg. 984

FL 17A     
Vehicle/East of Bldg. 984

FL 18      
Vehicle/West Side - Hangar 113

FL 19      
Pedestrian/West Side - Hangar 113

FL 20      
Vehicle/Between Hangar 113 and 114

FL 20A     
Vehicle/West Side – Bldg. 260

FL 21      
Vehicle/Between Hangar 114 and 115 

FL 22

Vehicle/Between Hangar 115 and 116

FL 22A     
Vehicle Gate Between Bldgs. 168 and 200

FL 23      
Pedestrian/East Side - Hangar 116

FL 23A     
Pedestrian/East Side Bldg. 168

FL 24
 
Vehicle/East Side - Hangar 116

FL 25

Aircraft/North of Bldg. 101S

FL 26
 
Vehicle/West of Bldg. 278

FL 27
 
Vehicle/West of Bldg. 278

FL 28

Vehicle/West of Bldg. 934

FL 29

Pedestrian/Southeast Side - Hangar 117

FL 30
 
Vehicle (VIP)/West Side – Bldg. 118

FL 31
 
Pedestrian/West Side – Bldg. 118

FL 32

Vehicle/East Side – Bldg. 118

FL 33
 
Vehicle/Albemarle Avenue, Taxiway

FL 34

Pedestrian/North of Hangar 122

FL 35

Vehicle/West of Hangar 122

FL 36
 
Aircraft/South of Hangar 122

FL 37
 
Pedestrian/North of Hangar 123

FL 38
 
Pedestrian/Between Hangar 123 and 124

FL 39
 
Aircraft/Between Hangar 124 and 140

FL 39
 
Vehicle/South of Bldg. 868

FL 40      
Pedestrian Gate/West Hangar 140

FL 41      
Vehicle/Bluff Road
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EXHIBIT D

AFFIDAVIT FOR SEARCH AUTHORIZATION

INSERT A COPY OF FORM OPNAV 5527/10 HERE
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EXHIBIT E

FLIGHT LINE ID BADGE/GATE PASS APPLICATION

INSERT A COPY OF FORM SECDET 5530/5 HERE (FRONT)
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EXHIBIT E

FLIGHT LINE ID BADGE/GATE PASS APPLICATION

INSERT A COPY OF FORM SECDET 5530/5 HERE (BACK)
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EXHIBIT F

PERSONNEL AUTHORIZED TO SIGN FLIGHT LINE ID BADGE/GATE PASS APPLICATION









Date is Mandatory

From:  _____________________________________________________________                                                 

To:    Director of Security, Box 31, Naval Air Station, Jacksonville

Subj:  PERSONNEL AUTHORIZED TO SIGN FLIGHT LINE ID BADGE/GATE PASS

       APPLICATIONS

Ref:   (a) NASJAXINST 5530.2B

1.  In accordance with reference (a), the following personnel are the only persons authorized to sign Flight Line ID Badge/Gate Pass Applications for:

DEPARTMENT/COMMAND/ACTIVITY

NAME

RATE/RANK/GRADE

TITLE

SIGNATURE SPECIMEN

__________________________________________________________________________

__________________________________________________________________________

2.  This listing cancels all previous lists.  As required by reference (a), this listing is limited to three people (one primary and two alternates) and will be updated as changes are required, or at least semi-annually.








 _____________________                           








(SIGNATURE - MANDATORY)
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EXHIBIT G

APPLICATION FOR SPOUSE GATE PASS

EMPLOYEE'S NAME _________________________________________________________     





Last



First


Middle

SSN _____________________ PLACE OF EMPLOYMENT ___________________________                                

SPOUSE'S NAME ___________________________________________________________     




Last



First


Middle

SSN __________________ DRIVER'S LICENSE NO.________________ STATE _______         

HARDSHIP REASON FOR REQUESTING SPOUSE GATE PASS:




                              _______________________









EMPLOYEE SIGNATURE

=======================================================================

DEPARTMENT HEAD VERIFICATION

I, ____________________________ certify that the above information is correct.  
Printed or typed name









_______________________                              









SIGNATURE

DATE

=======================================================================

EXECUTIVE OFFICER APPROVAL

The above application is recommended for:


APPROVAL _______

DISAPPROVAL ___________     









_______________________                              









SIGNATURE

DATE

=======================================================================

NAS JAX DIRECTOR OF SECURITY

CARD NUMBER ISSUED: _______________________ DATE: _____________________                   









_______________________                             









SIGNATURE
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EXHIBIT H

AUTHORIZATION TO ISSUE ARMED FORCES TRAFFIC TICKETS FOR PARKING VIOLATIONS











Date is Mandatory

From:  _____________________________________________________________          

To:    Director of Security, Box 31, Naval Air Station, Jacksonville

Subj:  PERSONNEL AUTHORIZED TO ISSUE ARMED FORCES TRAFFIC TICKETS 

       (DD FORM 1408) FOR PARKING VIOLATIONS

Ref:   (a) NASJAXINST 5530.2B

1.  In accordance with reference (a), the following personnel are the only persons authorized to issue Armed Forces Traffic Tickets for the purpose of Parking Violations Only for:

DEPARTMENT/COMMAND/ACTIVITY

NAME

RATE/RANK/GRADE
TITLE

SIGNATURE SPECIMEN    PHONE #

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________

2.  This listing cancels all previous lists.  As required by reference (a), this listing will be updated as changes are required or at least semi-annually.









 _____________________
                       









(SIGNATURE - MANDATORY)
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EXHIBIT I-1

PRIVATE FIREARM(S) REGISTRATION AND STORAGE

                                                           ____________ 

                                                           Date

From:  ____________________________________________

To:    Director of Security

Via:   Department/Division Officer

Subj:  PRIVATE FIREARM(S) REGISTRATION AND STORAGE

Ref:   (a) NASJAXINST 5530.2B

1.  In accordance with reference (a), which I have read and understand, it is requested that I be permitted to register and store the following firearm(s) on station.

  TYPE FIREARM (MANUFACTURER/MODEL/CALIBER GAUGE)        SERIAL NO.

(1) _________________________________________________________________________

(2) _________________________________________________________________________ 

2.  I understand that all firearms must be stored at the station armory, except as otherwise provided for in reference (a).

NAME _____________________________________    _______________________________

     Last            First       Middle 

     _____________________________________    _______________________________

     SSN                      Rate/Rank

                                              Telephone (H)__________________

     _____________________________________

                 Signature                              (W)__________________

ENDORSEMENT (Department Head or Division Officer)

Forwarded. recommending       Approval __________     Disapproval __________

                                                 ___________________________

                                                 Signature            Date

NAS JAX DIRECTOR OF SECURITY
This request is               Approved __________     Disapproved ___________

                                                 ___________________________

                                                                                                                      Signature             Date
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EXHIBIT I-2

PRIVATE FIREARM(S) REGISTRATION AND STORAGE











____________             











Date

      From:  ___________________________________________________                                      

      To:    Commanding Officer, Naval Air Station, Jacksonville

      Via:   (1) Department Head


       (2) CO signature required for tenant Commands only


       (3) Director of Security

      Subj:  PRIVATE FIREARM(S) REGISTRATION AND STORAGE (HOUSING)

      Ref:   (a) NASJAXINST 5530.2B

1.  In accordance with reference (a), which I have read and understand, it is

requested that I be permitted to register and store the following firearm(s) 

in my on-station residence. I understand that all firearms stored in my 

residence will have a trigger lock in place and be stored in a location 

accessible only to adult residents. The Commanding Officer may revoke the 

authorization to store personal weapons at any time.

      TYPE FIREARM (MANUFACTURER/MODEL/CALIBER/GAUGE)

SERIAL NO.

      (1)​​​​​​​​​​​____________________________________________________________________

      (2)____________________________________________________________________

      (3)____________________________________________________________________

      2.  I understand that I am allowed to store no more than fifty(50) rounds of ammunition for each registered firearm.

      NAME​​​​​​​​​​​​​​​​________________________________________________ 

_________________ 

          Last


First


Middle 

DATE OF BIRTH

      ________________________________________________        _________________
            SSN           
RATE/RANK



COMMAND/SQUADRON

          ________________________________________________


          ADDRESS WHERE WEAPON(S) WILL BE STORED


          ________________________________________________
TELEPHONE (H)__________

 


SIGNATURE





          (W)__________       




      =============================================================================

      ENDORSEMENT (DEPARTMENT HEAD) 

      Forwarded, recommending

APPROVAL___________      DISAPPROVAL___________      


     

                                    _____________________________









      SIGNATURE


DATE
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      =============================================================================

      ENDORSEMENT (COMMANDING OFFICER, TENANT COMMAND)

      Forwarded, recommending

APPROVAL___________      DISAPPROVAL___________      


                                                _____________________________







       

SIGNATURE


DATE

      =============================================================================

      ENDORSEMENT (DIRECTOR OF SECURITY)

      Forwarded, recommending

APPROVAL___________      DISAPPROVAL___________      




                                    _____________________________


 






      SIGNATURE


DATE

      =============================================================================

      Commanding Officer, Naval Air Station, Jacksonville

      This request is


APPROVED____________     DISAPPROVED___________       









      _____________________________                              


      SIGNATURE


DATE
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EXHIBIT J

KEY CONTROL REGISTER

INSERT A FORM NASJAX 5530/1 HERE
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EXHIBIT K

PHONETIC ALPHABET

A
ALPHA





N
NOVEMBER






B
BRAVO





O
OSCAR

C
CHARLIE




P
PAPA

D
DELTA





Q
QUEBEC

E
ECHO





R
ROMEO

F
FOXTROT




S
SIERRA

G
GOLF





T
TANGO

H
HOTEL





U
UNIFORM

I
INDIA





V
VICTOR

J
JULIETT




W
WHISKEY

K
KILO





X
X-RAY

L
LIMA





Y
YANKEE

M
MIKE





Z
ZULU
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EXHIBIT L

SAMPLE - AUXILIARY SECURITY FORCE (ASF)

ASSIGNMENT AND SCREENING

From:  Department Head/Tenant Activity

To:    Director of Security, Code 150, Box 31, NAS Jacksonville

Subj:  AUXILIARY SECURITY FORCE (ASF) ASSIGNMENT AND SCREENING

Ref:   (a) SECNAVINST 5530.4A

       (b) NASJAXINST 5530.2B

1.  The below-listed service member is assigned to the Auxiliary Security Force (ASF) for 18 months Collateral Duty.  Member has been screened in accordance with references (a) and (b) as verified by the signature below.

NAME/RATE: ___________________________ 
SSN:_____________________________

DEPT: ___________ PRD: _________ 
DATE ASSIGNED ASF DUTY:________________

MEMBER BEING REPLACED (IF APPLICABLE):  ___________________________________











YES  
  NO

  I.  Meets Navy Weight Standards




___
  ___

 II.  Passed Last PFT






___
  ___

III.  No Drug/Alcohol Dependency




___
  ___

 IV.  Mature with Sound Judgment




___ 
  ___

  V.  No NJP within the past two years



___
  ___

 VI.  No Civil or Court Martial

      Conviction within the past year



___     ___

                                              _________________________







          DEPARTMENT HEAD SIGNATURE
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EXHIBIT M

SAMPLE LETTER OF APPOINTMENT TO THE AUXILIARY SECURITY FORCE

From:  Commanding Officer, Naval Air Station, Jacksonville

To:    (ASF Member) 

Subj:  LETTER OF APPOINTMENT/TEAM ASSIGNMENT 

Ref:   (a) NASJAXINST 5530.2B

1.  You are hereby assigned to the NAS Jacksonville Auxiliary Security Force (ASF) as a member of Team _______.

2.  You shall familiarize yourself with the contents of reference (a) and attend all musters, training, exercises and recalls associated with the ASF.

3.  This assignment includes particular attention to the following:

    a.  Scheduled ASF Training sessions/recalls shall take priority over regularly assigned duties.

    b.  You will be in an on-call status for your ASF duty week and make yourself available for immediate recall during duty periods.

    c.  You must provide your ASF Team Leader with a positive means of recall and be able to respond within one hour from place of residence.

    d.  You are responsible for maintaining a neat, clean uniform while assigned to the ASF.  You are also tasked with maintaining and accountability of any special equipment assigned.  All clothing, equipment, ID, etc. will be returned to the Security Detachment upon being relieved from the ASF.  Any misplaced, lost or stolen articles must be reported immediately to your team leader.

    e.  All leave, special requests and request for transfer chits will be routed through your ASF Team Leader and the ASF Assistant OIC.

    f.  You will only be eligible for replacement during the last two weeks of February and last two weeks of August.  A replacement will be trained prior to your relief from the ASF.








      SIGNATURE

Copy to:

Director of Security
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EXHIBIT N

FIELD TRAINING OFFICER'S CHAIN OF COMMAND

DIRECTOR OF SECURITY

.

.

DEPUTY DIRECTOR OF SECURITY

.

.

TRAINING DIVISION OFFICER

.

.

OPERATIONS DIVISION OFFICER

.

.

PATROL SUPERVISOR

.

.

FIELD TRAINING OFFICER

.

.

TRAINEE
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EXHIBIT O

POV ACCESS/PARKING WITHIN FLIGHT LINE

1.  Bldg. 24   Fuel Farm

2.  Bldg. 121   Boat House

3.  Fuel Hill

4.  AIMD Engine Test

5.  Communications Site

6.  Crash Site (fire)

7.  Flying Club

8.  TACAN and Radar Sites

9.  Sewage Treatment

10. COs and XOs of VP squadrons
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EXHIBIT P

FLIGHT LINE POV DECAL
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EXHIBIT Q

OPERATION IDENTIFICATION INVENTORY RECORD

(MARK YOUR PROPERTY FOR IDENTIFICATION)

1.  OPERATION IDENTIFICATION is a program to discourage theft and burglary by identification of valuables, and to serve as a warning to potential thieves that this action has been taken.  

    a.  Stickers are provided which serve notice that the items of value in your house have been marked.  Engrave or mark valuables with your driver's license number preceded by the two letter state abbreviation (i.e., CA N1234567).  

    b.  Compile an inventory list and include a brief description, serial number, approximate purchase price, date and location where item was marked.  It is a type of insurance, helping us to recover your stolen property in the event of a theft or burglary.  Make the inventory list as complete as

possible.  Use this form to record the items marked using the following guidelines:

APPLIANCES (BOTH SMALL AND LARGE)

BICYCLES

BINOCULARS





CAMERAS

CAMPING EQUIPMENT




FIREARMS

FISHING GEAR




GARDEN EQUIPMENT

GOLF CLUBS





HAIR DRYERS

JEWELRY





LAWN MOWER

MICROWAVE





MUSICAL INSTRUMENTS

PERSONAL COMPUTER




POWER TOOLS (DRILL/SANDER/SAW/ETC)

RADIOS





STEREO COMPONENTS

TAPE RECORDERS




TELEPHONES

TELEPHONE ANSWERING MACHINES


TELEVISION SETS

TOASTER





TYPEWRITER

VIDEO CAMERAS




VIDEO RECORDERS

WATCHES







    c.  Keep inventory sheets at a separate location, (i.e., safe deposit box or with a trusted friend or relative).  Consider photos or a video inventory and store them with inventory sheets.  (Inventory sheets and photos/video have additional uses in proving ownership of items in the event of loss by theft, fire or natural disasters.)

NAME ________________________________         ______________________________








    PERSONAL IDENTIFICATION NUMBER

ADDRESS _____________________________         TELEPHONE ____________________

CITY ____________________________  STATE ________________   ZIP ____________            
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ITEM


DESCRIPTION

MANUFACTURER'S

LOCATION OF




MAKE/MODEL/SIZE/COLOR
SERIAL NUMBER

ID NUMBER

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________
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EXHIBIT R

OPERATION FINGERPRINT SAMPLE

Dear Parents,


OPERATION FINGERPRINT is a NAS Jacksonville Security/Family Advocacy Program voluntary child fingerprint program.  It encourages parents to obtain fingerprints of their children and retain them in a safe place.  Should your child disappear, the fingerprints can be given to law enforcement agencies to assist in possible location and identification.


The Crime Prevention Branch will have trained personnel available to take your child's fingerprints on _______________(date) at ___________(time).  At least one parent must be present for the child to be fingerprinted.  If you have older or pre-school children that you would also like to have fingerprinted, you may have them done at the same time.


If you are interested in having your child's fingerprints taken (at no charge), please fill out the attached permission slip and come to             (location) on the above date.


Information concerning CHILD FIND, an agency designed to get children's fingerprints into a national computer bank, will be available.  

=======================================================================


PERMISSION SLIP

I give my permission for my son(s) / daughter(s) to participate in OPERATION FINGERPRINT on ___________________ at _______________.




  (date)


(time)

NAMES:  ______________________________________                       

NAMES:  ______________________________________                       

His/Her fingerprints will be taken at ___________________________ (location) and given directly to me.  I understand that Security and Family Advocacy personnel are not responsible for storage of the fingerprints.

                                    _____________________________________






      Parent's Signature

   Date
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EXHIBIT S

SENTRY SECURITY FORCE POST REQUIREMENTS

FLIGHT LINE POST 1  




   16 HOURS/5 DAYS WEEK

0600-1800  MILITARY 

FLIGHT LINE POST 4



     24 HOURS/7 DAYS PER WEEK

0500-0500  MILITARY

FLIGHT LINE POST 5     


           24 HOURS/7 DAYS PER WEEK

0500-0500  MILITARY 

FLIGHT LINE ROVER                              24 HOURS/7 DAYS PER WEEK

0500-0500  MILITARY

NOTE:  POST HOURS ARE SUBJECT TO CHANGE BY DIRECTION OF THE DIRECTOR OF

 
 SECURITY.
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EXHIBIT T

SENTRY SECURITY FORCE MANPOWER REQUIREMENTS

1.  Sentry Guard Force TAD Requirements are as follows:

    COMMAND                E-4 and Below          E-5 and Above

    AIMD                        4                      1

    AIR OPS                     1                      1

    CPW-11                      2                      -

    FACSFAC                     1                      -

    NAVCOMTELSTA                1                      -

    NAVAIRRES


  1



 -

    SUPPLY


 
  1



 -

    WEAPONS



  -



 1

    HS WINGLANT


  3



 0

    SEA CONTROL (VS-)

  3



 0

                      TOTAL    17                      3  

                                        GRAND TOTAL:  20

2.  Replacement personnel will be supplied two days prior to rotation of existing TAD personnel.
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EXHIBIT U

SAMPLE MEMORANDUM - NAS JACKSONVILLE SENTRY SECURITY FORCE

ASSIGNMENT AND SCREENING

                                                                Date

From:  Department Head/Tenant Activity

To:    Director of Security, Code 150, Box 31, NAS Jacksonville

Subj:  SENTRY GUARD FORCE ASSIGNMENT AND SCREENING

Ref:   (a) OPNAVINST 5530.14C

       (b) NASJAXINST 5530.2B

1.  The below listed service member is assigned to the NAS Jacksonville Sentry Guard Force on a TAD basis for 92 days.  Member has been screened in accordance with references (a) and (b) as verified by the signature below.

    NAME/RANK:_________________________ SSN: __________________________                               

    DEPT:_____________________ PRD:_______  DATE ASSIGNED DUTY:________                    

    MEMBER BEING REPLACED (IF APPLICABLE):_____________________________                                   

                                                             YES     NO

      I.  Meets Navy Weight Standards.



 ___    ___                             

     II.  Passed Last PFT.                                   ___    ___        

    III.  No Drug/Alcohol Dependency.                        ___    ___       

     IV.  Mature with Sound Judgment.                        ___    ___        

      V.  No NJP within the past year.                       ___    ___   

     VI.  No Civil or Court Martial                                       

          Conviction within the past year.


 ___    ___

    VII.  Possesses a valid state driver’s licence.

 ___    ___




      
      ____________________________________

      LCPO/ COMMAND MASTER CHIEF SIGNATURE
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EXHIBIT V

TELEPHONIC THREAT COMPLAINT

INSERT A

COPY OF

OPNAV FORM 5527/8

HERE
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EXHIBIT W

AMMUNITION AUTHORIZATION












8300












Code 150












Date

From:  Commanding Officer, Naval Air Station, Jacksonville

To:    ___________________________________________________________________

           Last, First, MI             Rate/Rank                 SSN

Subj:  TEMPORARY POSSESSION OF AMMUNITION

1.  This Ammunition Authorization will allow you to possess a limited amount of ammunition aboard Naval Air Station Jacksonville, under the following conditions:

    a.  The ammunition shall be limited to 50 rounds per weapon type.

    b.  The ammunition must be locked either in the trunk or glove box of your vehicle, and motorcycles must keep ammunition locked in their saddle bags while aboard.

    c.  I understand that this authorization must be kept with the ammunition at all times while onboard the station.

    d.  If ammunition other than the amount and type listed on this receipt is discovered, it will be confiscated by NAS Jacksonville Security Detachment.

2.  I __________________________ understand the above-stated conditions under which I must maintain ammunition while onboard NAS Jacksonville.

3.  I now have in my possession _________ round of _________ ammunition.

                                 amount             caliber

4.  Signed and dated this _______ day of ________ 2___  _________ .

                                                           Time

____________________

Requester Signature  

                                ________________________   __________  ______

                                Pass & Decal Supervisor     Date        Time
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APPENDIX III

STATION CONTINGENCY PLANS

SECTION 1

CRISIS MANAGEMENT

1.  Purpose.  To establish a step-by-step procedures for station personnel in the event of activation of the station Crisis Management Team (CMT).  The Crisis Management Team will be activated during any crisis situation to provide the Commanding Officer (CO) with proper information and assistance.  Departments and activities will ensure that key personnel appointed to the

CMT are provided a copy of this Chapter.

2.  Action.  Each department and tenant activity is responsible to:

    a.  Write an appendix to this chapter covering internal area of respon-

sibility and insert it immediately following these procedures.

    b.  Forward a copy to Director of Security. 

    c.  In order to make the most effective and timely use of these pro-

cedures, it is imperative that all personnel be familiar with the contents of this section.  

    d.  All personnel will periodically review and practice internal proce-

dures to enhance their ability to respond.  

    e.  Commanding Officer (CO), Officer-in-Charge (OinC) and Command Duty Officers (CDO) of NAS Jacksonville and tenant commands or activities shall report all incidents requiring emergency action to NAS Jacksonville SECDET.  


  (1) All incidents will receive immediate attention and positive action taken as outlined in this section. 


  (2) The CDO of the threatened command will become the on-scene commander and will accomplish the following:


  (3) Ensure NAS JAX SECDET has been notified.


  (4) Ensure the appropriate superior in command has been notified.


  (5) Obtain a decision from the Commanding Officer (CO) or Executive Officer (XO) regarding evacuation of threatened area.  If time doesn't permit notification of the CO or XO, the CDO may order the evacuation.


  (6) Based on the directions from the CO or XO, conduct search of activity by command personnel or (if appropriate) by SECDET personnel and Military Working Dogs (MWDs).


  (7) Based on directions from the CO or XO, authorize personnel to re-enter work spaces.  
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  (8) Complete required SITREPS, OPREPS or other reports as required. 

3.  Membership of the Crisis Management Team (CMT).  The CMT is comprised of representatives of various NAS JAX departments, special assistants, and tenant commands.  Representatives advise the NAS JAX Commanding Officer in their area of expertise and also support the NAS JAX SECDET as directed by the CO.

    a.  The CMT will consist of the following personnel or their designated representative:


  (1) Administration Officer


  (2) Air Operations Officer


  (3) Senior Chaplain


  (4) Command Duty Officer

  (5) Supply Officer

        (6) Aircraft Intermediate Maintenance Department Officer


  (7) Fire Chief


  (8) Fleet Imaging Center, Atlantic


  (9) Ground Electronics Maintenance Officer


 (10) Legal Officer


 (11) Senior Medical Officer


 (12) Naval Criminal Investigative Service (NCIS)


 (13) Public Affairs Officer


 (14) Public Works Center Commanding Officer


 (15) Director of Security

 (16) Weapons Officer

       (17) Explosive Ordnance Disposal (EOD) (to be called only if explosives are discovered)


 (18) Disaster Preparedness Officer

       (19) Designated civilian authorities or representatives (to be called 

only by NCIS)

    b.  The CMT can easily become too large to be effective; therefore, it will consist of only the key people required.  The supporting staff can stand by at their duty stations.
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4.  Procedures.  All OODs, CDOs, and CMT members will familiarize themselves with their responsibilities and procedures outlined in this chapter.

    a.  Officer of the Day (OOD).  Upon notification of activation of the CMT, the OOD will:


  (1) At the direction of the Command Duty Officer (CDO) or other competent authority, commence notification of the personnel listed in this section.  Parties notified will be requested to report to the Emergency Command Center (ECC) immediately.


  (2) Initiate a chronological log of events, including names of personnel notified and the activity to which they are assigned.

 
  (3) In collaboration with the CDO, answer command inquiries and refer off-station civilian and press inquiries to the Public Affairs Officer (PAO).


  (4) If unable to contact the CDO, the OOD will immediately contact the Senior Watch Officer (SWO).


  (5) Assume duties of the CDO until relieved by the CDO or SWO, but remain in Building 9 and coordinate by radio with the Security Detachment Duty Officer (SDDO) at the ECC.

    b.  Command Duty Officer (CDO).  Upon notification of activation of the CMT, the CDO will:


  (1) Instruct the OOD to notify the SECDET dispatcher and personnel listed on the Personnel Notification Check List. 


  (2) Notify the Commanding Officer.


  (3) Open and remain at the Emergency Command Center (ECC), located on the second deck of Building 110.  


  (4) Ensure that radio and telephone equipment is operational for ECC personnel.


  (5) Establish a direct means of communication between the ECC and Field Command Post.


  (6) Assume command of the situation until relieved by the Commanding Officer or his designated representative.


  (7) Ensure the NAS JAX SECDET Dispatcher activates the Auxiliary Security Force (ASF) if required.


  (8) Consider securing gates and searching vehicles entering or leaving the station.


  (9) Ensure that all events occurring at the ECC concerning the crisis or threat are recorded.

    c.  Police Dispatcher.  Upon notification of activation of the CMT, the Police Dispatcher will:
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        (1) Dispatch police to the scene of the incident.


  (2) Ensure police on the scene are properly instructed as to the type of crisis.


  (3) Immediately notify the following personnel:



(a) Director of Security (DOS)



(b) Deputy Director of Security (DDOS)



(c) Operations Division Officer



(d) Security Detachment Duty Officer



(e) Naval Criminal Investigative Service (NCIS)



(f) Fire Department



(g) Hospital


  (4) When directed by the DOS, CDO or other competent authority, activate the ASF.


  (5) Maintain an accurate Desk Journal pertaining to the crisis and provide situation updates to the Field Command Post and the ECC as needed.


  (6) When directed by the DOS or his representative, activate the SECDET Recall Bill.

    d.  Director of Security (DOS).  Upon notification of activation of the CMT, the DOS will:


  (1)
Respond to the Emergency Command Center as soon as possible.  In the event the DOS is not available, his designated representative will respond to the event.  The designated representative in order of seniority is as follows:



(a) Deputy Director of Security



(b) Operations Division Officer



(c) Security Detachment Duty Officer


  (2)
Direct all security force personnel in their assignments and duties.


  (3)
Ensure all personnel are aware that safety of station personnel is a prime concern and stress the necessity for firearms discipline.


  (4)
Direct establishment of an inner perimeter to confine crisis to the smallest area possible.  

        (5)
Provide assistance to the Commanding Officer as required.
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        (6)
Initiate evacuation of the containment area as soon as safely possible.


  (7)
Direct establishment of access control points to the containment area.


  (8)
Ensure additional information such as description of the crisis, any suspects or victims, types weapons being used, possible avenues of escape, location of security units, and approach routes to the Field Command Post are readily available for authorized personnel.


  (9)
Ensure an emergency vehicle route is established and access to it is controlled. 


 (10)
Assume responsibility for crowd and traffic control.


 (11)
Activate ASF as required.

    e.  Security Detachment Duty Officer (SDDO).  Upon notification of activation of the CMT, the SDDO will:


  (1)
Immediately report to the scene of the crisis with the SECDET Crisis Briefcase.


  (2)
Establish a Field Command Post.


  (3) Assume duties of the DOS when the DOS or other more senior Security personnel are not present.


  (4) Ensure the next senior SECDET duty person reports to the ECC.  

    f.  Executive Officer (XO).  Upon notification of activation of the CMT, the XO will immediately proceed to the Field Command Post and assume control of the operation from the DOS, or his designated representative.  The XO should not assume control of the operation until he has a full understanding of all known information.  He should follow the "go slow" approach and ease into the command role.  After the XO has assumed command, he will:


  (1) Assume responsibility for all security forces at the scene and activate any additional forces deemed necessary.


  (2) Ensure good communications are established between the Field Command Post and Emergency Command Center (ECC).


  (3) Designate a reserve area or mobilization point near the Field Command Post for personnel and equipment arriving on the scene.


  (4) Ensure the boundaries of the outer perimeter are established and all traffic and personnel are diverted around or away from the affected area.


  (5) Ensure evacuation of all non-required personnel is conducted as soon as safely possible.


  (6) Coordinate the efforts of all personnel at the scene.
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    g.  Commanding Officer (CO).  Upon notification of activation of the CMT, the CO will immediately proceed to the Emergency Command Center (ECC) and remain there until the situation is completely resolved.  The CO must be able to be contacted without delay in case an immediate decision is required by him.  The CO will:

        (1) Ensure the ECC is manned as required.


  (2) Ensure proper communication is established between the ECC and the Field Command Post.


  (3) Provide guidance to subordinates and make operational decisions. 

        (4) Verify all SITREPS or OPREPS prepared by the Admin Officer, or his representative.


  (5) Assume overall responsibility for operations concerning the crisis.

    h.  Naval Criminal Investigative Service (NCIS).  Upon notification of activation of the CMT, NCIS will:


  (1) Respond to the Emergency Command Center and check in with the Police Supervisor upon entering.


  (2) Coordinate with the CO.

        (3) Notify any other federal or local law enforcement agency required. 


  (4) Provide negotiator if required.


  (5) Provide a representative to the Field Command Post.

    i.  Public Affairs Officer (PAO).  Upon notification of activation of the CMT, the PAO will:


  (1) Establish an information office in Building 9 at the Main Gate.


  (2) Respond to all off-station civilian and press releases as

instructed by higher authorities.


  (3) Provide escorts to media personnel if they are approved by the CO to be on board.

    j.  Air Operations Officer.  Upon notification of activation of the CMT, the Air Operations Officer will:


  (1) Respond to the Emergency Command Center and check in with the Police Supervisor upon entering.


  (2) Determine the status, location, and availability of aircraft.
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  (3) Have helicopter assets available for surveillance, evacuation, or insertion if required.

        (4) Determine a landing zone nearest the Field Command Post, and plan its organization and control.


  (5) Provide other aviation assets as required.

    k.  Senior Medical Officer (SMO).  Upon notification of activation of the CMT, the SMO or his representative will:


  (1) Respond to the Emergency Command Center and check in with the Police Supervisor upon entering.


  (2) Ensure medical personnel are on-site at the Field Command Post.


  (3) Alert the Emergency Room for possible gunshot or trauma victims.


  (4) Alert psychiatric personnel.


  (5) Provide other medical assets as required.

    l.  Administration Officer.  Upon notification of activation of the CMT, the Administration Officer or his Assistant will:


  (1) Respond to the Emergency Command Center and check in with the Police Supervisor upon entering.


  (2) Provide administrative assets as required.


  (3) Maintain an ECC Operational Log.  Entries will be made in chronological order in the handwriting of the person(s) assigned to maintain the log.  The following entries shall be made:



(a) The first entry concerning the incident shall include the identity of the member(s) assigned to maintain the log, the time and date it was opened, and a concise but complete description of the crisis.



(b) Record of notification made to other commands, units within the command, and external agencies.



(c) Any requests for additional personnel or equipment.



(d) Assignments of personnel and any changes thereof.



(e) Record of any messages transmitted and received (include time, authority, and identity of person receiving or transmitting the mes-

sage).



(f) Orders given, actions taken, procedures adopted, and develop-

ments at the scene.



(g) Visits of officials of the Navy or any other agency.
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(h) When the operation is discontinued, the date, time, and the person who gave the authority to discontinue.



(i) If possible, a tape recording of all telephone conversations related to the crisis should be accomplished.


  (4) Assure access to personnel files on both victims and suspects are available.

    m.  Supply Officer.  Upon notification of activation of the CMT, the Supply Officer will:


  (1) Respond to the Emergency Command Center and check in with the Police Supervisor upon entering.


  (2) Alert subordinate Supply activities.


  (3) Ensure messing is available for CMT, Security Force, ASF and any other personnel involved in the crisis. 

    n.  Legal Officer.  Upon notification of activation of the CMT, the Legal Officer will:


  (1) Be accessible to all elements of the CMT.


  (2) Provide applicable legal guidance (jurisdiction, use of force, delegation of authority, etc.).

    o.  Public Works Officer.  Upon notification of activation of the CMT, the Public Works Officer will:


  (1) Respond to the Emergency Command Center and check in with the Police Supervisor upon entering.


  (2) Obtain blueprints for facilities involved in the crisis.


  (3) Alert, and have standing by, personnel capable of controlling electricity, water, telephone, heat, air conditioning, etc. of the facilities involved in the crisis.


  (4) Have vehicles standing by for transportation as needed.


  (5) Provide other support as required.

5.  Emergency Command Center (ECC).

    a.  Location.  The location from which actions during and following a crisis are coordinated must be specified.  


  (1) The ECC should be a restricted access area, which is not easily vulnerable to terrorist action.   


  (2) The ECC should never be placed inside the outer perimeter of the location of the crisis.
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  (3) The established location of the ECC is Building 110, 2nd Deck Conference Room.

    b.  Communications.  The Emergency Command Center must be equipped with appropriate communications, both secured and non-secure.  


  (1) The telephone numbers for the ECC should not be listed in open source directories.


  (2) The telephone number must be known to all agencies with which coordinating actions may be taken.


  (3) Other communications such as radios or cellular phones must be kept in a ready condition.

     c.  Working Areas.  There must be separate working areas for the 

Commanding Officer, the Staff, and other working groups.

     d.  ECC Equipment Kit.  The ECC equipment kit will consist of:


   (1) Two cassette recorders with phone adapters


   (2) One field phone


   (3) One box of various colored felt pens


   (4) One box of ball point pens


   (5) Five pads of legal size paper


   (6) Three (12-inch) rulers


   (7) Two large log books


   (8) Station phone book

6.  Field Command Post.  The DOS, ODO, or SDDO will initially establish the Field Command Post.

    a.  Location.  The Field Command Post will be located in a position as to give the Field Commander the best control of the crisis. 

    b.  Members of the Field Command Post.  The members of the Field Command Post are:


  (1) Executive Officer


  (2) Operations Division Officer


  (3) NCIS Agent

        (4) Detective or Command Investigator


  (5) Medical
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  (6) Fire Department

        (7) Explosive Ordnance Disposal


  (8) Photographer (not as a member but as a visual recorder)

     
  (9) Physical Security Division Officer


 (10) Security Detachment Duty Officer

    c.  Field Commander.  The senior security member of the initial response force at the scene is designated the Field Commander until relieved by a senior.  Upon arrival at the scene, the Field Commander will:


  (1) Ascertain what type situation has developed.


  (2) Gather as much intelligence as possible.


  (3) Ensure the area is properly cordoned off so unauthorized person-

nel can not enter.


  (4) Establish an inner perimeter.


  (5) Deploy police so that:



(a) All exits from the suspect(s) location are observable.



(b) Police are concealed and covered from possible weapons fire or other dangers.



(c) Stop any person leaving the inner perimeter.  Such an individual will be considered a suspect, be searched for possible weapons and held for questioning by investigative personnel.



(d) Ensure Police relay any information observed from their location.



(e) Prior to arrival of investigative personnel, interview persons leaving the inner perimeter or personnel in the initial vicinity of the scene.  During interviews, determine:



    1 Number of possible suspects.



    2 Number of possible hostages.



    3 Number and type of weapons.



    4 Description of suspects.



    5 Description and names of hostages.


          6 Layout of rooms or building containing suspects and hostages.
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(f) Brief other personnel of the current situation as they arrive.



(g) Ensure the outer perimeter only has one point of entrance and exit.



(h) Ensure personnel not specifically authorized inside the outer perimeter are not permitted entry.  All personnel normally not authorized must be approved by the Field Commander.



(i) Ensure evacuation of innocent personnel is completed, or progressing in a safe, secure manner.



(j) Relay all intelligence gathered to the On-scene Commander and data collection personnel (Investigative personnel).



(k) Check with Police Dispatch and ensure patrols are maintained in other areas of the base.  Personnel must remain vigilant because the incident could be a diversion.
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APPENDIX III

STATION CONTINGENCY PLANS

SECTION 2

MAJOR ACCIDENT

1.  Purpose.  To establish step-by-step procedures for station personnel in the event of a major accident.  All personnel stationed aboard NAS Jackson-

ville should maintain a working knowledge of the procedures to follow in the event of a major accident.  This chapter does not cover nuclear weapons accidents/incidents, fires, explosions, aircraft mishap or conventional weapons mishap procedures.  For the purpose of this chapter, major accidents are described as a mishap involving one or more personnel or vehicles, causing death, injury and/or extensive property damage and endangering life and property of the surrounding area.

2.  Action.  Each department and tenant activity is responsible to:

    a.  Write an appendix to this chapter covering internal area of responsi-

bility and insert it immediately following these procedures.

    b.  Forward a copy to Director of Security. 

    c.  In order to make the most effective and timely use of these pro-

cedures, it is imperative that all personnel be familiar with the contents of this section.  

    d.  All personnel will periodically review and practice internal pro-

cedures to enhance their ability to respond.  

    e.  Commanding Officer (CO), Officer-in-Charge (OinC) and Command Duty Officers (CDO) of NAS Jacksonville and tenant commands or activities shall report all incidents requiring emergency action to NAS Jacksonville SECDET.  


  (1) All incidents will receive immediate attention and positive action taken as outlined in this section. 


  (2) The CDO of the threatened command will become the on-scene commander and will accomplish the following:


  (3) Ensure NAS JAX SECDET has been notified.


  (4) Ensure the appropriate superior in command has been notified.


  (5) Obtain a decision from the Commanding Officer (CO) or Executive Officer (XO) regarding evacuation of threatened area.  If time doesn't permit notification of the CO or XO, the CDO may order the evacuation.


  (6) Based on the directions from the CO or XO, conduct search of activity by command personnel or (if appropriate) by SECDET personnel and Military Working Dogs (MWDs).
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  (7) Based on directions from the CO or XO, authorize personnel to re-enter work spaces.  


  (8) Complete required SITREPS, OPREPS or other reports as required. 

3.  Reporting Major Accidents.  The first observer of a major accident shall report as follows:

    a.  Contact Security Dispatch, 542-2661/2662, giving location of the accident, number of personnel/vehicles involved, and if known, number of injured/casualty personnel.

    b.  Observer is to render first aid to injured personnel if qualified.

c. Observer will not assist injured personnel if his/her life is

endangered.

4.  Miscellaneous.  It is essential that all accidents be reported and responded to immediately.  A few minutes can mean the difference between life and death.  Also, all nonessential personnel will refrain from entering the accident scene, unless they have an ability (EMT Firefighter) that could help save lives and/or property.
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APPENDIX III

STATION CONTINGENCY PLANS

SECTION 3

CIVIL DISTURBANCE

1.  Purpose.  To establish step-by-step procedures for station personnel for handling dissident and protest activities and civil disturbances on board this Naval Air Station.  These are described as interference by one or more persons (vocal or physical) causing a disruption of normal activities onboard NAS Jacksonville.

2.  Applicability.  This chapter applies to all military personnel, civilian employees, contractor employees, dependents and others who enter the station.

3.  Action.  Each department and tenant activity is responsible to:

    a.  Write an appendix to this chapter covering internal area of responsi-

bility and insert it immediately following these procedures.

    b.  Forward a copy to Director of Security. 

    c.  In order to make the most effective and timely use of these pro-

cedures, it is imperative that all personnel be familiar with the contents of this section.  

    d.  All personnel will periodically review and practice internal proce-

dures to enhance their ability to respond.  

    e.  Commanding Officer (CO), Officer-in-Charge (OinC) and Command Duty Officers (CDO) of NAS Jacksonville and tenant commands or activities shall report all incidents requiring emergency action to NAS Jacksonville SECDET.  


  (1) All incidents will receive immediate attention and positive action taken as outlined in this section. 


  (2) The CDO of the threatened command will become the on-scene commander and will accomplish the following:


  (3) Ensure NAS JAX SECDET has been notified.


  (4) Ensure the appropriate superior in command has been notified.


  (5) Obtain a decision from the Commanding Officer (CO) or Executive Officer (XO) regarding evacuation of threatened area.  If time doesn't permit notification of the CO or XO, the CDO may order the evacuation.

        (6) Based on the directions from the CO or XO, conduct search of activity by command personnel or (if appropriate) by SECDET personnel and Military Working Dogs (MWDs).
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        (7) Based on directions from the CO or XO, authorize personnel to re-enter work spaces.  


  (8) Complete required SITREPS, OPREPS or other reports as required. 

4.  Reporting Procedures.  The first observer of a civil disturbance shall report as follows:

    a.  Contact Security Dispatch, 542-2661/2662, giving location of the disturbance, number of personnel involved, and if known, the basis of the protest.

    b.  Observer will not interfere with the disturbance.

5.  Miscellaneous.  It is essential that all incidents be reported and responded to immediately.  Also, all nonessential personnel will refrain from entering the incident scene.

6.  Policy.  It is the mission of the Department of Defense to safeguard the security of the United States.  Station military personnel and civil service employees' rights of expression shall be preserved to the maximum extent possible, consistent with good order and discipline and the national security.

7.  Background.

    a.  In recent times, there have been instances of civil disturbances directed against public officials, symbols of the United States, ships and military shore installations.  From time to time, groups have attempted to dramatize their views by conducting parades at entrances to, and marches on, federally owned property; i.e., housing and military installations.  No matter how peaceful the intent or how righteous the cause, due to the strong emotional nature of the issues involved, these demonstrations on many occasions end in rioting, violence, senseless destruction or rampant looting, which in turn foster even greater emotions and hatred.

    b.  Members of the Armed Forces are prohibited from participating in demonstrations when they are on duty, or in a foreign country, or when their activities would constitute a breach of law and order, or when violence is likely to result, or when they are in uniform in violation of reference (a).

8.  On-Station Demonstrations and Similar Activities.  Any demonstration or activity on board this station which could result in interference with or

prevention of orderly accomplishment of the mission of this air station or presents a clear danger to loyalty, discipline, or morale of personnel is prohibited.  For the purpose of this chapter, dissident activities include,

but are not limited to:

    a.  Marches and parades not specifically approved by the Commanding

Officer.  (This does not include military formations.)

    b.  Distribution of prohibited material on board the station by individ-

uals or organized groups.

    c.  Deliberate blocking of entrances and exit gates.
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    d.  Organized participation in acts detrimental to good order and defense efforts.

    e.  Unauthorized rallies or meetings.

    f.  The wearing of armbands and other insignia supporting or promoting events in conflict with the defense mission.  It is a crime for any person to enter this air station for any purpose prohibited by law or lawful regula-

tions, or for any person to enter or reenter this station after having been barred by orders of the Commanding Officer.

    g.  The carrying of any sign, placard or other device supporting or promoting events in conflict with the mission of this air station or which supports or promotes positions that present a clear danger to the loyalty, discipline or morale of any or all of its personnel is prohibited.  Distribution on this air station of publications, including pamphlets, newspapers, magazines, posters, handbills, flyers and other printed material may not be made except through regularly established and approved

distribution outlets unless prior approval is obtained from the Commanding Officer or his authorized representative.  Requests for permission to distribute these types of publications outside of regularly established channels shall be directed to the Commanding Officer, Naval Air Station, Jacksonville, Florida via NAS Jacksonville Director of Security.  Included with the request shall be a copy of the publication to be distributed along with the name and address of the distributor and publisher.  The distributor shall also set forth a plan for distribution including the number of copies, the identity and number of distributors, the areas of distribution and the list of distribution.  Requests for such permission shall be forwarded no later than ten days prior to the proposed distribution date.  Approval to distribute on this station will not be granted where:

        (1) Distribution would be accomplished in a manner which would

prevent or materially interfere with the accomplishment of the military mission.

        (2) The publication is obscene or pornographic.

        (3) The publication or distribution thereof is unlawful or would otherwise constitute a clear danger to the military, loyalty, discipline or morale of the personnel at this station.  Should the Commanding Officer deny permission to distribute material on this station, the distributor will be immediately notified and informed of the reason for disapproval.

            (a) Persons not subject to the Uniform Code of Military Justice

who distribute material outside of regularly established distribution 

channels are subject to removal from the station and will be barred from reentering (United States Code Title 18, Section 1382).

            (b) Persons subject to the Uniform Code of Military Justice who violate the provisions in this regulation will be punished under the Uniform

Code of Military Justice.

9.  Grievance.  The rights of military personnel to complain and request redress of grievances against actions of their Commanding Officer are pro-
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tected by Article 138 of the Uniform Code of Military Justice.  Civilian employees may submit grievances through the Navy Administrative Grievance and Appeals procedures or under a negotiated grievance procedure, whichever is proper.  Although any individual may petition or present any grievance to any member of Congress, military personnel having a complaint are encouraged to register it with their Administration/Personnel Officer.  Likewise, civilian employees with a complaint are encouraged to register it with their super-

visor.
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APPENDIX III

STATION CONTINGENCY PLANS

SECTION 4

FIRE SCENE OPERATIONS

1.  Purpose.  To establish step-by-step procedures for station personnel in the event of a fire.  All personnel aboard NAS JAX are required to maintain a working knowledge of fire regulations and procedures to implement when detecting a fire.  This knowledge is critical to the safety and health of all personnel aboard the station and aids the individual responsibility of protecting government property and facilities in accordance with current instructions.

2.  Action.  Each department and tenant activity is responsible to:

    a.  Write an appendix to this chapter covering internal area of responsi-

bility and insert it immediately following these procedures.

    b.  Forward a copy to Director of Security. 

    c.  In order to make the most effective and timely use of these pro-

cedures, it is imperative that all personnel be familiar with the contents of this section.  

    d.  All personnel will periodically review and practice internal pro-

cedures to enhance their ability to respond.  

    e.  Commanding Officer (CO), Officer-in-Charge (OIC) and Command Duty Officers (CDO) of NAS Jacksonville and tenant commands or activities shall report all incidents requiring emergency action to NAS Jacksonville SECDET.  


  (1) All incidents will receive immediate attention and positive

action taken as outlined in this section. 


  (2) The CDO of the threatened command will become the on-scene commander and will accomplish the following:


  (3) Ensure NAS JAX SECDET has been notified.


  (4) Ensure the appropriate superior in command has been notified.


  (5) Obtain a decision from the Commanding Officer (CO) or Executive Officer (XO) regarding evacuation of threatened area.  If time doesn't permit notification of the CO or XO, the CDO may order the evacuation.


  (6) Based on the directions from the CO or XO, conduct search of activity by command personnel or (if appropriate) by SECDET personnel and Military Working Dogs (MWDs).


  (7) Based on directions from the CO or XO, authorize personnel to re-enter work spaces.  
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  (8) Complete required SITREPS, OPREPS or other reports as required. 

3.  Reporting Procedures.  Individuals detecting a fire or a potential fire situation will adhere to the following reporting procedures:

    a.  Notify the Fire Department by the quickest means possible, which will normally be by calling the Fire Department by phone at 542-3333.  Remain 

calm; give your name, the location of the fire, and the type of fire; then

let the Fire Department representative ask any other questions he may have. 

    b.  Activate the nearest fire alarm box.  

    c.  Alert occupants of the building to evacuate.

    d.  Post a watch on the street to direct the responding fire personnel.

    e.  After performing the above steps, all personnel in the area should

man first aid fire fighting appliances as assigned.  

    f.  Close all doors and windows (time permitting).

    g.  Evacuate the spaces or area.
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APPENDIX III

STATION CONTINGENCY PLANS

SECTION 5

EXPLOSION SCENE

1.  Purpose.  To establish step-by-step procedures for station personnel in the event of an explosion.  All personnel aboard NAS Jacksonville are

required to maintain a working knowledge of procedures to follow in the event of such an explosion.  This knowledge is critical to the safety and health of all personnel aboard the station and aids the individual responsibility of protecting government property and facilities in accordance with current instructions.  This chapter does not include nuclear weapons accidents or incidents.  Nuclear weapons accidents and incidents are covered under

separate instructions.

2.  Action.  Each department and tenant activity is responsible to:

    a.  Write an appendix to this chapter covering internal area of responsi-

bility and insert it immediately following these procedures.

    b.  Forward a copy to Director of Security. 

    c.  In order to make the most effective and timely use of these pro-

cedures, it is imperative that all personnel be familiar with the contents of this section.  

    d.  All personnel will periodically review and practice internal pro-

cedures to enhance their ability to respond.  

    e.  Commanding Officer (CO), Officer-in-Charge (OIC) and Command Duty Officers (CDO) of NAS Jacksonville and tenant commands or activities shall report all incidents requiring emergency action to NAS Jacksonville SECDET.  


  (1) All incidents will receive immediate attention and positive

action taken as outlined in this section. 


  (2) The CDO of the threatened command will become the on-scene commander and will accomplish the following:


  (3) Ensure NAS JAX SECDET has been notified.


  (4) Ensure the appropriate superior in command has been notified.


  (5) Obtain a decision from the Commanding Officer (CO) or Executive Officer (XO) regarding evacuation of threatened area.  If time doesn't permit notification of the CO or XO, the CDO may order the evacuation.

        (6) Based on the directions from the CO or XO, conduct search of

activity by command personnel or (if appropriate) by SECDET personnel and 

Military Working Dogs (MWDs).
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  (7) Based on directions from the CO or XO, authorize personnel to re-enter work spaces.  


  (8) Complete required SITREPS, OPREPS or other reports as required. 

3.  Reporting Procedures.  Individuals who witness an explosion or potential explosive situation will adhere to the following reporting procedures:

    a.  Report the explosion immediately to either the Fire Department (542-3333/2451) or SECDET Dispatcher (542-2661/2662).

    b.  Activate the nearest fire alarm box.  

    c.  Alert occupants of the building to evacuate.

    d.  Post a watch on the street to direct the responding fire and

emergency personnel.

    e.  After performing the above steps, all personnel in the area should

man first aid fire fighting appliances as assigned.  

    f.  If possible, give immediate first aid or assistance to injured personnel.  However, except for saving lives or in other types of extreme circumstances, keep away from the scene of the actual explosion.  There is always a danger of follow-up explosions caused by overheated objects, other bombs, or dangerous fumes in the area.

4.  Coordinating Procedures.  Of the following organizations, the first to receive a report of an actual explosion will immediately notify all of the others.

    a.  Fire Department (542-3333/2451)

    b.  Security Detachment (SECDET) (542-2661/2662)

    c.  Explosive Ordnance Disposal (EOD) (270-5412) (Mayport) (Only if explosives are involved).

    d.  Hospital Emergency Room (777-5773)

    e.  NAS JAX Officer of the Day (OOD) (542-2338/2339)

    f.  Naval Criminal Investigative Service (NCIS) (542-3334)
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APPENDIX III

STATION CONTINGENCY PLANS

SECTION 6

BOMB THREAT

1.  Purpose.  To establish step-by-step procedures for station personnel in the event of a bomb threat.  All personnel aboard NAS JAX are required to maintain a working knowledge of procedures to follow in the event of such a threat.  This knowledge is critical to the safety and health of all personnel aboard the station and aids the individual responsibility of protecting government property and facilities in accordance with current instructions.

2.  Definitions.

    a.  Bomb.  A device capable of producing damage to material and injury or death to personnel when detonated or ignited.  Bombs are classified as explosive or incendiary.  When a bomb explodes or ignites, it may cause secondary explosions.

    b.  Bomb Threat.  A message concerning a threat of a bomb, delivered by any means which may or may not:


  (1) Specify the location of the bomb.


  (2) Include the time for detonation or ignition.


  (3) Contain an ultimatum related to the detonation or ignition or concealment of the bomb.

    c.  Bomb Incident.  Any occurrence concerning the detonation or ignition of a bomb, discovery of a bomb, or receipt of a bomb threat.

3.  Policy.  Many bomb threats received are unfounded.  This can foster complacency on the part of those receiving the threats.  To avoid the possi-

bility of loss of life or damage to government property, it must be assumed that any bomb threat received is not a hoax.  Major disruptions to normal operations are not desired, but each threat must be treated seriously.  The only person authorized to declare a bomb threat a hoax is the cognizant Commanding Officer.

4.  Action.  Each department and tenant activity is responsible to:

    a.  Ensure that copies of the Telephonic Threat Complaint (OPNAV Form 5527/8) are kept readily available near telephones for use.  A sample is

shown at Appendix II, Exhibit V.

    b.  Ensure that any member receiving a threat completes the form while 

the caller is on the line, or immediately thereafter.  (The data recorded on the checklist is extremely valuable to investigators conducting the investigation of the bomb threat.)
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    c.  Ensure that individuals do not smoke or ignite any type of incendiary material in the threatened area.

    d.  Emphasize that any suspected explosive device, package, or foreign object is dangerous and must NOT be handled in any way.  (EOD personnel are the only persons authorized to examine, touch or remove a suspected bomb.)

    e.  Write an appendix to this chapter covering internal area of responsi-

bility and insert it immediately following these procedures.

    f.  Forward a copy to Director of Security. 

    g.  In order to make the most effective and timely use of these pro-

cedures, it is imperative that all personnel be familiar with the contents of this section.  

    h.  All personnel will periodically review and practice internal pro-

cedures to enhance their ability to respond.  

    i.  Commanding Officer (CO), Officer-in-Charge (OinC) and Command Duty Officers (CDO) of NAS Jacksonville and tenant commands or activities shall report all incidents requiring emergency action to NAS Jacksonville SECDET.  


  (1) All incidents will receive immediate attention and positive 

action taken as outlined in this section. 


  (2) The CDO of the threatened command will become the on-scene commander and will accomplish the following:


  (3) Ensure NAS JAX SECDET has been notified.


  (4) Ensure the appropriate superior in command has been notified.


  (5) Obtain a decision from the Commanding Officer (CO) or Executive Officer (XO) regarding evacuation of threatened area.  If time doesn't permit notification of the CO or XO, the CDO may order the evacuation.


  (6) Based on the directions from the CO or XO, conduct search of activity by command personnel or (if appropriate) by SECDET personnel and Military Working Dogs (MWDs).


  (7) Based on directions from the CO or XO, authorize personnel to re-enter work spaces.  


  (8) Complete required SITREPS, OPREPS or other reports as required. 
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APPENDIX III

STATION CONTINGENCY PLANS

SECTION 7

SABOTAGE

1.  Purpose.  To establish step-by-step procedures for station personnel in the event of an act of sabotage.  By mere virtue of description, there are infinite possibilities for sabotage activities.  Consequently, no set pro-

cedures can be established to cover all areas.  The following guidelines may be used in whole or in part to report and control actual or suspected sabotage attempts.

2.  Definition.  

    a.  For the purpose of this chapter, sabotage is defined as "an act or acts with intent to injure, interfere with, or obstruct the national defense of a country by willfully injuring or destroying, or attempting to injure or destroy, any national defense or war material, premises or utilities, to include human and natural resources."  

    b.  (NOTE:  During peace time, destruction of government property by military and/or civilian personnel is normally investigated by the Naval Criminal Investigative Service (NCIS) as an act of wrongful destruction, vice sabotage.)

3.  Action.  Each department and tenant activity is responsible to:

    a.  Write an appendix to this chapter covering internal area of responsi-

bility and insert it immediately following these procedures.

    b.  Forward a copy to Director of Security. 

    c.  In order to make the most effective and timely use of these pro-

cedures, it is imperative that all personnel be familiar with the contents of this section.  

    d.  All personnel will periodically review and practice internal pro-

cedures to enhance their ability to respond.  

    e.  Commanding Officer (CO), Officer-in-Charge (OIC) and Command Duty Officers (CDO) of NAS Jacksonville and tenant commands or activities shall report all incidents requiring emergency action to NAS Jacksonville SECDET.  


  (1) All incidents will receive immediate attention and positive 

action taken as outlined in this section. 


  (2) The CDO of the threatened command will become the on-scene commander and will accomplish the following:


  (3) Ensure NAS JAX SECDET has been notified.
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  (4) Ensure the appropriate superior in command has been notified.

        (5) Obtain a decision from the Commanding Officer (CO) or Executive Officer (XO) regarding evacuation of threatened area.  If time doesn't permit notification of the CO or XO, the CDO may order the evacuation.


  (6) Based on the directions from the CO or XO, conduct search of activity by command personnel or (if appropriate) by SECDET personnel and Military Working Dogs (MWDs).


  (7) Based on directions from the CO or XO, authorize personnel to re-enter work spaces.  


  (8) Complete required SITREPS, OPREPS or other reports as required. 

4.  Reporting Sabotage.  Recognition of an act of sabotage is often 

difficult.  Some acts of sabotage are obvious; i.e., bomb planted in water treatment plant or other industrial plants, subversive literature left in break/lunch areas, etc.  Some acts are not obvious; i.e., small piece of 

metal in a moving gear, fire in hangar bay or other buildings.  Due to the difficulty of recognizing acts of sabotage, all suspected acts of sabotage shall be reported.  The observer will contact Security Detachment Dispatch, extension 2661/2662, and report as follows:

    a.  Give name of saboteur, if known, and location and description of sabotage act.

    b.  Leave his/her name and phone number for investigative purposes.

5.  Miscellaneous.  The best countermeasures against sabotage acts are employee education, planning and AWARENESS.  It is imperative that all military and civilian employees be aware that saboteur activities can happen and they should be prepared to react immediately.  Remember, any unusual act by any person, can be an act of sabotage.                          
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APPENDIX III

STATION CONTINGENCY PLANS

SECTION 8

BARRICADED CAPTOR, HOSTAGE, TERRORIST OR HIJACKING

1.  Purpose.  To establish step-by-step procedures for Security Detachment (SECDET) and station personnel in the event of a barricaded captor, hostage, terrorist, or hijacking situation.

2.  Jurisdiction.  Military commanders have the authority and responsibility to protect Department of Defense (DOD) property under their control.  While SECDET may make the initial response to a barricaded captor, hostage, ter-

rorist, or hijacking situation, Naval Criminal Investigative Service (NCIS) has the primary station jurisdiction and must be notified immediately.  Onboard NAS Jacksonville, these offenses may constitute attempted larceny of government property, kidnapping, extortion or conspiracy to commit these 

acts.  Although NCIS has primary jurisdiction on station, it also shares this purview with the Federal Bureau of Investigations (FBI), depending on the civil or military status of the suspects or hostages.  However, Section 1357(e)(2) of the Federal Aviation Act of 1958 as Amended, 49 USC, Chapter 20 provides that the Federal Aviation Administration (FAA) has exclusive responsibility for direction of U.S. law enforcement activities affecting the safety of persons aboard aircraft which are "in flight" and involve an air hijacking.

3.  Action.  Each department and tenant activity is responsible to:

    a.  Write an appendix to this chapter covering internal area of responsi-

bility and insert it immediately following these procedures.

    b.  Forward a copy to Director of Security. 

    c.  In order to make the most effective and timely use of these pro-

cedures, it is imperative that all personnel be familiar with the contents of this section.  

    d.  All personnel will periodically review and practice internal pro-

cedures to enhance their ability to respond.  

    e.  Commanding Officer (CO), Officer-in-Charge (OIC) and Command Duty Officers (CDO) of NAS Jacksonville and tenant commands or activities shall report all incidents requiring emergency action to NAS Jacksonville SECDET.  


  (1) All incidents will receive immediate attention and positive 

action taken as outlined in this section. 


  (2) The CDO of the threatened command will become the on-scene commander and will accomplish the following:


  (3) Ensure NAS JAX SECDET has been notified.
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  (4) Ensure the appropriate superior in command has been notified.


  (5) Obtain a decision from the Commanding Officer (CO) or Executive Officer (XO) regarding evacuation of threatened area.  If time doesn't permit notification of the CO or XO, the CDO may order the evacuation.


  (6) Based on the directions from the CO or XO, conduct search of activity by command personnel or (if appropriate) by SECDET personnel and Military Working Dogs (MWDs).


  (7) Based on directions from the CO or XO, authorize personnel to re-enter work spaces.  


  (8) Complete required SITREPS, OPREPS or other reports as required. 

4.  Procedures.

    a.  Officer of the Day (OOD).  Upon notification of a barricaded captor, hostage, terrorist, or hijacking situation, the OOD will:


  (1) Immediately notify the Command Duty Officer (CDO) and SECDET Police Dispatcher, and ensure both are apprised of all available information.


  (2) At the direction of the CDO or other competent authority, 

commence notification of the personnel listed in Exhibit A-111-9-1A.  Parties notified will be provided with the location of the Emergency Command Center and will be requested to report to it.


  (3) Initiate a chronological log of events, including names of personnel notified and the activity to which they are assigned.


  (4) In collaboration with the CDO, answer command inquiries and refer off-station civilian and press inquiries to the Public Affairs Officer (PAO).

    b.  Command Duty Officer (CDO).  Upon notification of a barricaded 

captor, hostage, terrorist, or hijacking situation on the station, the CDO will:


  (1) Instruct the OOD to notify the SECDET dispatcher and personnel listed on the Personnel Notification Check List. 


  (2) Notify the Commanding Officer.


  (3) Open and remain at the Emergency Command Center (ECC), located on the second deck of Building 110.  


  (4) Ensure that radio and telephone equipment is operational for ECC personnel.

  
  (5) Establish a direct means of communication between the ECC and 

Field Command Post.


  (6) Assume command of the situation until relieved by the Commanding Officer or his designated representative.
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    c.  Naval Criminal Investigative Service (NCIS).  Upon notification of a barricaded captor, hostage, terrorist, or hijacking situation, NCIS will respond to the scene and coordinate notification of any other federal or

local law enforcement agency required. 

    d.  Federal Bureau of Investigations (FBI).  If the situation is deemed a "Not in Flight" situation, NCIS will notify the FBI and a determination will be made if they will respond or decline.  If they decline, the CO will continue to exercise overall command and responsibility of the situation. 

    e.  Federal Aviation Administration (FAA).  If the situation is deemed an "In Flight" situation, NCIS will notify the FAA and a determination will be made if they will respond or decline.  If they decline, the CO will continue to exercise overall command and responsibility of the situation.
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