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NAMTRAGRUDET LEMOORE INSTRUCTION 5510.3B

Subj:
EMERGENCY ACTION PLAN FOR CLASSIFIED AND COMMUNICATON SECURITY (COMSEC) MATERIAL 

Ref:  
(a) SECNAVINST 5510.36

(b)
CMS-1A

(c)
CMS-6

(d)
NASLEMINST 2280.1D 

1.  Purpose.  To issue NAMTRAGRUDET Lemoore Emergency Action Plan for classified/COMSEC material in the event of an emergency, in accordance with reference (a) through (d).

2.  Cancellation.  NAMTRAGRUDETLEMINST 5510.3A.  This is a major revision and should be read in its entirety.

3.  Discussion.  An Emergency Action Plan is required to provide guidance for the protection of classified/COMSEC material in the event of natural disasters or emergency situations.  This plan is designed to minimize the risk of life or injury to personnel.

4.  Action.  This plan shall be implemented during mishaps, natural disasters, and emergency situations.  Although, every conceivable situation is not covered in this instruction, use of these guidelines and consultation with the CDO and/or Security Manager will allow for a successful problem resolution.  The ACDO shall be the on-scene leader until relieved by the CDO or Security Manager. The CDO will keep the OIC fully informed.

    a.  Fire, Flood, Earthquake, Aircraft Crash and Other Natural Disasters.  The on-scene leader shall:

        (1) Take action to resolve the situation when it is

minor, easily contained, and not life threatening.  Personnel safety is paramount.  When in doubt, clear the area and assist the emergency response personnel as directed.

        (2) Report the incident by calling phone extension 

"9-911".  Notify the CDO, Security Manager, COMSEC Custodian, and Primary Security Custodian or alternates.  

        (3) Evacuate the area immediately.  Secure all classified/COMSEC material in appropriate containers only if situation permits without endangerment of life.

        (4) Admit emergency response personnel to spaces as required without delay.  

  (a) If the space is a restricted access area (i.e. cypher locked), gain access to the Emergency Access Box located on the wall behind the ACDO’s desk in the Duty Office.  Find the envelope marked for the room to be accessed, open the envelope, use the combination to gain access to the room.  Take the names of personnel admitted into restricted spaces and assist as needed.  



  (b) Make a log book entry of all pertinent

information (i.e. who, what, where, why) concerning access to the restricted space.  Notify the CDO and the Security Manager as soon as possible. 

        (5) When the disaster is under control, the CDO shall generate an Emergency Watch Bill for round-the-clock security of buildings and classified/COMSEC storage facilities if their condition does not provide for adequate and secure storage.  If required, contact NAS Lemoore Security Manager/COMSEC Custodian and relocate classified/COMSEC material to a secure storage area.

        (6) The Security Manager shall direct an inventory of all classified/COMSEC material and the submission of any reports of loss or unauthorized disclosure per references (a) and (b).

    b.  Emergency Destruction/Recall of COMSEC:  

   (1) COMSEC material held by NAMTRAGRUDET Lemoore is on a sub-custodian basis from NAS Lemoore, who will initiate and coordinate an emergency destruct/recall of COMSEC material. 

        (2) In the event of an emergency destruct/recall

order, the CDO/ACDO will immediately contact the NAMTRAGRU DET Lemoore COMSEC Custodian and/or Security Manager, then begin to carry out the directives from the NAS Lemoore COMSEC Manager.
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