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NAMTRAU NORFOLK INSTRUCTION 5510.1B

Subj:
COMMAND SECURITY PROGRAM FOR CLASSIFIED MATERIAL

Ref:
   (a) SECNAVINST 5510.30A

(b) SECNAVINST 5510.36

Encl:
(1) Security Container Inventory Sheet

(2) Quarterly Security Container Inventory Sheet

(3) NAMTRAU NORVA 5510/1

(4) Checklist for Emergency Destruction

1.  Purpose.  Reference (a) and (b) provide basic guidance on security measures.  This instruction provides specific command guidance, authority and responsibility to ensure accountability of all classified material at this activity.

2.  Cancellation.  NAMTRAGRUDETNORVAINST 5510.1A

3.  Background.  Department of the Navy responsibilities for the security program and for safeguarding and proper handling of classified material are contained in reference (a) and (b), and must be complied with by all personnel having access or custody of such material.

4.  Responsibilities
    a.  The Commanding Officer (CO) shall designate the Security Manager in writing.  The Security Manager can be assigned as a full-time, part-time or collateral duty, but the Security Manager must be an officer who has a favorably completed Background Investigation (BI) and holds a secret clearance.

    b.  The Security Manager (SM) is the principle advisor on information and personnel security in the command and is responsible to the CO for the management of the program.  The SM’s responsibilities are listed in reference (a) and (b) chapter 2.

    c.  The Assistant Security Manager (ASM) is designated in writing by the CO.  The ASM must hold a secret clearance and is responsible to the SM and will assume those duties listed in reference (a) and (b) chapter 2.

    d.  A Security Assistant will be assigned for each department/MTU that maintains classified material (Admin, TIS, MTU 1026 and 1031) Departmental Security Assistants (DSA) will be designated in writing by the CO.  The DSA’s will be responsible to the SM for safeguarding classified material in their control.  The DSA’s responsibilities are listed in references (a) and (b).  Responsibilities include but are not limited to:

        (1) Provide ongoing security education to personnel in their department.

        (2) Ensure accounting and control of departmental classified material.
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        (3) Ensure all classified material under their control is properly marked.

         (4) Ensure proper reproduction and destruction of classified material is performed per reference (a) and (b) and this instruction.

         (5) Ensure proper Automated Information Systems (AIS) security.

         (6) Ensure a continuous evaluation of security clearance eligibility is in place and all derogatory information is reported as required.

         (7) Ensure any security violation or compromise of classified material is reported to the SM/ASM immediately.

         (8) Comply with inventory and administrative procedures delineated in this instruction.

5.  General Procedures
    a.  Classified material will be accounted for using a Correspondence/Material Control Form (OPNAV 5216/10).  Any time the OPNAV 5216/10 is used it will include the page count and copy number (copy 1 of 3, etc.) in accordance with reference (a) and (b).  In counting page numbers, on a single sheet, the front counts as a page and the back counts as the second page.

    b.  Upon receipt of a classified publication that has a control number assigned and the control number is marked on the pub cover, initiate a new OPNAV 5216/10.  On the new OPNAV 5216/10, use the control number that was received with the pub, in order to maintain a history of that document.  For classified material received without a control number, initiate an OPNAV 5216/10 and obtain a local control number from the SM/ASM.

    c.  The Admin DSA will receive all incoming classified documents.  The Admin DSA will notify the SM/ASM and the appropriate DSA for that material.  Specific control procedures will be initiated in accordance with reference (a) and (b) and will be established at time of receipt.

    d.  The Admin Department will maintain two disks for downloading messages.  The disks will be classified secret because of the possibility of receiving secret messages.  One disk will be the primary with the other as a back up.  After messages are downloaded, the Admin DSA (or qualified representative) shall review the messages to ensure no classified messages are installed on the LAN system.  A paper copy of any classified messages shall be printed and routed to the SM/ASM or XO for determining action requirements.  The disk shall be formatted three times.  These disks will have an OPNAV 5216/10 and be controlled with all safeguarding procedures necessary for secret material

    e.  The SM will maintain the following files:
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        (1) Master File: A six-section file that will contain the completed OPNAV 5216/10 forms of transactions such as renumbering of pubs, history of 

lost pubs, etc.  This file will serve as a history file and each security container will have its own section.

        (2) Active File: A six-section file that will contain all OPNAV 5216/10 forms of items currently held in a security container.  Each security container will have its own section with all the original OPNAV 5216/10 forms attached for items held in that container.

        (3) Inactive File: A six-section file that will contain OPNAV 5216/10 forms of material transferred.  Each security container will have its own section.

        (4) Destruction Reports File: This file will contain all destruction reports.

        (5) Security Clearance File: This file will contain OPNAV 5520/20 forms on all personnel that have a security clearance.  It will also contain outgoing requests for determination, Department of Navy Central Adjudication Facility (DONCAF) response, OPNAV 5520/20, miscellaneous correspondence, and debrief sheets on retiring or transferring personnel.

        (6) Inventory File: This file will contain the following; Security Container Inventory Sheet enclosure (1), SF-701 checklist, and SF-702 check sheet.  These forms shall be used to validate that an inventory is completed each time a container is opened.

        (7) Security Container File: A six-section file that will contain inventory sheets by drawer and a copy of OPNAV 5216/10 forms by drawer.  The files will be kept inside the security container to facilitate inventory.

    f.  Classified material transmittal shall be accomplished in accordance with reference (b) chapter 9.  Packing requirements and hand carry procedures are described in reference (a) and (b).  Mailing requirements are described in reference (b) paragraph 9-8.

    g.  ALL HANDS are responsible for reporting unfavorable information known concerning a member who holds a security clearance.  Any information which could place in question an individual’s loyalty, reliability or trustworthiness must be reported to the SM/ASM.

6.  Security Container and Inventory Procedures
    a.  Every security container must be logged open and closed on the Security Container Check Sheet (SF-702).  An inventory must be performed on the drawer(s) that were open before logging the container closed.

    b.  Each container will be completely inventoried at a minimum interval of quarterly or at the end of each class, which ever comes first. The DSA 
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shall inventory the container using the Quarterly Security Container Inventory Sheet enclosure (2).

    c.  An inventory shall also be performed prior to a Change of Command, transfer of personnel with access to that container, change in DSA or as the SM/ASM may determine.

        (1) Security Container Records Form (OPNAV 5510/21) must be maintained for each container.  This form is to record container maintenance, repairs, damage or periodic inspections.  The DSA should maintain the OPNAV 5510/21 in the security container.  

        (2) Security Container Information (SF-700) is used to record the container combination.  A new SF-700 will be initiated during combination changes.

        (3) Security Container Check Sheet (SF 702) will be attached to the outside of each container.  Used to log the container open and closed, it will be turned into the SM/ASM when completely filled out.  The container must be checked (secured) by the individual who opened it or any authorized individual closing the container.  The “checked by” column will also be initialed.

        (4) Activity Security Checklist (SF 701) will be maintained in the room in which the security container is located.  The DSA will designate an individual to check the room and initial this form for each workday.  This form is to be turned into the SM/ASM at the end of each month.

    d.  The security container combinations must be changed under any of the following conditions:

        (1) An individual knowing the combination no longer requires access.

        (2) The combination has been subject to compromise.

        (3) The security container is discovered unlocked.

        (4) Change of Command.

7.  Material Marking
    a.  Basic marking requirements are listed in reference (b) chapter 6.

    b.  The DSA should review classified markings during the quarterly inventory.

    c.  Classified documents will be marked with the local NAMTRAU stamp which includes; Unit name, safe or container number, S/N (local control number), and NOMEN (copy number, 1 of XX).  The front cover will be stamped SECRET or CONFIDENTIAL at the top and bottom center and have the number of classified pages listed.
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    d.  Transparencies will be marked per reference (b) paragraph 6-29.

    e.  Classified material for training or test purposes will be marked per reference (b) paragraph 6-20.

    f.  All classified documents will have SF 704 (secret) or SF 705 (confidential) attached to the front and back.

8.  Reproduction of Classified Material
    a.  The CO, XO, SM or ASM must approve reproduction of all classified materials.

    b.  The Course Manager/Lead Instructor will be responsible for reproduction of the classified material.  Reproduction will comply with reference (a) paragraph 7-13. 

    c.  The following equipment may be used to reproduce up to secret material:

        (1) Copier 5292-3683 in room 2203

        (2) Computer 100352334130 in room 2011

        (3) Printer 5F32217501 in room 2011

    d.  Classified material that has been reproduced for a course of instruction will be documented using form NAMTRAU NORVA 5510/1 enclosure (3).  Reproduced material will be classified and controlled in accordance with reference (b) chapter 6.

9.  Destruction of Classified Material
    a.  Destruction of classified material will be performed per reference (b) chapter 10 and this instruction.  The basic policy of destroying classified material as soon as it is not needed will be strictly adhered to.

    b.  Methods of destruction are discussed in reference (b) paragraph 10-18.  Cross-cut shredders shall be capable of reducing shreds no greater than 3/64 inch wide by 1/2 inch long.

    c.  Destruction of ADP media is discussed in reference (b) paragraph 10-17 item 4 (NAVSO P-5239-26 SEP 93).

10.  Security Violations
     a.  The SM/ASM, CO and XO must be notified immediately upon discovery of a security violation.  The SM will initiate security violation procedures and conduct investigations in accordance with reference (b) chapter 12.
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11.  Training
     a.  All personnel who hold a security clearance will receive annual training in accordance with reference (a) chapter 4.

12.  Emergency Destruction
     a.  As per reference (b) exhibit 2B, upon notification of impending disaster that may cause structural damage to building SP-381, the CDO will notify the SM.  The SM will notify the XO and CO.  Should the CO deem it necessary to destroy classified material, the CDO will implement procedures contained in enclosure (4).

13.  Student Training Procedures
     a.  Students arriving to attend a classified course will first have their OPNAV form 5520/20 checked by the ASM.

     b.  Students who receive a classified publication for training must sign for that publication.

     c.  Classified publications and trainee guides must be secured during all aspects of training.

     d.  All classified notes taken by the student will be treated as classified material, collected and destroyed at the end of class.

14.  Gaining Clearance.  The SM/ASM will interview personnel upon check-in to determine if the newly reported personnel require a clearance.  If the person requires a clearance, the SM/ASM will perform a local records check and initiate procedures as listed in reference (a) chapter 6.













//s//

J. W. WIRWILLE JR.

Distribution:
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Encl (2)

	NAMTRAU NORVA 5510/1           Encl (3) 
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CHECKLIST FOR EMERGENCY DESTRUCTION

1.  The SM/ASM and DSA shall coordinate the destruction of classified material.

2.  Personnel destroying classified material must have a clearance for the material they are destroying.

3.  Documents will be removed from security container by order or priority – Secret, Confidential.

4.  If time permits, record destruction as required.

5.  The shredders listed in paragraph 9(b) of this instruction are to be the first means of destruction, in order of priority.

6.  Should time be a limiting factor in the destruction, destruction by first type material received is authorized.

    a.  A metal trash can of at least twice the size of classified material to be destroyed may be used.

    b.  A flammable liquid must be used (check the flammable locker).  Additional personnel may be used during this process to ensure there is a safety circle around the fire.

    c.  As the material is burned it must be stirred to ensure all documents are completely destroyed.

    d.  The fire must be outside in a secured area where the wind is least.

                                                 Encl (4)
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