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CLASSIFIED MATERIAL EMERGENCY ACTION PLAN

Ref:
(a) SECNAVINST 5510.36

(b) NAMTRAGRUINST 5510.1L


(c) NAMTRAGRUINST 5510.2C


(d) NASNIINST 5510.22H


(e) NASNIINST 5511.2P

Encl:
(1) Classified Material Emergency Action Plan

1.
Purpose.  To establish emergency Classified Material handling policies and procedures.

2.
Cancellation.  NAMTRAGRUDETNIINST 5510.2K.  Changes are not indicated in this major revision.

3.
Background.  References (a) through (e) indicate that although a detailed emergency destruction plan for classified material is not needed, emergency planning for protection is required.  This directive sets forth basic guidance for emergency handling of classified material.

4.
Responsibilities

a.
The Security Manager (SM) is responsible for determining when circumstances require implementation of the Emergency Action Plan for classified material.  Emergency conditions may develop when the SM is not available and action must be taken.  Under such circumstances, the Command Duty Officer must exercise good judgement and proceed with the Emergency Action Plan for classified material using enclosure (1).


b.
The Assistant Security Manager will conduct an annual drill to test the Emergency Action Plan for classified material. 

The results of the drill shall be reported to the SM.  Reports shall be retained a minimum of two years.


//s//
   


J. M. DUKE

Distribution: 

All NAMTRAU, North Island

CDO Briefcase

OOD Duty Office

NAVAL AIR MAINTENANCE TRAINING UNIT,
NORTH ISLAND

CLASSIFIED MATERIAL EMERGENCY ACTION PLAN

1.
Personnel responsible for the protection of classified material and shall be contacted in the event of any emergency that may compromise classified material:


a.
Security Manager – CDR J. M. Duke


b.
Assistant Security Manager – ADC(AW) L. D. Marchan

2.
NAMTRAU, North Island holds classified materials in the following spaces:


a.
Maintenance Training Unit 1036



Materials stored in Bldg. 698, Room 10A, 



Vault



Security Custodians: 



ADC(AW) Marchan/ATC(AW) Gisi


b.
NAMTRAU Administration Office



Materials stored in Bldg. 698, Room 1,



Safe Serial Number M07752



Secondary Security Custodians:



YNCS(SW) Bowens/YN2 Ellerby
3.
In case of an emergency that may lead to compromising Classified Material, the OOD shall call the Security Manager, Assistant Security Manager and at least one Secondary Security Custodian from that department.  The determination of whether to guard or begin emergency destruction of classified material shall be made by the Security Manager/Assistant Security Manager.


a.
Material shall be destroyed as soon as possible to preclude compromise or loss.  Secondary Security Custodians will be responsible for destroying all classified material held in their safe and reporting the loss to the Security Manager/ Assistant Security Manager.  Material shall be destroyed in priority order:  Secret then Confidential.  Destruction of material shall be documented using Secondary Security Custodians logbook 
under the remarks section including name of individual and date of destruction.


b.
The following methods will be used in emergency destruction of classified materials:



(1) Crosscut paper shredding machines will be used if possible.  An approved crosscut shredder machine is located in the vault, room 10A, building 698.



(2) If shredding is not possible, paper documents shall be carefully and thoroughly burned.  Ashes shall be stirred in water to ensure complete destruction of the material.



(3) Non-paper material such as transparencies, 35mm slides, movie film, etc., will also be destroyed by burning. 



(4) Classified hardware such as electronic equipment shall be destroyed by using a maul/sledgehammer.
4.
As required by reference (a), the details of the emergency destruction and the inventory of the destroyed material shall be reported by the Commanding Officer to the Chief of Naval 

Operations (OP-09N) via the NAMTRAGRU Security Manager.  
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