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Ref:
(a)
OPNAVINST 5530.14C
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(c) SECNAV 5510.36

(d) CSCW-1 5530.3A

(e) NAMTGDTINKERINST 5511.1F

(f) TAFB Plan 31-209

(g) CMS-9

Encl:
(1)
Physical Security Plan

1.
Purpose.  To establish policy and procedures related to maintaining uniform standards of physical security and loss prevention.

2.
Cancellation.  NAMTRAGRUDETTINKERINST 5530.1C.  Since this is a major revision, changes are not indicated throughout.

3.
Objective.  To minimize or prevent acts of theft, sabotage, and other means of attack that could reduce the capability of this detachment.  This plan is intended to narrow the scope of interpretation of policies and procedures set forth in references (a) through (d), which are applicable, and shall not be construed as authorization to implement security procedures contrary to those policies and procedures.  Reference (e) sets procedures for classified material control.  Specifically, reference (d) shall be adhered to in any situation not included in Enclosure (1).

4.
Scope.  Enclosure (1) addresses the physical security and loss prevention plan for NAMTRAGRUDET Tinker and is applicable to all assigned personnel.

5.
Action.  Security is the direct, immediate, and moral responsibility of all persons, military and civilian, employed by the Department of the Navy.


a.
Officer in Charge has overall responsibility for physical security and loss prevention within the detachment.


b.
Physical Security Petty Officer is the designated representative of the Officer in Charge and is responsible for planning, implementing, enforcing, and supervising the physical security and loss prevention program of the detachment. The Physical Security Petty Officer or a designated representative shall attend all COMSTRATCOMMWING ONE Physical Security Review Committee (PSRC) meetings.  The minutes of these meetings shall be retained for three years.  The Physical Security Petty Officer shall attend all Loss Prevention Subcommittee meetings and Physical Security Review Boards.


c.
 All newly assigned personnel shall familiarize themselves with the contents of enclosure (1) during check-in and when assigned POOW duties.


d.
 This instruction is effective immediately and shall be used as a reference for all other instructions regarding physical security or loss prevention.
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NAMTRAGRUDET TINKER PHYSICAL LOSS AND SECURITY PLAN

1.  
Area Security.  NAMTRAGRUDET Tinker is responsible for the physical security of the first level, West wing of building 830. 

2.  Control Measures.  The procedures used to control access and movement of personnel and materials.

a.  Personnel Access

  (1)  Authority for Access.  Admission will be granted to persons whose duties require access and who have been granted appropriate authorization.  Persons not cleared for access may be admitted with approval from the Officer in Charge or a designated representative.

  (2)  Assigned Personnel.  Staff personnel shall be granted access to all spaces for the purpose of completing assigned duties.  Students shall be granted access to spaces for the sole purpose of training.  In all cases, "NEED TO KNOW" will be applied when granting access.

  (3)  Visitors.  A visitor is any person who is not staff or student.  For official visitors requiring access to controlled areas, a visit request letter/message must be forwarded to the Officer in Charge prior to the visit.  The visit request must include the following information:




  1.  Full Name




  2.  Social Security Number (SSN)




  3. 
 Citizenship




  4.
 Clearance Level and Date




  5.
 Date and Place of Birth




  6.
 Point of Contact




  7.
 Purpose of Visit




  8.  Visit Dates


b.
Identification and Control


(1)
During initial POOW security checks, controlled areas will be guard checked and logged on the SF-702 (Security Container Check Sheet) located on the door.  Throughout normal working hours, key locks and three tumbler locks restrict access to those spaces.  Only authorized personnel with proper approval may enter.  At the end of the workday the POOW shall perform a security check and log it on the SF-702.



(2)
After normal working hours, all personnel entering or exiting the building shall log in and out using the POOW log book.  The POOW shall leave the logbook in front of the duty office (room #302) for all after hour log entries.  All controlled areas noted in enclosure (1) shall remain locked if unused.  Any person requiring access to controlled areas shall follow the same entry/exit procedures as the POOW.  Staff personnel requiring access to the building during off duty hours may sign out the key from the COMSTRATCOMMWING ONE Quarterdeck Watch.  Complete security checks, per this enclosure, shall be performed once per 24-hour period after normal working hours or when the building is secured.  



(3)
Students.  Student clearance information shall be verified by Student Control. Parent commands (NAMTGD, VQ-7, etc.) are responsible for ensuring that students’ security clearances are started when checking aboard, if required.  All staff personnel shall limit student access to controlled areas.  During field day students may be granted supervised access to controlled areas for cleaning purposes.  The instructor in charge of the controlled areas shall ensure those spaces have been cleared of all classified and curriculum materials.  The instructor shall be present when field day is being performed in these spaces.  

c.
Material Control


(1)
Incoming



(a) Shipments.  All materials for NAMTRAGRUDET are delivered to building 830.  For materials received from supply, the POOW shall notify the detachment Supply Petty Officer as soon as possible.  In the absence of the Supply PO, the POOW shall inspect the material and paperwork to ensure accuracy.  For materials received from UPS/Federal Express, the POOW shall inspect and sign for the item(s), and notify the appropriate personnel.  All incoming shipments of materials shall be logged in the logbook.



(b) Inspection.  Personnel handling incoming materials must be aware of the present THREATCON (available from wing security).  When materials are received, they shall be inspected for any signs of tampering, damage, or repackaging.  If package shows any signs of tampering, DO NOT OPEN PACKAGE, immediately contact the Assistant Security Manager.  This procedure will reduce the threat of sabotage/terrorist action.




(c) Hand Carried Materials.  Materials such as SERVMART items, test equipment, and repairables may be hand carried into the detachment.  The detachment Supply PO shall be notified as soon as possible should the items be brought in by staff personnel.  If repairable or test equipment items are brought in by other than detachment personnel, a logbook entry shall be made by the POOW and the detachment Supply PO shall be notified as soon as possible.  The logbook entry shall contain the part number, serial number, and the name and rate of the person returning the item.




(d) Special Controls.  Classified materials should be received in accordance with the procedures outlined in references (b) and (d).  Packages addressed to the Officer in Charge may be opened by the Assistant Security Manager.  Anyone designated to open packages/mail addressed to the OIC shall, upon discovering an inner wrapping with classified markings, immediately notify the CMS Custodian or the Assistant Security Manager.  Until the package is received by the CMS Custodian or Assistant Security Manager, every effort shall be made to safeguard the package to the level indicated by the classified markings.  Should a package be received with classified markings on the outer label, a logbook entry shall be made and the CMS Custodian or Assistant Security Manager immediately notified.  Continuous surveillance of the package will be maintained until the CMS Custodian or Assistant Security Manager assumes custody.



(2)
Outgoing



(a) Documentation Required.  All repairable items shall be accompanied by either a VIDS/MAF (OPNAV 4790/60) and a DD Form 1348 or a Support Equipment (SE) Transaction Form (OPNAV 4790/64).  Items requiring calibration shall be accompanied by a METER Card (OPNAV 4790/58).  Items being taken to DRMO (Salvage) shall be accompanied by a DD Form 1348.




(b) Controls.  The detachment Supply PO shall approve all outgoing supply items.  The CPOIC shall approve all "loans" of equipment and shall sign the SE Transaction Form.  The POOW shall ensure the Supply PO is notified when items leave the building. 




(c) Classified Shipments/Transfers.  The CMS Custodian or Primary Physical Security Coordinator shall approve all shipments/transfers of classified materials.  Packaging and shipping shall be in accordance with reference (b).  The transaction shall be logged in the appropriate log/record by the CMS Custodian or Assistant Security Manager.  The POOW shall ensure no classified items leave the building without proper wrapping.


d.
 Loss Prevention.  The protection of all Navy property from loss through internal fraud or larceny, and errors in accountability.



(1)
Scope.  This program is designed to identify, control, reduce, eliminate or neutralize conditions conducive to loss. It also removes or minimizes the opportunity or motivation to commit, conceal, or engage in criminal activity involving government property, and provides the command with a management tool to measure the effectiveness of the loss prevention effort.



(2)
Duties and Responsibilities.  It is the responsibility of all personnel to enforce the loss prevention procedures established in this instruction.




(a) The Officer in Charge assumes overall responsibility for the loss prevention program.  Emphasis shall be placed on ensuring the detachment's security posture is accurately assessed and security resources are appropriate to execute the program.




(b) The Physical Security Petty Officer is the designated representative of the OIC, works directly for the security manager, and is responsible for planning, implementing, enforcing and supervising the loss prevention program.  The Physical Security PO shall attend quarterly Commander, Strategic Communication Wing ONE (CSCW-1) Physical Security Review Committee (PSRC) meetings, retain the minutes for a minimum of three years, and disseminate pertinent information to the detachment.  All Loss Prevention Subcommittee meetings shall be attended by the Physical Security PO.




(c) The detachment Supply PO maintains asset control and accountability procedures for resources and ensures that approved logistical requirements affecting security are processed in a timely manner.




(d) Information System Security Manager/Network Security Officer (ISSM/NSO). The ISSM/NSO is the focal point for all AIS/Network security matters.  As the focal point, the ISSM/NSO reports directly to the OIC via the Security Manager, regarding AIS and Network security issues.




(e) Information System Security Officers (ISSO).  ISSO are assigned in writing for all AISs within the detachment.  These individuals report to the ISSM/NSO regarding INFOSEC issues.




(f) Branch CPOs shall ensure compliance and assess the impact of their respective area/manpower on the program.




(h) Loss Prevention Subcommittee.  NAMTRAGRUDET Tinker is not required to have a separate PSRC.  However, NAMTRAGRUDET representation at the CSCW-1 PSRC is required.  The Loss Prevention Subcommittee shall meet quarterly to identify common problems or areas of concern in loss prevention and to develop concepts and ideas to enhance program effectiveness.  The committee shall also evaluate the effectiveness of the program by reviewing loss trend data (i.e., MSLR) and security infractions, identifying loss conducive conditions, and by assessing any corrective actions taken since the last meeting.




(i) Physical Security Review Board.  The Physical Security PO shall attend the annual Security Review Board.  The primary purpose of the board is to discuss security issues and make recommendations to the Tinker Air Force Base Security Council.

3.
Lock and Key Control

a.
 Purpose.  To establish a key and lock control program for NAMTRAGRUDET Tinker.


b.
 Scope.  Included within this program are all keys, locks, padlocks and locking devices used to protect or secure controlled areas, detachment perimeters, storage facilities, classified material and sensitive materials and supplies.  Approved locking devices for the protection of classified materials are described in reference (b).  Not included in this program are keys, locks and padlocks for convenience, privacy, administrative, or personal use.


c.  Responsibilities.


(1)
The Key Custodian shall be designated in writing by the OIC and establish key control procedures, in writing, to ensure key control requirements are met, as per reference (d).


d.
 Procedures


(1)
Key Control.  The POOW shall inventory or account for all keys stored in the key locker, located in Room 302, at the start of the watch.  All keys kept in the key locker shall be numbered and listed on the inventory sheet inside the door of the locker.  A key checkout log shall be utilized to temporarily issue keys to staff personnel requiring access to spaces during working hours.  Each log entry shall contain the key number, name and initials of the person checking the key out, the date/time checked out, the date/time returned, and the POOW's initials.  These keys shall be returned by the end of normal working hours except when authorized by the Key Custodian.  Any staff personnel requiring a key to open spaces after normal working hours shall contact the Key Custodian prior to the end of normal working hours to be issued a key.



(2)
Criteria for Issuing Keys.  Key assignments shall be kept to the least number of personnel possible while not impeding the efficiency of the detachment.



(3)
Padlock In-Use Security.  When the door, gate, or equipment for which the padlock is intended to secure is open or operable, the padlock shall be locked into the staple, fence, fabric, or other stationary securing point.  This procedure is accomplished to preclude theft, loss, or substitution of the lock.



(4)
Lost, Stolen, or Missing Keys.  Immediately report to the OIC and Key Control Officer the loss of keys or locks, or suspected loss or other compromise of keys or locks, which would allow unauthorized access into facility or structure.

(5) Key Inventories.  The Key Custodian shall

conduct an annual inventory and an inventory for NAMTRAGRUDET Tinker Change of Command.



(6)
Lock Control Seals.  Inactive or infrequently used roll up doors in controlled areas must be secured with security seals affixed.  The seals will be placed on the outer and inner sides of the roll up doors in Communications Central #1 (room 327), Communications Central #2 (room 325) and Missions Avionics #2 (room 333).  The POOW logbook will have all current seal serial numbers and locations.  The POOW shall verify the seal serial numbers on outside seals and inspect the seals for any signs of tampering prior to entering the building at least once every 24 hours.



(a) Accountability.  Seals shall be serialized and accounted for by the Physical Security PO.  The seal usage logbook shall be utilized to account for seals.  The logbook contains the seal serial number, date affixed, name of person affixing the seal, name of door it is affixed to, and the reason for replacement.  Should the POOW notice a defective/worn seal, he/she shall notify the Physical Security PO immediately to ensure the appropriate action be taken, and the replacement of the defective seal.




(b) Inspection.  All seals, including spares, shall be inspected at least annually by the Physical Security PO.



(7)
Lockouts.  All lockouts must be investigated by security personnel to determine if the lockout was a result of product failure or attempted/actual illegal penetration.

4.
Protective Barriers

a.
Purpose.  Protective barriers are used to define physical limits of a security area. 


b.
Usage.  The use of security barriers other than the walls and door locks at NAMTRAGRUDET Tinker, is limited to those required during THREATCON CHARLIE or higher as defined, reference (d).



(1) Clear Zones around building 830 fall under COMSTRATCOMMWING ONE's cognizance and responsibility.



(2) Signs Warning signs shall be posted at all entry/exit points of all controlled areas and shall read as follows:

WARNING

Controlled Area

It is unlawful to enter this area without

permission of the Installation Commander.
Sec. 21, Internal Security Act of 1950; 50 U.S.C. 797

While on this Installation all personnel and

the property under their control are subject to search.


(3)
Intrusion Detection Systems (IDS).  A Intrusion Detection System is installed in Communications Central #1 (room 327), Communications Central #2 (room 325), and ADP (room 315).




(a) The Security Manager:  Shall provide the 72nd Security Force Administration Section a original and two copies of the personnel access and recall list.  The list will include the home phone numbers of personnel who have access to the IDS.  




(b) Ensure all personnel are trained and knowledgeable in the operation and testing of the IDS.




(c) Notify the Law Enforcement Dispatcher of all IDS malfunctions.



(4) Communications.  Normal system is the telephone.

5.
Security Force.  Security Forces are provided by CSCW-1.

6.
THREATCONS/Crisis Management

a.
 Any crisis management plan must take into account various local factors, such as (perceived or real) threats, cost of security, accessibility, coordination of security forces, effect of losses, availability of personnel and material, calculated risk, command mission, criticality and potential for an increase in threat.  As a tenant activity of CSCW-1, NAMTRAGRUDET shall coordinate all crisis situations with CSCW-1 authorities.  Upon declaration of a THREATCON, the OIC may direct the implementation of additional security measures to ensure the safety and security of resources.  All actions regarding THREATCONS shall be made in accordance with references (a) and (d).


b.
 References (a) through (d) and this instruction provide the POOW information for most possible crisis situations.  Common sense dictates that no crisis management checklist may be entirely adequate for all situations, rather the attached Enclosure provide a starting point and may be amended as required.

NORMAL WATCH PROCEDURES

1.  Monitor access to Detachment spaces.

    a.  Visual recognition of Detachment staff and instructor personnel is sufficient.

    b.  Anyone not recognized as Detachment staff, instructor personnel or Military personnel must be challenged.

2.  Answer phone and assist as required.

3.  Route/log in/out faxes as required.

4.  Checklist complete.
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Normal Watch Procedures
VISITOR PROCEDURES

1.  Any visitor requests access to Detachment spaces.

    a.  Ask visitor(s) if a visit request including clearance data or an access list was sent to Detachment.  Do NOT accept a visit request hand carried by individual.

b. Visitor(s) answers YES:

       (1) Check “VISIT REQUEST NOTEBOOK” to locate the valid visit request or the valid access list.  

           (a) Valid visit request or access list on file: Visitor cleared to enter spaces.

           (b) Visit request or access list NOT on file: Determine who the visitor needs to see.  Call that person and inform them they have a visitor at the POOW desk.  Complete the procedures and issue the visitor an ESCORTED BADGE. 

2.  Checklist complete.
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Visitor Procedures
DOOR OPENING PROCEDURES

1.  ANYTIME an exterior door to Detachment spaces is required to be open; the POOW must be notified prior to opening.

2.  When Detachment personnel or Detachment contractor personnel advise you they require to open a door(s), determine specifically which door(s) are to be opened.

3.  Determine the specific reason why the door(s) need to be opened.

4.  Have the individual deactivate the door alarm.

5.  Advise Detachment personnel/Detachment contractor he/she is responsible for guarding the door for the entire duration it is open to ensure no unauthorized personnel enter.

6.  Direct Detachment personnel/Detachment contractor to reactivate door alarm and advise you (POOW) when the door(s) is/are secured.

7.  Make an entry in the POOW Logbook indicating:

    a.  Person opening the door(s)

    b.  Door(s) to be opened

    c.  Date/time the door(s) are opened

    d.  Reason the door(s) are opened

    e.  Date/time the door(s) are secured

8.  Checklist complete.
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 ENTRY SECURITY PROCEDURES
1.  Prior to entering Detachment spaces, ensure all exterior doors are locked.  Inspect the following doors to ensure they are completely closed and seals are not broken:  

a.
Mission Avionics-2 (room 333)

b.
Comm-1 (room 327)

c. Comm-2 (room 325)

       (1) Doors secure; Go to step 3
       (2) Doors NOT secure; Go to CHECKLIST 6 and complete.
2.  Enter Detachment spaces by the door at the POOW desk.

3. Check interior doors to: 

a.
Mission Avionics-2 (room 333)

b.
Comm-1 (room 327)

c.
Comm-2 (room 325)

d
ADP (room 315)

Doors secure; Annotate the SF-702 on each door with the date/time/initials of security check.

Doors NOT secure; Proceed to CHECKLIST 7 and complete.

Inventory the following:

a.
Watch Instruction Handbook, with current quarterly IDS code matrix

b.
Keys in key Box

c.
Duty Beeper

d.
POOW Key Ring

e.
Personnel Working aloft (2 total)

f.
Pre-op Card for Duty Van

g.
Flashlights with batteries (2 total)

Items a through g accounted for; Go to step 6.

Items a through g NOT accounted for:

Notify Physical Security Petty Officer/alternate upon their arrival.

Make entry in POOW Logbook indicating discrepancy.

Check Voice Mail for messages using “Instructions For Voice Mail” (Enclosure (2) of this instruction).

Check Facsimile machine for faxes received.  Route/take action as required.

Make entry in Duty Logbook indicating date/time of security checks and that the inventory is complete with no discrepancies noted.  Examples:

0635 Entered building.  Exterior security checks complete/all secure.  Commencing interior security checks.

0648 Interior security checks complete/all secure.  Inventory complete/no discrepancies 

0648 Interior security checks complete/all secure.  Inventory complete; Visitor’s Logbook missing, Key 117 (key to instructor lounge) missing.  Will notify Physical Security P.O. upon arrival.

7. Checklist complete.

ENTRY SECURITY PROCEDURES
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ENTRY SECURITY PROCEDURES
 EXIT SECURITY PROCEDURES

1. Prior to exiting Detachment spaces, ensure the doors to (A) Mission Avionics-2 (room 333), (B) Comm-1 (room 327), (C) Comm-2 (room 325), and (D) ADP (room 315) are closed/locked.

a) Door discovered open; Go to checklist 7 and complete.

b) Doors secure; Annotate the SF-702 on each door with the date/time/initials of security check.

2. Class still in session:

a) Inform instructor the POOW is securing

b) Secure lighting to all Detachment spaces

c) Secure computers (except ATSS) in all Detachment spaces

3. No classes in session:

a) Secure lighting to all Detachment spaces

b) Secure computers (except ATSS) in all Detachment spaces

c) Secure coffee pots and empty

4. Inventory the following:

a. Watch Instruction Handbook, with current quarterly IDS code matrix

b. Keys in key Box

c. Duty Beeper

d. POOW Key Ring

e. Personnel Working aloft (2 total)

g.
Pre-op Card for Duty Van

h.
Flashlights with batteries (2 total)

(1) Items a through g accounted for; Go to step 5.

(2) Items a through g NOT accounted for:

(a) Notify Physical Security Petty Officer/alternate.

(b) Make entry in POOW Logbook indicating discrepancy.

5. Verify Voice Mail in accordance with Enclosure (3).

6. Test pager in accordance with Enclosure (3).

7. Make entry in Duty Logbook indicating date/time of security checks and that the inventory is complete.

a) Example 1: POOW secured.  Security checks and all inventories complete/no discrepancies.

b) Example 2: POOW secured.  Security checks and all inventories complete.  Pager inop; post information for emergencies and recall with CSCW quarterdeck and at entrance to Detachment spaces.

8. Check all exterior doors ensuring they are all locked.

a) Pay particular attention to the roll-up doors to (A) Mission Avionics-2 (room 333), Comm-1 (room 327) and Comm-2 (room 325).  Ensure all three are closed AND seals are in place/not broken.

b) Doors secure; Go to step 9.

c) Doors NOT secure; Go to CHECKLIST 6 and complete.

9. Proceed to recall.

10. Checklist complete.
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EXIT SECURITY PROCEDURES 

ANY EXTERIOR DOOR DISCOVERED OPEN/FORCED

1. Notify:

a) CDO

b) Physical Security Petty Officer

c) CPOIC

d) OIC

2. Guard door until relieved by CDO, Physical Security Petty Officer, CPOIC, OIC or representative.

3. Proceed as directed by CDO, Physical Security Petty Officer, CPOIC, OIC or representative.

4. Make entry in POOW Logbook indicating date/time and ALL circumstances concerning incident.  Be specific.  Examples:

1600 Roll-up door on north side of High Bay discovered open/unguarded.  Contacted CDO (ATC Sailor) who advised me to close/lock the door and conduct a thorough security check of Detachment spaces.

1625 Thorough security check complete/no discrepancies.  Contacted CDO and advised.  CDO advised he contacted CPOIC and OIC.  CDO advised no further action required by POOW.  Securing to recall.

0650 Roll-up door to Comm-1 (room 325) seal discovered broken.  All interior doors secure. Contacted CDO (ADC Sailed) and advised.  CDO advised me to contact the Physical Security Petty Officer (AE1 Headache) and any RM or AT instructor to check room 325.

0715 CDO, RMC Sailing aboard.

0725 RMC Sailing completed interior check of room 325.  Advised no discrepancies noted.

5.    Checklist complete.
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Verify Voice Mail in accordance with SOP

Test Pager in accordance with SOP

Make Logbook entry indicating Date / Time of

security checks an\d inventory complete with no

discrepancies

Check all exterior doors ensuring they are secured.

Pay particular attention to the roll up doors to (A) Mission Avionics -2 (Room 333), Comm-1 (room 327)

and Comm-2 (room 325).  Ensure all three closed and seals are in placed / not broken

Are Doors

 Secured?

Go to Exterior door

discovered Open /

Forced

Proceed to Recall

Yes

No

DOOR DISCOVERED FORCED OPEN 

INTERIOR DOOR TO MISSION TRAINERS OPEN/FORCED

1. Notify:

a) Any of the personnel listed on the inside of the door (on form SF 700).

b) CDO

c) Physical Security Petty Officer

d) CPOIC

e) OIC

2. IF THE DOOR TO COMM-2 (ROOM 325) IS OPEN/FORCED, DO NOT ENTER THE ROOM AS YOU MAY SET OFF THE ALARM OF THE INTRUSION DETECTION SYSTEM (IDS).
3. Guard the door until relieved by person contacted from SF 700 form, CDO, Physical Security Petty Officer, CPOIC, OIC, or representative.

4. Proceed as directed by CDO, Physical Security Petty Officer, CPOIC, OIC, or representative.

5. Make entry in POOW Logbook indicating date/time and ALL circumstances concerning incident.  Be specific.  Example:

0650 Comm-2 (room 325) discovered unlocked.  Contacted CDO.  Did not enter room due to IDS on-line.  Guarding door until relieved.  CDO advises he will contact CPOIC and OIC, and will then be enroute.

0656 RMC Sailing aboard and advised he would check room 325.

0710 RMC Sailing advised room 325 secure and nothing missing or tampered with.  Room 325 interior door secured.

0714 Contacted Security Police (734-0000), SSgt Flyer.  SSgt advised the IDS alarm did not activate.

0720 CDO aboard; advised same of situation.

0735 CDO advises door inadvertently left unlocked by previous day instructor and CDO will handle situation.

6.   Checklist complete.
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Notify the following Personnel
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CDO

Physical Security Petty Officer

CPOIC

OIC

If the door to Comm-2 (Room 325) is forced / open do not enter the room as you may set

off the Intrusion Detection System (IDS).

Guard the door untill properly relieved

Make Logbook entry indicating Date / Time and all

circumstances

End of Procedure


SAFE DISCOVERED OPEN 

1.
The following procedures apply if a safe is found open, or if any classified item or equipment is discovered unsecured or missing:


a.
If available, place a staff member as a watch at the open safe.  DO NOT TOUCH THE SAFE.  DO NOT LEAVE THE SAFE UNATTENDED.

b.
Follow the notification procedures of the Security Incident Recall in Appendix E.


c.
After the arrival of notified personnel, the CMS Coordinator or Primary Security Custodian shall conduct an inventory of all concerned materials.

2.
The POOW will ensure all information is thoroughly and accurately recorded in the logbook.

SECURITY INCIDENT RECALL
1.  In the event of a security violation of any kind, the person making the discovery will call the following personnel in the order listed.  At each level of the Chain you contact, ask if they desire to call the personnel up the Chain or you to continue.

* Obtain authorization from the CMS Custodian or Assistant  Security Manager prior to calling Air Force Security.

TITLE


Physical Security Petty officer

CMS Custodian

Assistant Security Manager

CDO

See Watchbill

AOIC/Security Officer

OIC/Security Manager

* Air Force Security
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Entry Security procedures
�

Prior to entering Detachment spaces  ensure all exterior doors are secure.
Pay close attention to the roll up doors to (A) Mission Avionics-2 (room 333, 
(B) Comm-1 (room 327), (C) Comm-2 (room 325).
  ENSURE ALL THREE ARE CLOSED AND SEALS ARE IN PLACE/NOT BROKEN.�

Doors are secured�

Go to any Exterior door discovered open / forced�

Enter Detachments spaces through the entrance at the POOW Desk
Make POOW Logbook entry Time entered building / Begin security checks �

Check all Detachment spaces
Check interior doors to (A) Mission Avionics-2 (room 333), (B) Comm-1(room 327), (C) Comm-2 (room 325), and (D) ADP (room 315)
 �

Are the three doors Secured?�

Go to any interior door discovered open / forced�

Annotate the SF-702 on each door with date/time/initial of security check�

Continue with Checklist  on next page�
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Prior to exiting Detachment spaces  ensure all interior doors are secure.
(A) Mission Avionics-2 (room 333), (B) Comm-1 (room 327),
 (C) Comm-2 (room 325) (D) ADP (room 315).
  ENSURE ALL THREE ARE CLOSED AND SEALS ARE IN PLACE / NOT BROKEN.�

Are Doors Secured�

Go to Interior Door to Mission Trainers 
Open / Forced�

Annotate the SF-702 on each door with date/time/initial of security check�

Is a Class still in session?�

Inform instructor that the POOW is securing to recall and for the instructor to secure lights when class secures.�

Secure lighting to all spaces
Secure the coffee pots in the lounge�

Continue on next page�
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Door discovered forced open �

Discover any exterior  Door forced open�

Notify the following personell
CDO
Physical Security Petty Officer
CPOIC
OIC�

Guard the door until relieved by the CDO, Physical Security Petty Officer, CPOIC OIC or repesentive and proceed as directed�

Make POOW Logbok entry indicating Date / Time and all circumstances concerning the incident. �

End of Procedure�


_1027323113

_1027319967.vsd
Interior Door open to Mission Trainers �

Notify the following Personnel

Anyone on the list on the inside of the door

CDO
 
Physical Security Petty Officer

CPOIC

OIC�

If the door to Comm-2 (Room 325) is forced / open do not enter the room as you may set off the Intrusion Detection System (IDS).   �

Guard the door untill properly relieved  �

Make Logbook entry indicating Date / Time and all circumstances �

End of Procedure�
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	Pre-op Card for Duty Van

	Flashlights with batteries (2 total)
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Check Voice Mail for messages
Check Facsimile and route accordingly
Make entry in POOW Logbook that inventory as completed�
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Test Pager in accordance with SOP�

Make Logbook entry indicating Date / Time of security checks an\d inventory complete with no discrepancies�

Check all exterior doors ensuring they are secured.  
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